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ABSTRACT

The transmission grid is the backbone of the power system, and its stability and reliability are
essential for the proper functioning of the entire electrical grid. The increased demand for
electricity, coupled with the integration of renewable energy sources, has led to the
reinforcement of the transmission grid. The newly reinforced transmission grid is
characterized by longer transmission lines, higher capacities, and a more complex network,
which pose new challenges to the protection coordination system. In particular,
communication delays and cyber-attacks are becoming increasingly relevant issues that must
be taken into account when designing the protection coordination system.

The problem of communication delays and cyber-attacks persists in the recently strengthened
transmission system. The grid's strength lies in its ability to impact the protection coordination
system's ability to operate correctly. Cyber-attacks may disrupt the protection coordination
system by compromising its communication network or by disrupting the operation of
protective devices. The impact of communication delays and cyber-attacks on protection
coordination in the newly reinforced transmission grid is a critical issue that requires
immediate attention. The consequences of incorrect protection coordination can be severe,
including the failure of transmission equipment, blackouts, and even the collapse of the entire
electrical grid. To prevent these events, it is essential to understand the impact of
communication delays and cyber-attacks on protection coordination and to develop new
methods to mitigate their effects.

The IEEJ West 10-machine model system, IEEE 14-bus system, and Kigali national grid that
serves the city of Kigali in Rwanda are widely used in power systems research. In this research,
we aim to use these systems to address several objectives: For the first objective, it aims to
develop new techniques and algorithms to reduce the communication delay of electric power,
which impacts control system performance and also can create energy losses. This study also
examined the implications and causes of network latency while maintaining model reliability
simulation using the IEEJ West 10-machine electric grid. For the second objective, which aims
to develop new techniques and algorithms to reduce the impact of the delay time for under-
frequency load-shedding on protection coordination in the comparison of algorithms, in this
study it is focused on a test case used to evaluate the performance of different energy control
strategies and to develop new methods to improve the protection of IEEE 14 bus system. The
third objective aims to develop new techniques to negatively impact decision interaction on
grid access control. This case study concentrates on communication signal latencies as well as
how to detect them but also addresses communications network performance concerns inside
the context of energy control and surveillance, including a particular on characteristics of the
technology delays. An implementation to resolve this difficulty using SVC (TSC-TCR)
thyristor switch capacitors (TSC) and thyristor-controlled reactors (TCR) to enhance the
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system reliability of the Kigali national grid. Finally, the last objective aims to formulate
methods that utilize smart systems, the much more prevalent type of cyber-physical network
that provides a strong association between cyber communications and physical networks. For
that reason, it is really critical to investigate how cyber-attacks affect frequency relay
equipment and a circuit breaker as a control system of the automatic generator, located in the
Kigali national grid. The impact of cyber-attacks that cause information network latency and
their effects on transient stability are covered in this research. Utilizing measurement result
devices, such as an SVC or STATCOM connected to such a grid, cyber-attacks have been
conducted.

These case studies can be used to address various interventions related to the analysis and
evaluation of various control techniques for improving power quality in the transmission grid
system. In the first case, the IEEJ West 10-machine model system can be used to evaluate the
performance of different power system stabilizers. In the second case, the IEEE 14 bus system
can be used to test the performance of different control strategies. In the third case, the Kigali
national grid can be used as a case study to address challenges such as grid integration of
renewable energy sources, demand-side management, and grid reliability. For instance, the
study of the use of non-linear control strategies to reduce the negative consequences of
significant delays in electricity performance improvement. In the final case study, KNG
focused on addressing the challenges of detecting and reducing these effects based on the
different cases of limited-frequency relay devices. In summary, the use of these case studies
can provide valuable insights into the challenges and opportunities associated with power
system operations and management. They can help identify the most effective solutions to
these challenges and develop new methods and strategies for enhancing stability, reliability,
and sustainability of power systems.

The results showed that the suggested approaches outperformed the conventional approach,
providing a solution to the challenges faced in the IEEJ West 10-machine model system. The
simulation results confirmed the effectiveness of the grasshopper optimization algorithm
(GOA) and particle swarm optimization (PSO) methods for reducing the negative
consequences of under-frequency load-shedding (UFLS) in the IEEE 14-bus system.
Moreover, the results indicated that non-linear control strategies, such as fuzzy logic control
(FLC) and other modified predictor (MD) controlled SVC effectively reduced the negative
consequences of significant delays in electricity performance improvement. SVC and
STATCOM simulations also showed promising results that the two new methods for reducing
the adverse effects of cyber-attacks on a frequency relay and circuit breaker control system
for the nonlinear (NL) controller and the proportional-integral (PI) controller were effective
in reducing the consequences of cyber-attacks in the KNG. In conclusion, the
MATLAB/Simulink simulation results confirm the effectiveness of proposed new control
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methods and their superiority over traditional approaches for contributing to power quality
improvements and suggest potential for further research in the field.
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INTRODUCTORY CHAPTERS



CHAPTER ONE: INTRODUCTION
1.1 Background

Modern power systems are becoming increasingly complex in detecting and making decisions,
as well as handling a wide range of duties across areas like electrical generation, transmission,
distribution, and consumption. However, in place of technological improvements to modern
energy, poor power quality can cause greater power losses, unfavorable device behavior, and
interference with surrounding communication networks for control and protection. Power
electronics' extensive application increases the stress on the electrical network through causing
oscillations in electrical currents and voltages, as well as an increase in reactive current [1]—-

[5].

System performance must be improved and then sustained at the correct scale in order to
provide users with continuous voltage and frequency. Power electronics have become among
the most reliable methods for decreasing power quality issues [5][6]. Static VAR compensator
(SVC), static synchronous compensator (STATCOM), thyristor switched capacitor (TSC),
thyristor controlled series capacitor (TCSC), and other flexible AC transmission system
(FACTS) devices are examples. Reactive power supervision, improved grid stability,
regulation of both reactive and active electrical power flows just on the network, damage
mitigation, and improved grid effectiveness are some of its advantages [7].

Power electronic controllers are trustworthy for distribution systems, much as FACTS devices
increase the reliability and quality of power transmission by concurrently increasing both
power transfer volume and stability [8][9]. Voltage regulators, static potential restorers, line
reactors, surge protectors, voltage conditioners, isolating transformers, continuous control
supplies, correct wiring, grounding, filters, and other features are included in some of these
devices [10]. TSC is a device used in electrical systems to recover power flow, is an essential
way for improving power quality [1]-[4]. TSC is employed because it responds instantly to
changes in system settings. TSC can additionally boost the power quality in order to eliminate
oscillations, control reactive power, and maintain voltage stable [11][12]. However, all of
these solutions utilized traditional proportional-integral (P1) control strategies [13]. However,
because traditional power networks are now being converted to distributed generation via the
integration of renewable energy integration [14] and advanced electronic power control logic,
electricity performance improvement equipment must be outfitted to intelligence-based
control systems, like fuzzy logic controllers (FLC) [15][16]. Furthermore, electricity networks
are highly nonlinear. As a result, dynamical intelligence methods of control for intelligent
energy grids are applicable [17].



The integration of renewable sources such as solar systems [18], energy storage systems, and
traditional synchronous generators in the current grid creates the other two grid vulnerabilities
[19].

The system incorporates many types of measuring, supervising, and connecting tools, such as
phasor measurement units (PMUs) and open network technology, all of which have been
widely used during measurements and tracking platforms [20]. This causes unnecessary
latency and reduces the controller's damping efficiency, resulting into system instability [21]—
[24]. Large-time delays not only create system instability, but also have an impact on network
power quality [25]. Although PV systems are linked to the power network and the entire cyber-
physical infrastructure is supervised and controlled at several layers by the supervisory control
and data acquisition system (SCADA), cyber-attacks can take place at any level during
supervision. This should cause a power shortage inside the network, and thus the operators
will struggle to regulate the network, affecting customers [26]. Communications between the
command unit and the control unit or controller are easily compromised, interrupted, or
interfered with. As a result, the overall power quality of the grid degrades.

Based on these premises, the thesis outline begins with nonlinearity caused by both unbalanced
and balanced fault conditions at various locations throughout the system. Due to nonlinear
system concerns, the performance of the modified predictor controller (MPC) and fuzzy logic
controller (FLC) based SVC (TCR and TSC) was originally developed and compared to that
of the system without control. The significant delay produced inside this network as a result
of its intricacies and numerous computations required is the next issue. This study addresses
the reduction of the negative impacts of delay time on reliability and performance using two
methods: the two-input-based fuzzy logic controller (FLC) and the modified predictor
controller (MPC). The final and perhaps most important concern is the hybrid power grid's
cyber-security. This study examines the impacts of Denial of Service (DoS) and switching
assaults on various components of the hybrid power system, such as the frequency relay, and
investigates innovative strategies to prevent the negative consequences of cyber-attacks. Two
control strategies, a Nonlinear (NL) controller and a Pl controller, have been developed to
mitigate the negative effects of cyber-attacks upon this relay, as well as a new identification
and mitigation strategy based just on voltage threshold for the voltage regulator (VR).

1.2 Significance of the research / Expected impact of research project

The main aim of Rwanda's energy sector is to develop the requisite institutional,
organizational, and human capacity, which will lead to an increase in accountability,
transparency, and national ownership, and to decentralize capacity for sustainable energy
service delivery [27]-[29]. With efforts to access system generation, reliability, adequacy, and
security systems are therefore treated independently. System adequacy is the ability of a



system to supply cumulative energy requirements to customers within its component ratings
and voltage limits in the event of an outage.

A more thorough overview of security includes two fundamental elements: robustness and
resilience. The capacity of the system to resist or repel attacks and interruptions is referred to
as robustness. Resilience, on the other side, indicates how quickly a system responds once an
incident has created an outage. This is especially important in the setting of security.
Moreover, there is another element to consider prior to transmission, which is the generation's
security. These criteria include the reliability of hydroelectric rains, the constancy of coal or
fuel supply for thermal power plants, and the corresponding reliability of meteorological
resources for renewable power plants. This idea is encapsulated by the phrase "vulnerability."”
Vulnerability must also be addressed to ensure a holistic strategy to power system security.

Consider the outage hours for the year caused by the grid disturbance and the total outage
hours caused by the sum of internal and external factors. Internal factors are failures that
originate from power generation plants; for example, poor ventilation in gas turbine
compressors, fire detector alarms, low gas inlet pressure, etc. While external factors are
perturbations at the grid, for example, high frequencies and supply line failure [30]. Thus, this
dissertation deals with the importance of influence quality enhancement to mitigate any
instability in the transmission grid by analyzing the impacts caused by communication delay,
nonlinearity, and cyber-attack on modern power grids. This promotes robust power system
protection and effective power control with not much loss in energy damage.

1.3 Research motivation

Electricity performance problems occur at several different levels within the system that
provides electric generators or the entire region's power unit, including power lines, main
power stations, distribution power stations, both main and secondary electrical lines,
distribution lines, maintenance, and electrical connection construction. Power quality
concerns must be addressed. There are several technologies available to minimize network
power quality concerns, such as FACTS devices. There has been a lot of research done on
these devices and the use of controllers, although none of it has focused on improving electric
grid performance using a nonlinear controlled SVC (TCR and TSC) and STATCOM.

Because electricity grids have dynamic and unexpected characteristics in their operations,
resulting in their inherent nonlinearity. In this instance, "nonlinearity" refers to the fact that
the actions and reactions of energy networks are not proportionate or directly related with
shifts in their inputs or conditions. Electricity networks are complicated systems that are
continually affected by variable demands and unpredictable circumstances such as swings in
energy consumption, power generation from various sources, and environmental influences



such as weather patterns. These components interact in complex ways, which leads to
nonlinear behaviors and reactions across the grid.

In particular, during peak hours, power demand may spike dramatically, forcing generators to
operate at full capacity and potentially producing bottlenecks and voltage fluctuations.
Similarly, unexpected fluctuations in renewable energy inputs (e.g., solar and wind power)
owing to weather changes can have an impact on the grid's stability and supply-demand
balance. Understanding and regulating the nonlinearity of energy networks has become crucial
for guaranteeing the grid's stability, dependability, and efficiency. This complexity needs
sophisticated control and management systems to respond to the dynamic and unpredictable
character of electrical networks.

This has led to the statement that there are many strong suggestions that there are issues with
the quality of electricity. The network has been experiencing additional issues, such as delays
and cyber-attacks, due to the consolidation of electricity generation, FACTS devices, and
communication with the control center. New, cutting-edge control systems are used to measure
and manage the production of electricity and FACTS devices, increasing signal time delays.
While much effort has just been made to address the negative effects of delay time, nothing
has been done to address the problems with time delay and cyber-attacks in order to enhance
power quality.

The controllers and control parameters are observed by the SCADA, which serves as a control
center. The grid is made vulnerable and susceptible to cyber-attacks by the transmission of
information between controllers and control centers. Despite the fact that there has been a lot
of research on cyber-attack detection and mitigation, nobody has focused on power quality.
The three main challenges facing modern power grids—nonlinearity, time delay, and cyber-
attack—are thus taken into consideration in this dissertation's discussion of power quality
enhancement. It also offers creative solutions to enhance system efficiency.

1.4 Aim and objectives of the study

The main objectives of this research were to carry out a detailed analysis of the impact of
communication delay on protection co-ordination in the newly reinforced Rwanda
transmission grid, and to determine the best measures to reduce the severity of disruptions
caused by delays or cyber- attack as part of the performance of power system protection.

The objectives of this research are:

e To identify the causes of communication delays in the electric grid communication
system.



e To investigate instability caused by communication delays in the power grid's
protection coordination.

e To design the mitigation measures in the simulation of a nonlinear network for the
dissolved time delay as part of optimizing the performance of power system stability
in the newly reinforced grid.

e To formulate methods to mitigate the impacts of communication delays in power
system control/protection. Kigali national grid case study.

1.5 State of the art

Modern networks include a variety of operational strategies that permit tracking, coordinating,
and controlling the generation, transmission, and distribution of electricity. A series of studies
have come back to the main characteristics of modern electricity: dependability, adaptability
in system architecture, effectiveness, task scheduling, surge reduction requirements, response
support, market enablement, and durability examples. However, regarding a modern grid-like
Kigali Nation's grid as a case study, there are three main challenges: lack of connectivity,
latency, and cyber-attacks. These challenges have a significant impact on power quality
improvement, resulting in power outages and equipment malfunctions. These limitations are
described in the following subsections.

1.5.1 Time Delay

The incorporation of nonlinear control systems into hybrid electricity grids for large-area grid
measurements, power performance enhancement, power stability, and other purposes causes
an increase in signal delay [31]. As the system becomes more complicated, the latest
technology, like PMUs [32], has been implemented in order to measure data in real-time from
an electrical network, which includes volts, flow, load angle, maximum power, and
frequencies. PMUs synchronize all the data they collect with GPS satellites. All signals are
collected and delivered to the central controller. Since the PMUs must send signals to the
central controller, they use existing channels and face delays.

Latency is measured as the time spent between the occurrence of a state and its action through
an application. Based on the type of dynamic response, each application had unique delay
requirements. From among the different delays [4], communication signal delay contributes
to latency and must be reduced. Transmission delays, dispersion delays, operation delays, and
waiting are all components of network communication delays [31]. All of these latencies must
always be taken into account in order to completely comprehend network data transfer
behavior. Depending on the distance, transmission protocol, and various other parameters, the
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delay between the time of measurement and the time the data is accessible to the
microcontroller is typically between milliseconds and microseconds [33]. The introduction of
delay into the system has an impact on the system's instability and dampens its effectiveness
[34][35]. According to the research, a wide-area electrical network can have temporal delays
that are between tens and hundreds of milliseconds [31]. Power quality should be maintained
and enhanced to preserve the performance and affordability of every electrical system.

In comparing the response times between a traditional network and a modern network,
significant differences become evident. In the past, traditional networks were constrained by
slower data transfer rates and older technologies, resulting in response times that often ranged
from tens to hundreds of milliseconds. On the other hand, modern networks have undergone
remarkable advancements, incorporating high-speed data transfer protocols, content delivery
networks (CDNs), and optimized server infrastructure. As a result, modern networks now
achieve substantially faster and more reliable response times, typically in the range of a few
milliseconds to tens of milliseconds. This enhanced efficiency and reduced latency in modern
networks have played a pivotal role in delivering smoother user experiences and supporting
real-time communication and critical applications.

There are several considerable disparities in reaction times between a traditional network and
a modern network. Historically, traditional networks depended on outdated technology and
slower data transport techniques, resulting in response times ranging from tens to hundreds of
milliseconds. Modern networks, on the other hand, use advanced technology such as fiber-
optic cables, high-speed data protocols, and content delivery networks, resulting in greatly
better reaction times ranging from a few milliseconds to tens of milliseconds. Modern network
development has transformed how we engage with digital services, providing consumers with
a quicker and more seamless experience across several apps and platforms.

In hybrid electrical grids, interaction delay occurs at several points, including signal transfer
from PMUs through control centers, control units to control systems, analog-to-digital (A/D)
conversions, continuous computation for globe input variables, and signal synchronization
with satellite tracking time [36]. This kind of latency had a major impact on the control
systems and the entire platform's functionality [37]. Data is exchanged in packets over large
instrumentation and control links, like wide-area control system (WACS) links. Some other
sort of delay time is called a series delay, characterized by the length of interval that passes
between two sequential bits of delivered data [38]. The duration difference between two
consecutive data packets is another type of delay known as "among both frame serial delay."

In addition, techniques for calculating various types of time delays were presented [23]. Unlike
in local control, the time delay of a wide-area electrical network can range from tens to
hundreds of milliseconds or more [4][30][37]. The latencies of optical fiber communications



technology in the Bonneville Power Administration (BPA) systems have been estimated to be
roughly 38 ms one way, although the latency of modems through the microwave is above 80
ms [40]. Systems that rely on satellites for communication may experience greater delays. In
some kinds of wide-area power systems, the delay of the signal response has been commonly
assumed to be in the region of 100 ms [40]. Extended wait times plus unpredictability within
those delays are plausible if a routing delay is included and multiple indications must be
transmitted. Numerous other papers [31][39], claim that communication delay values between
50 and 300 milliseconds are taken into account when designing some real-world transient
stability management systems. The impact of time delays on power systems and regulating
mechanisms have been studied in the past [41][42].

Furthermore, research has been conducted to lessen the detrimental effects of time delays on
response time [30]-[35], [37], [38]. Every method for reducing the impact of time delays takes
into account either constant, fleeting, or randomized delays. Despite several studies on the
subject of signal delay and approaches for reducing them, the consequences of significant
delay and tactics for mitigating its negative effects on improving power quality remain poorly
understood.

Although several strategies for enhancing the electrical performance of conventional grid
systems have been developed, the SVC-TSC primarily uses conventional Pl and PID control
methods. For quite a while, since present power grids are already being transformed into
distributed generation, power quality enhancement solutions should incorporate intelligent-
based controllers. Premised on just this context, this study undertook nonlinear controllers that
can improve hybrid electrical grid performance, such as fuzzy logic regulated SVC-(TSC &
TCR) and statically non-linear regulated SVC-(TSC & TCR).

A lot of research has been done on how communication delays affect electric utility
technologies, but less on how to minimize the negative effects that latencies pose for the
effectiveness of hybrid electric grids. The FLC-based technique and the modified predictor
method are two controllers that have been used to improve the performance of a hybrid
electricity network with synchronized machines and constant parameters (PV) and lessen the
potential negative effects of significant delay on that electricity. The FLC was selected due to
its ability to handle nonlinear, unstable, and inaccurate input parameters, in addition to the
option of embedding technical information into the control set of rules [4] [41] [42]. The
aforementioned controller type functions effectively with moment variables and under
variable operational conditions. In terms of mitigating the negative impacts of time delays, an
FLC-based strategy surpassed the modified predictor method.



1.5.2 Cyber-attacks

The cyber or communication infrastructure [44], which is largely utilized directly to link up
with various electrical power distribution [45], serves as the cornerstone of a contemporary
power system. To manage, regulate, and coordinate power transmission and measurements,
this system design employs a range of communication channels, including core networks,
coaxial wires, Wi-Fi, and broadcast. Substation automation, advanced metering infrastructure
(AMI), and other cutting-edge techniques for interconnection both within and between grids
have all been incorporated into modern power grids [46]. Additionally, the SCADA system is
utilized to monitor and manage the electrical grid [47]. The control center receives all
measurements via the PMU. Many communication connections are insecure and easily
penetrated, exposing networks to interruptions and various sorts of computer hackers [45].
Disclosure of information and packet forwarding espionage could send signals into the
SCADA that cause it to malfunction [46]. Cyber-attacks had already gotten increasingly
complex throughout the period and are currently effective in influencing utility power control
systems [47]. Since SCADA regulates the processors of many devices in the hybrid power
system, it increases the risk of cyber-attacks on diverse electrical power distribution. As a
result, the entire utility's quality assurance may suffer.

Despite extensive prior research on cyber security issues, no one has yet looked into cyber
security issues related to the reliability of hybrid grid power. Various methods of cyber-attacks
on power grids are mentioned in this chapter. The research study focuses on two major types
of attacks: DoS attacks and faulty switching attacks. According to recent research, Netscout
Arbour's 13th Annual World-Wide Infrastructure Security Report [48] asserts that attacks
account for 87% of immediate problems reported by providers, whereas the Netscout Threat
Intelligence Report 2H 2020 [52] asserts that it is 95%! According to The State of the Internet,
as per Akamai, DoS assaults hit 77% of electricity operations [49] in 132 countries, making
them one of the most devastating attacks. Moreover, the study in [50] argues that incorrect
data infiltration is really a dangerous assault that could result in power outages from
consumers, incorrect dispatching just in the distribution process, and equipment failures in the
electricity production process.

Many methods have been presented in recent years to protect and avoid computer hackers on
electric networks. Examine various cyber-physical attacks on distributed generation and their
defense strategies in [23] [51] [45]. An approach for locating cyber-physical risks in power
networks is described in [42] as being distributed detection. The solutions for object detection
and fault diagnosis in microgrids have been discussed [52]. Throughout [53], a strategy for
detecting false numbers in software vulnerabilities is devised by looking at a collection of
samples and conducting computations using them to prevent suspicious information.



This work presents two controllers, the non-linear controller and the PI controller, to limit the
negative impacts of cyber-attacks on hybrid electric utility elements and then to enhance
system reliability. Moreover, despite the fact that much research has already been published
on cyber-attack difficulties, no one has examined cyber incidents related to the energy
reliability of a hybrid electrical system. However, that study examined the effects of cyber-
attacks on frequency relay circuits using the Kigali National Grid as a case study network. In
order to lessen the negative effects of cyber-attacks and then identify and fix frequency relay
issues, two control strategies—an NL and PI controller—as well as a special identification and
reduction methodology—which depends on the frequency threshold for the relay—have now
been introduced.

1.5.3 Optimization of power electronics switching devices

Some research on reducing the harmful impacts of grid faults on double-fed induction
generator (DFIG)-based renewable [54]-[57] has been published in the journal, as are
concerns of improving electricity network stability using FACTS devices. Renewable
electricity integrating the current network required the implementation of Facts controllers,
stabilizing electronic system converters, as well as rapid response control algorithms [58].
Novel FACTS designs are being developed to provide decoupling ac-dc interaction, increased
voltage stability, reactive mitigation, electrical energy and power quality enhancement, and
power losses [59]. These significantly improve the safety of distributed generation and
standalone ac-dc DG systems that use Photovoltaic and wind, battery bank, and Gasoline
GEN-sets as backup generators [60]-[62].

FACTS devices are among the most dependable technologies for enhancing power quality
[63][64]. SVC [5], STATCOM [65], TCSC [58], TSC & TCR [66], UPFC with M-PSO [67],
and SMES [68] are a few of the Facts controllers used to address problems with electricity
quality in distribution and transmission lines, reactive current regulation, improved grid
reliability, control of reactive and active electricity flows upon that network, failure
reductions, and work efficacy. Although, apart from the FACTS devices discussed above,
there are numerous other techniques for reducing power quality issues, including voltage
regulators [69], line reactors [70], isolation equipment [71], uninterrupted energy demand
[31], appropriate electrical connections and conditioning [3][4][9]. They significantly improve
the reliability of renewable power with isolated ac-dc DG systems that use solar, wind, battery
banks, and gasoline GEN-sets as backup generators [64][74][75].

Most studies came to the conclusion that STATCOM performed better than SVC. However,
tests on the Chinese grid and on the EAF show that a VSC branch in tandem with the TSR/TSC
branch is required for better reactive power adjustment and voltage support. In [74], Noroozian
et al. demonstrate the advantages of STATCOM and SVC for utility applications. The authors
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compared the performance of the STATCOM and SVC models. In under voltage and
overvoltage situations, physical footprint, harmonics, cost, and losses were the primary themes
compared. In general, STATCOM is more compact than SVC and generates fewer low-order
harmonics. Additionally, STATCOM performs better under low-voltage conditions. In
contrast, SVC operates more effectively when there is an overvoltage condition. The overall
cost and loss can be decreased with SVC. These comparisons depend on STATCOM and
SVC's deployment and architectural design, claim the authors of [74].

The main focus of this research is to improve the electrical performance of the Kigali grid as
a case study. The issues with system reliability on the conventional grid, as well as power
quality standards and evaluation processes, as well as solutions to power quality issues, are all
covered in the state-of-the-art. In this subsection, the issues with the modern power grid are
also discussed. The literature review emphasizes the significance of studying power quality
because of its detrimental effects on system performance.

1.6 Contributions

The major contribution of this study is the development of novel methods for dealing with
communication delays and attacks in the security management of power systems. According
to the results of our numerous investigations, low-latency communications for WAC in a
modern grid aim to increase power system stability. The main contributions of this thesis can
be summed up as follows:

e Analysis of the various reasons for delay inside this configuration of various networks
and communication systems in use, comparative analysis of various delay reduction
techniques, and comparison of the effectiveness of the compensation algorithm were
measured in the example of Non-Braking Resistors with Fuzzy Controlled and Braking
Resistors in the IEEJ West 10-machine model system.

e Numerous studies have examined the usage of GA and PSO algorithms, two of the
most recent optimizers, for load-shedding analysis. None of the studies, however,
addressed the application of the GOA method, which minimizes the amount of load
shed and offers excellent proof of the effects of communication delays in networks.
The proposed methodology has been tested using IEEE's 14-bus system.

e The unigueness of this work is also found in the proposal of two additional controllers,
the fuzzy logic controller and the modified predictor technique, to reduce the negative
consequences of the time delay introduced in the Kigali national grid system, which
comprises five coupling zones and a PV system.
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e This work presents an experimental transient stability analysis utilizing the results of
different cyber-attack analyses of frequency relay devices on the Kigali National Grid
as a case study. The PI controller and the Non-Linear controller are two additional
controllers that have been suggested to help identify and neutralize cyber-attacks.

1.7 Thesis outline

This dissertation is broken down into four chapters, organized as described below: The first
chapter is a broad introduction that includes the research objectives, motivations, state-of-the-
art, and professional contributions, as well as the thesis's organization. After that, Chapter Two
discusses the method and a step-by-step approach used to address the questions of the study
provided in the first chapter. The third chapter presents extensive analyses of the results as
well as key outcome research. Lastly, the fourth chapter includes the final conclusions and
future work.
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CHAPTER TWO: RESEARCH METHODOLOGY

This chapter presents the methodology adopted in this comprehensive thesis, based on a
pragmatic research philosophy that incorporates both realism and constructivism. The study
philosophy acknowledges the intricacies of power systems, examining the subjective views of
various parties while emphasizing empirical evidence to efficiently address power control and
instability difficulties. Ontologically, the research takes a realist approach, acknowledging that
the power system in the power network has fundamental physical properties and operates
according to well-defined physical standards. The study acknowledges the existence of power
control challenges and instability issues as objective phenomena that may be addressed
empirically through observation and measurement. Epistemologically, the research follows a
positivist approach, using empirical data and quantitative analysis to examine how
communication delays contribute to grid instability. Simulation studies and statistical analysis
are utilized to establish causal relationships. Integrating both perspectives, the research aims
to comprehensively understand the issues and formulate effective mitigation measures to
optimize the performance of power system stability in the newly reinforced grid. This section
focuses on the methods used in this topic to achieve the objectives of the research, so this topic
is divided into four phases or stages, as revealed in Figure 2.1.

The first task (Phase 0) entails data gathering and model creation using the parameters
gathered. The data of importance are the measurements recorded from measurements in
different grids, especially the Kigali national grid, as collected by supervisory control and data
acquisition (SCADA). Faults and attacks that have been repeated indicate the extent of the
parameters and the presence of different effects when it is necessary to take measures before
analysis. After the inspection, the various parameters are combined with the inspector's label
to obtain a quick decision for safety management. A key factor in controlling the impact of
communication delays is identifying the potential for breakdowns. After determining the
impact of the short-term or large-scale error, a numerical reconstruction of the dynamic
mitigation of the network’s stability is considered, and all of these are reviewed in detail in
Phase I, Phase II, and Phase 11, as well as in Phase IV.

In phase I, a numerical method was developed to observe the behavior when the grid was
subjected to a disturbance with a delay. The internal structure of the smart grid is compared
to the way it behaves in relation to the distribution, which is expressed as a function of setting
up electricity management. Then fuzzy logic (FL), under frequency load shedding (UFLS),
and conventional methods are used to estimate and optimize the parameters of the model.

Phase Il shows the control of LPM. The TSC-TCR (SVC) design employs two approaches
with different impact time delays: the fuzzy logic controller (FLC) method and the modified
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predictor method (MPM). This test is only done in the three separate areas where the fault
occurred.

Phase 111 shows the LPM verification control of Pl and NL for the various impacts of the
disturbance model in special situations with the help of the grid with SVC and STATCOM.
This validation through simulation was conducted in response to a cyber-attack on the relay
frequency.

Towards the end of these phases, Phase IV required a conclusion to be drawn,
recommendations to be made, and a direction gap to be found in the next research.
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Figure 2.1: A diagram summarizing the thesis framework.
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2.1 Data collection and pre-processing tests for power quality management

The complete study is depicted in Figure 2.2 and 2.3, which includes nonlinear approaches with
experimental methodologies, theoretical analysis, and simulations to provide a universal system-
level methodology and tools for analyzing and predicting grid control and instability mitigation in
Kigali's national grid of AC power systems. In this proposed research, we utilized information
obtained out of Energy Utility Corporation Limited (EUCL) Company’s dispatching center to
analyze the operational status of Rwanda's high voltage (110 kV) power system. These power
stations have been simulated as synchronous machines containing salient pole rotors, including
nominal power, line-to-line voltage, frequency, reactance, stator impedance (R,), plus time
constants. For each case study, important informants were used as primary data sources. Secondary
data sources mostly included government papers, technical documents, and company annual
reports, were implemented to validate the mathematical models outlined in this thesis. The
theoretical test case was numerically resolved utilizing orthogonal collocation approach and
simulated, culminating in a Matlab/Simulink evaluation of alternative controls, Electrical Transient
Analyzer Program (ETAP) and SCADA Data collection of renewable energy resources that
enables the design, modification, and analysis of the control model to fit the specific common
aspects for protection grid requirements by using Rwanda Standards IEC 6211 - IEC 61140: 2009.

MREG  RWANDA ELECTRICAL GRID INFRASTRUCTURE  #\=pcL

N

Legend

* Ongoing Sites

* Industrial Zones

= Substation

Existing HV Lines

—70kV

— 110 kV

—220kV

Exinsting MV lines
6.6 kV

—15kV

—17.32kV

—30kV

Ongoing MYV lines (2017-2019)
Ongoing

Landcover

Administrative Boundaries: NISR, 2012

=1 National Parks & Natural Forests
Landcover; REMA&RNRA, 2012
Electricity Data: REG\EDCL

Waterbodies
Adm Inistrative BOundarleS Compiled and Produced by Energy Planning Department\EDCL
© All right reserved to REGIEDCL

= Country Boundary January,2018

IDistr 60 30 0 60 Km
District Boundary — — I

Figure 2.2: Rwanda national grid system [27].
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2.2 Future development of existing power grid models

In this research, a Kigali national grid comprised of both the Substation 11 power system [4] and
a Jali PV generator was used to assess power quality, as illustrated in Figure 2.3. A 15 kV/110 kV
step-up transformer connects the PV generator to the Mount Kigali SS9. The system is comprised
of six synchronous generators with three bank capacities of 4.5 MVA, as indicated in Figure 2.3.
Resistivity, capacitive coupling, as well as susceptibility for each phase of each line, are
transmission line parameters. A, B, and C are the fault sites under consideration. For synchronous
machines, an automated voltage regulator (AVR) & governor (GOV) controller systems were used
in this study. The cyber-attack targeted two frequency relay components. The synchronous
generator parameters are shown in the Papers A to D.
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+ 4MVA

£
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Po2mva
H Load-3

SHANGO 551 Cap Bank-2
4.5 MVA

Cybergattacker
O— b ;
2.74 MVA  0.919 MVA 4.356 MVA
JABANA S54 Load-4 Load-5  Load-6 BIREMBO 552 NDERA 553

B

Line 4-5

? Line 3-8
JABANA $55 7\

GASOGI 558
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Load-11  Cap Bank-4

CapBank-3 _Load-7

45MvA 6.642 MVA ad-18 0ad-19

Load-13
8.987 MVA

Line 8-11

2MVA  Line 5-9
Load-14

SVC (TSR and TCR)

Line 10-11 é
N\
Line 9-9

| g AREA3
B e

Figure 2.3: Kigali national grid system.
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2.3 Modeling Systems

Models are developed using precise information about the electrical characteristics of the grid
assets that comprise the power grid, such as line impedance, PV parameters, load, etc., as well as
information about how the assets are interconnected. They also comprise a modest number of
measurements from sensors positioned at transmission line terminals, distribution circuit head-
ends, and other critical points, which are covered in particular in papers A-D.

2.3.1 Photovoltaic model

The solar radiation on a slanted surface H,(t) may be computed using solar insolation, ambient
temperature, PV panel manufacturer's data, PV panel slope, and site latitude and longitude [74]
[75]. The PV system's output power, Ppy, is computed using the following equation: (2.1) [76].

Ppy (t) = H(t) X PVA X p(t) (2.1)

Where u.(t) is the hourly generating efficiency of the PV system and can be obtained in terms of
the cell temperature as shown in the following equation (2.2).

Where p.(t) is the photovoltaic system's daily production effectiveness, which may be calculated
regarding the cell temperatures using equation (2.2) [77].

.uc(t) = .ucr[l — B X (Tc(t) = Tep)] (22)

Where, B; is the heat capacity, which in silicon cells ranges from 0.004 to 0.006 per °C [77]. The
hypothetical photovoltaic cells' efficiencies and temperatures at 1000W /m? radiation from the sun
flu are denoted by u., and T,,, respectively. Throughout this thesis, §; was set to 0.004 per °C.
Photovoltaic modules manufacturers often provide u., and B;. The research estimated that the
value of silicon cells' theoretical effectiveness is pu.. = 0.12. for the normal experimental
temperature T, = 25°C. T,(t) is really the hourly photovoltaic solar temperature at ambient
temperature (T,) and may be calculated using the equation (2.3) [77].

T.(t) =T, + AH.(t) (2.3)
Where, A is the Ross factor, which represents the increase in temperature over ambient with

increasing solar flux. Previously published values A for varied between 0.02-0.04 Cm?/Wrange
[77]. In this study, the quantity has been set to 0.03 Cm?2/W.
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PV A can be calculated using equation (2.4) and is simply the total area of photovoltaic modules
required to satisfy the load requirement.

8760
PLav (t)Fs (24)
8760 L Hee(6)Vr

PVA =

Whereas F; is still the safety factor, which covers the possibility of solar irradiance standard
deviation, Vz is just the variability factor, which takes into account the influence of annual
irradiation variance, and their levels are about 1.1 and 0.95, respectively.

2.3.2 Synchronous generator model

The most basic form of a power distribution diagram has been the connecting of a synchronous
machine to just an infinite bus via transmission lines and transformers. The physical dynamics of
a synchronous machine in only one unbounded bus network are described by the following
equations:

§=w— w, (2.5)
D W 2.6
© = =5 (@ = 00) + 7 (P — ) (2.6)

Wherein 6 indicates the generator’s rotors angles, o is the generator’s operating rate, w, IS the
synchronous generator which is additionally the required speed, H is the inertial steady, B, is the
generator's damping constant, and P, is the active or effective electricity generated by the engine.

The preceding equations describe the electricity dynamic behavior of a synchronous generator in a
separate unbounded bus network [78]:

) (2.7)

where Ej is the particular during summer transitory voltages, E, is the quadrature-axis electrical
energy, Tq, is the direct-axis open-circuit transitory constant value, and E is the corresponding
voltage in the generator's excited coils. Each synchronous motor is outfitted with two principal

process controls, the automated voltage regulator (AVR) and governor (GOV), which are discussed
more below.
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Automatic voltage regulator

The automated charge controller, commonly known as the excitation current, controls the output
voltages of the synchronous generator. Field currents for a large synchronous generator may be
needed by the exciter [33][83][84]. It is also used in conjunction with the stabilizer of the electricity
system to maintain the electric grid's voltage. The generator's output voltage is compared with a
reference voltage, and any discrepancy is magnified and fed into the fields of an elevated DC
machine. The basic AVR controller block is borrowed from [81] and is depicted in Figure 2.5,
where V, is the node voltage of the synchronous generator, V;, is the reference voltage, E¢4, is the

position voltage index in the generator's excitation coil, and Ef, is the fielding potential difference.

Vio Etao

4.0

25
Vi —> E
3 » Tross e L

-4.0

Figure 2.4: Voltage regulator's automatic control block.
Governor

A governor is a mechanism that regulates the performance of a primary motion. Another governor
prevents and preserves the primary motor velocity during or around the required number of
rotations per minute [82]. The GOV control structure is depicted in Figure 2.5, where w,, is the
observed synchronous generator rotor speed, w,,, denotes the standard rotation speed, P, denotes
the referenced mechanical energy, and P,, denotes the mechanical energy.

Wo P,
7.05
+ 20 + /_
w P,
- i > 1 + 2.0s ¥ » _/ >
-1.05

Figure 2.5: The governor's model's control block.
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2.3.3 Load model

Nonlinear voltage-dependent loads are examined, namely the polynomial ZIP (constant
impedance, constant current, and constant power) load models [1][2]. Active and reactive load
power components are expressed as at bus k, where k = 1, ..., n.

P (Vi) = (aok + a1 Vi + azi V&) Py (2.8)

Que (Vi) = (aor + agxVie + a2V Qo (2.9)

Where a ag, + a1 + azx = 1, boi + by + by = 1, Py, and Q,, denote the nominal active and
reactive power components. Table Al.2 in Appendix Al shows the active and reactive load
components. For dynamic simulation in this thesis, the constant impedance load model is utilized,
withaay =a; =by=b; =0anda, = b, = 1.

2.3.4 Transmission line model

n- Circuit and series resistance value indicate the transmission line or cable connecting the two
buses (Figure) i and j:

Zyy = 7€’ =1y + jxy (2.10)
Aside from that, there's a shunt admittance on the i side.
Yiy = 9ij T by (2.11)
Because the n-circuit is symmetrical, we may write:
9ij=9;=0 (2.12)
and
bij = bj; = —=0 (2.13)
Where;

Cijw shows simplicity
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w Is the same angle as the base frequency
C;j is capacity

2.3.5 Combined TSC and TCR (SVC) model

TCR and TSC are the two components of the SVC FACTS device. The TCR device is used to
control the maximum voltage. A TSC device is used to control the minimum voltage. The
simulation software Matlab is used to calculate the size of SVC. After determining the quantity of
capacitive reactive power [Qrsc] for the system by capacitor bank using optimal capacitor
placement, the slope for SVC characteristics in percent and the slope of the operating terminal
voltage in the inductive and capacitive region can be calculated using the following equation [74]
and more details can be found in papers C and D.

The rated inductive and capacitive currents of SVC are determined at the rated line to line voltage
Viatea @S follows:

Qrcr = 2Q7sc (2.14)

QLratea = @VratedILrated (2.15)
QLrated

I =— 2.16

Lrated \/§thed ( )

Qcratea = ﬁVratedICrated (2.17)

_ QCrated (2.18)

I -
Crated \/§Vrated

The maximum inductive voltage, inductive susceptance, and minimum inductive current of SVC
may be computed at the minimum line to line voltage as follows:

Vindmax = Vref + (Xcapacitive Imax) (2.19)
Qrcr o
Bircr) = vz - (a =90°) (2.20)
indmax
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— QS vc — Q TCR
\/§Vindmax \/§Vindmax

(2.21)

I indmax

The capacitance voltage, capacitive susceptance, and maximum capacitive current may be
computed at the minimum line to line voltage as follows:

Vcapmax = Vref + (Xinductive Imax) (2_22)
_ Qsvc _ o
Berse) = vz " (a = 180°) (2.23)
capmax
QSVC _QTSC
Icapmax = = (2.24)

\/§Vcapmax \/gvcapmax

The value of the inductive reactance, capacitive reactance, capacitive and reactive suscepatance of
SVC at the given frequency may be computed using inductive susceptance B, rcgy in Siemens and
capacitive susceptance B (rscy in Siemens as follows:

Xi(rer) = #CR) = 2nfL (2.25)
L= m (2.26)
Xerse) = Bc(lrsc) = 27'[1fC (2.27)
_ B;(TT;;@ (2.30)

A constant capacitance (CC) quantity of the SVC may be calculated as Q. = Qmax — Qres, IN

which Q. is just the electrical energy of the (CC) and Q,,,, is the highest reactive current demand.
Equation 2.31 shows the TCR-TSC type SVC with control circuit.

Oure = V2(X.[2m — a + sin 2a] — nX,)
sve (rXcX1)

(2.31)
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i. Power loss constraints

After compensation, the system power loss must be less than or equal to the loss before
compensation. i.e.

B, with SVC < P, without SVC
Q. with SVC < Qg without SVC

ii. Voltage constraints

This restriction is used to ensure that the voltage of any bus remains within set limits. That is, 10%
of the bus voltage.

Vbus—min < Vbus =< Vbus—max (2.31)

Where; Vi, = minimum voltage limit
Vyus = Operating bus voltage
Vinax = maximum voltage limit

2.3.6 STATCOM model

The STATCOM equivalent circuit is shown in Figure 2.6. In this circuit, the inductance x reflects
the leaking inductance of the transformer; the resistor r, indicates the total of the conduction and
switching inefficiencies; and the shunt resistance 7, indicates the energy loss in the dc capacitor.
As illustrated in Figure 2.6, the VSC acts as an alternate voltage; the current source has a variable
magnitude behind the equivalent impedance, and the phase angle [85]-[87] represents the voltage
vector.

VC = kskthdCLa (232)

Where V. is the direct current voltage from across inverters, k; is the converter's direct current
(DC) to alternating current (AC) gain, m is the modulating rate of PWM control, VSC is the
regulator angle, and k; is still the coupling transformer rate. The injection current into the AC
system via the STATCOM shunt is represented as:

(2.33)
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Where V; = |V, |40, denotes the voltage vector of AC power bus s, and where Z;, = Z,28 =1, +

jxs. STATCOM's active and reactive power injections into the AC system via STATCOM are
presented as follows

k.kem Vy Vi cos(6s — a + B) — V;% cos B

P; = Re(Vslg) = ~ (2.34)
N
Vi2sin B — k. kym Vy V, sin(0s — a +
0. = ) = =P ke . G e ) (2.35)
N
v,
e e I |
| — |
I L
Figure 2.6: Equivalent circuit of STATCOM.
The power balancing equations at the AC system bus s are therefore written as
APy = Ps + Py = Psq = 0 (2.36)
AQs = Qs+ Qs —Q5q =0 (2.37)

Where P, and Q. represent the real and reactive load exiting the bus s, while P;; and Q,; represent

the real and reactive fluxes injecting into the bus s, respectively. The reactive power of VSC's ac
side is provided as

V.V, cos(8;, — a + B) — V.2 cos
Puc = Rey17) = OB T O L P Z W cosh (239
S

The real power of the VSC's dc side is stated as

dv, V4
Pic = Vaclae = Ve <Cdc d . + C> (2-39)
t £

The power balance between the ac and dc side of the STATCOM is given as
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P,. = P;. + losses (2.40)

Losses can be important, but in this study they were neglected in the analysis of the system
(losses = 0). This is because the losses are usually small compared to the required power and
generation. In steady-state operating condition, the active power exchange equation is given as

Py = 1,(kskem)?Vy. cos B + Vyclye — rpkemV; cos(a — 65+ B) = 0 (2.41)

2.4 Proposed mitigation methods

In this research, we first demonstrated the influence of time delay signals on anti-brake (BR)
behavior utilizing a suggested fuzzy logic control implementation as well as the important
quantities linked to the PSO and GOA implementation flowcharts in UFLS development. The
efficacy of the newly suggested TSC and TCR (SVC)-based mitigation FLC and Adapted Predictor
Technique is evaluated in the second step. We then offer a unique mitigation methodology that
effectively decreases the impact of a cyber-attack, allowing Pl and non-linear controller
implementation of SVC and STATACOM mitigation methods to be investigated.

The mitigation measures proposed here provide the results of the procedure when the effect of
communication delay is found in the process design. Based on the delayed results achieved in
different ways, delay reduction measures based on the faults that had occurred in the attacks had
occurred in the electrical design in order to avoid the occurrence of grid-damaging disturbances
during the monitoring of the grid performance, as discussed below and also in research papers A,
B, C, and D.

2.4.1 Fuzzy logic controller implementation for anti-brake (BR)

The intended control technique comprises only three control rules for each unit, according to Table
2.1, at which variables represent the fuzzy output of such a controller as the language evolves. FLC
is returned to the detailed rule table, where it is determined by the minimum score of all members

of the performance control BR.

Table 2.1 Fuzzy rule table.

TKED' (pu/s) o (Firing angle)
N Big
z Medium
P Small
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Fuzzy interference

Mandani's [92] approach is utilized to determine, based on a fuzzy analysis. Regarding Mandani’s
degrees of fitting together, W; is associated with each fuzzy command as follows:

W; = us(TKED') (2.42)

Where u,(TKED") is the member's lowest potential score and i is the step number. The center area
has become an established and readily reduced strategy for controlling the output level (i.e., GHF).
The following sentence provides it [88]:

YAy
xW

a (2.43)

Where C; represents the cost of a in the fuzzified instruction set.
2.4.2 PSO and GOA implementation flowchart in UFLS development
The optimal UFLS software is provided to minimize load shed and enhance the system's bottom

swing times. PSO and GOA set the highest standards. The diagram used with the GOA algorithms
to produce UFLS is shown in Figures 2.7 and 2.8.
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n=n+1

Figure 2.7: GOA Flowchart in UFLS Development.
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A

Figure 2.8: PSO Flowchart in UFLS Development.
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2.4.3 FLC and adapted predictor method implementation for TSC and TCR (SVC)

In this study, the two-input FLC is employed to mitigate the adverse effects of temporary latencies
for TSC performances. For FLC, inputs are really ac voltage variations in PCC and V, in addition
to the control input response time (D). Each operator's outcome is alpha (a), which corresponds to
the firing angles of the thyristor. As during the controller's concept stage, the signal delay ranges
from 100 to 900 ms, covering all practical scenarios [38][42]. The following is an outline of the
proposed FLC.

Characters NB indicating negative big, NM meaning a negative medium, Z meaning zero, PM
meaning a positive medium, PB for positive big, N meaning negative, and P meaning positive are
shown in Figure 2.9. Figure 2.10 and Table 2.2 illustrate the membership functions of the thyristors'
firing angle, alpha (). These are as follows: NB, NM, Z, PM, and PB. To evaluate the degree of
crispness, a single continuity equation (2.44) [94] has been used throughout this investigation:

pai) =7 (b = 21x — al) (249

02 04 06 08 1
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Figure 2.9: Fuzzy logic control function applies functions (a) AV. (b) Delay.
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Figure 2.10: Membership purposes of fuzzy controller output Linear.

Table 2.2 Corresponding membership input and output

VI NB|{NM| Z |PM| PB

D
N PB|PM | Z | NM|NB
Z PB|PM | Z |NM|NB
P PB|PM | Z | NM|NB

Equation (2.45) depicts the degree of conformance Wi of each fuzzy rule based on Mamdani's
technique.

W; = i (AV) X pp; (D) (2.49)
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Where u,; (AV) and ug; (D) are the membership grade values and i represents the rule number.

Defuzzification is a procedure used to fix the crisp output (i.e., the firing angle of the thyristor, @)
for the controller using the center-of-area approach.

AV, = AVprevious + ta. AV.c (2.46)
AV, — AV 2.47
Ay = 2k = (k=1) (2.47)

Figures 2.11 and 2.12 demonstrate the predictive technique, which is adaptable to any controller.
The anticipated AV can be calculated using the value in relation to previously recorded values and
estimates, even though there is a significant delay in t,.

k indicates the actual placement, whereas p indicates the projected position. ¢ denotes a constant
value, whereas AV denotes the rate at which the operator’s signal changes. Through trial and error,
the ¢ was found to be 0.25.

I
Signal Change V. = Signal delivered f——> Predictor —> 1- Input Fuzzy Controller
Delayed

signal

Figure 2.11: Model predictor.

> A/D Converter

'

Fault —No

Yes

v

Calculation

l AV during delay

Predictor

l Predicted AV

Input to controller

Figure 2.12: Diagram structure of the improved prediction method.
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2.4.4 Non-linear controller implementation for SVC and STATACOM

Figures 2.13 and 2.14 depict the SVC and STATCOM control blocks, respectively. The Mount
Kigali SSB-9 bus voltage is linked to the situation value, and the difference is communicated via a
Pl or NL controller to calculate the shunted capacitor. In two case studies, the frequency relay's
failure due to a cyber-attack was used.

Vrer FC
/— Virax /_ 1.0
. + K(1+sT)) (1 + sTy) 1 + > B
(14 sT'5) (1 + sTy) 71 1T, -

Viin

Figure 2.13: Block diagram of the SVC control system.

Vier

/— Vuax /_ Vuax

(1 + &T%) o (1T i K
(14 sTy) 1 (1 +sTy) P

. _/ Varrw _/

Vearin —/ Trarax _/

Figure 2.14: STATCOM control system block diagram.
erref(SVC) =K; |AVpcc| (2.48)

Vor,opstarcom) = Ko |AVpec| (2.49)

Where AV, is the controller's input and K; and K, are constant values. The necessary values of
the V,,,. . (SVC) and V. s(sTaTcoM) are achieved by adjusting the values of K; and K,. The
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parameters were chosen such that the controller could tolerate any voltage fluctuation, from
extremely high to extremely low.

2.4.5 PI Controller for SVC and STATCOM

1
Vor,ep(sve) = |AVpcc| [Km + ;Km] (2.50)
1
erref(STATCOM) = |AVpCC| [sz + ;Kiz] (2.51)

Where K, K,,,and K;;, K;, represent the proportional and integral gains of the Pl controller.
From Figure 2.15, the controller's input isAl,.., and its output variables are Voryep(sve)s

Vor,ep(sTaTCOM) respectively. These parameters were discovered by using trial and error, and they
are capable of mitigating any sudden change in the input.
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Figure 2.15: Proposed control algorithm for SVC and STATCOM.
2.5 Model accuracy indicators
An index that could be used to gauge the suggested model's effectiveness must be defined to assess
its performance. The Total Harmonic Distortion (THD), Voltage Index (V index), and angle

stability index are the most often utilized performance indicators in monitoring power quality
disturbances [89]. Furthermore, papers A—D define the restrictions in full.
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2.5.1 Total kinetic energy deviation (TKED)

Fuzzy-controlled BRs are useful in enhancing short-term stability by addressing various issues, as
shown in Table 11, which is readily apparent. The number of fuzzy controller lines in the BR input
controller, which alter the short-term impact of grid faults, turns out to be a significant factor in
communication delays. To investigate the impact of communication delays on power system
integration, we initially performed a study with no communication delays. Moreover, we proceed
to investigate the short-term system in terms of fitting deviation of total kinetic energy (W) values
as supplied by

T

(2.52)

d
Tt Wtotal

W, (sec) =f 7

0

dt/system base power

The system's structure is discovered during the process of determining it, and working hours are
under control. According to equation (2.51), T is the imitation time, which is 0.7 seconds, and
Wiotar 1S the total kinetic energy. Additionally, the use of W, was necessary to evaluate the
effectiveness of the system's downtime.

N (2.53)
Weotar = Z Wi
i=1

Where

1
We = 2 Jiom() (259

Since the system is designed to govern power generating behavior, W; represents the generator's
kinetic energy (in joules), i represent the number of generators, and N represents the overall number
of generators.

_ HxXMVArating (2.55)
Ji =528 x 10-9N2

Where

_ 2mNg (2.56)
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In addition, equation (2.50) indicates the inertia moment in Kg.m?, where N2 are synchronized
advancing at constant rpm and inertia is fixed; moreover, @ mi is the rotor's highest speed in
electromechanical rad/sec) and Ny, is the rotor speed in rpm (rpm).

2.5.2 Total harmonic distortion (THD)

THD has been defined as the actual value of the harmonic components of a distorted fundamental
waveform. In other terms, the THD has been the sum of all harmonic content of the current or
voltage waveform relative to the foundational element of the voltage or current waveform, as
proven in [79] [80]. THDu was determined via an equation (2.51).

VZ+VE+ -+ 2 (2.57)
THDu = UG 3V ), 100%
1

When V; represents the fundamental potential (typically the 1st harmonic) and V,,V; ...V, n
represent the magnitudes of the individual harmonic potentials (2nd, 3rd, ..., nth harmonics) of
something like the PCC voltage, the higher the THDu, the worse the distortion of the basic signal.
The THDu restrictions are around 5%.

2.5.3 Analysis of power quality in terms of voltage index

Through (2.58), the voltage index (Vinq4ex) IS utilized to investigate the effectiveness of the
recommended TSC techniques in further detail.

T
Vindex = f
0

Where V signifies the different voltage variations just at the PCC and T denotes a 30-second
computation time. Usually, the smaller the indicator overall, the better the functionalization.

d (2.58)
—AV| dt
dt

2.5.4 Angle stability and index of angle stability

Angle stability is the capacity of an electricity system to sustain synchronization in the face of a
disturbance by maintaining or restoring the balance between mechanical and electromagnetic
torque [90]. To investigate the motion of a single synchronous generator, are using the condensed
swing equation (2.58).

d26 (2.59)
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Where 6 is the angular position of the rotor, J is the combined moment of inertia of the connected
turbine and generator rotor masses, and T,, and T, are the mechanically and electromagnetic
torques, respectively. An angle stability index [90] is developed to measure the impact of cyber-
attacks on angle stability (2.59).

3600 — 8,,0x (2.60)

=2 M 100%,—1 1
1= Sa00 o X 100% 100 <7 < 100

In the post-contingency system, &,,., Specifies the greatest angle separation between two
generators. Understand as n > 0 and < 0 represent stable and unstable situations, respectively.

2.6 Several power quality issues in the modern power grid

Unfortunately, there are three primary difficulties to modern electricity: nonlinearity (Non-Linear
Controllers), signal delay, and cyber-attacks, all of which have a significant influence on improving
the quality of electricity. Finally, the constraints are described in detail in sections papers 1 to 4.

2.7 Software used for modeling

Data is collected and analyzed for the chosen system. For simulation, Matlab R2021a Simulink
software is utilized. Simulations are performed both with and without FACTs. The FACTSs are
placed in Mount Kigali substations, and simulations are run to assess how they affect the system.
The existence of reactors on the system is also simulated, and their impact is examined. Finally,
the constraints are described in detail in papers A to D.
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CHAPTER THREE: RESULTS AND DISCUSSION

This section presents and discusses the most important aspects of the resurgence in communication
delays and cyber-attacks. The correctness of the created model is assessed using the total harmonic
distortion (THD), Voltage Index (V-index), Deviation of total kinetic energy index (DTKE-index)
and Angle Stability Index (AS-index), based on the results from simulation. Detailed Notes on the
trends are shown below, and in the attachment, there is a sequence of steps that will be used in the
table.

3.1 Power grid implications of communication signal delay

Table 3.1 summarizes some results from comparing this delay control strategy to the delay
compensation that is related to the power management unit described in the preceding sections,
with further information available in review papers A-D. A comparison of the thirteen validated
adaptation strategies explained mostly in the table has already revealed the best results in various
latencies that affect the frequency and amplitude of something like the entire network, in addition
to the significance of mathematical ability, reliability, numeracy's continued growth, validation of
dependence on wireless transmission methods, security mechanisms, and various other practical
research results as evidenced by the integrity of the use of the ETDC method and the MFAC
method.

Figures 3.1 and 3.2 illustrate fixes for points A and C, which makes it essential to comprehend well
how to rectify the short fault throughout to operate as intended and preserve the electric grid. To
restrict the current harmonics before the initial peak, the malfunction must always be detected at
least 5 different milliseconds after it occurs (assuming the apparatus used to clear the fault has zero
operating time). In fact, the overall operational duration of the switch utilized for the present
diversions would be approximately 3-5 ms, including around one millisecond available for fault
detection, assuming a threshold of 1-3 ms is adequate to ensure that the fault was lowered prior to
the initial highest peak.

Figures 3.1 and 3.2 depict the associated location's active power and fault behavior, as well as the
BR fuzzy control, throughout the delay period. Figure 9 shows that the short-term performance is
poorer than in Figure 3.2. This demonstrates that the communication delay affects the fault's short-
term performance, implying that perhaps the peaks of G2 & G3 become different in 300 ms owing
to the fault. Paper A contains further results, including those obtained without and with a fuzzy-
controlled BR index, for the influence of critical defects on different communication delays.
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Table 3.1 comparison of various algorithms.

Techniques Application Size Threshold Parameters Applied \S:Vic;r:pared Results
[91] BA and BESS Java 500 kV Indonesian gridT; = 100 ms to 700 ms, POD and [Higher accuracy and faster than BESS, highly
(2019) (WAMC) f =0.6567 Hz, p = 0.0569 [BESS competitive with POD and BESS
[92] DOFC Four Machine Two-Area  [T; = 100 ms, f = 0.6567 Hz, PID Better performance than PID, Execution time is
(2021) Power System (WADC) p = 0.0823 less.
T, = 100 ms to 500 ms More accurate, scalable_and _efficient reduction of
[93] ETDC + MPC|Kundur’s 2-area test system 0598 Hz 0 = 0 02(’) c SPB + overshoot (about 39%) implies less stress over the
(2021) (WAMS) f ' P ' MPC thermal limits and less impact of isolation due to
protective actions.
T; = 50 ms to 300 ms,
IEEJ WEST 10-machine | f = 0.1 Hz to 2.0 Hz Fuzzy o .
[31] FLC (2021) ’ controlled |[More time efficient and faster than without SDC
system o = 0.0315,0.0246, BR
0.016,0.0077
[38] UFLS T, =2.043sto2.214s, f = PSO and GOA method can best work within a given local
Traditional IEEE 14 bus system 0.1Hzto2.0Hz,p= GOA area to avoid the spread to other regions within the
(2020) 0.0315,0.0246, 0.016 0.0077 grid network.

[4] FLC (2021)

Kigali National Grid system

Ty, =100 ms to 900 ms, f =
0.1Hzto2.0Hz, p=
0.0315,0.0246, 0.016, 0.0077

MPM

More consistent and highly effective at
classification and has minimize the impact of delay
in positioning on the power structure of the Hybrid
system.

NL
(2021)

Kigali National Grid system

T; =100 ms to 900 ms
f=01Hzto20Hz
p = 0.0315,0.0246,

Pl

NL is more effective during various attacks and is
employed for STATCOM than SVC.
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Figure 3.1: Active power response at point A for 3 LG faults.
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Figure 3.2: Active power response at point C for 3 LG faults.

3.2 UFLS techniques for the effects of communication delay

The findings are depicted in Figure 3.3. The experiment revealed that, while the load shedding
scheme's activities had little effect on the number of loads shed, and also the period of the
shedding operations, the micro-grid frequency limitation was very well-preserved at the
necessary 47 Hz. Variations in dumping activities are to be expected because communication
delays during the load sequence caused the functionality to fluctuate. As demonstrated in
Figure 3.4, a signaling latency of 150 ms has been found to affect load shedding, resulting in
a lengthy delay with the highest benefit of 0.448 MW load shedding compared to certain other
delays of around 50 ms with a peak value of 0.25 MW.
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Figure 3.3: Effect of communication delays on the performance of the suggested load-
shedding scheme.
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Figure 3.4: The effect of communication delays the functioning of the suggested load-
shedding scheme.

During this case, Table 3.2 also provides numerical data from traditional, PSO, and GOA
techniques. The GOA criteria has a low swing frequency value and a restricted number of
loads, as shown in Table 3.2. GOA provides great overall functionality since it improves the
number of oscillations while decreasing loads. The objective of reinstating the permanent line
system and lowering the amount of load in a short period of time has led to a rise in the number
of GOA categories. GOA additionally contains a tiny communication delay between phases,
which decreases the automatic strain on the producing parts. Further results include the
severity of the bus voltages for different losses in a 72 MW generation. Additional outcomes,
including the bus voltage and power at different buses, can be found in Paper B.
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Table 3.2 Traditional, PSO, and GOA IEEE 14 bus system performance comparison.

Disturbance | Method Traditional PSO GOA

Line 2-4 Percentage of load shedding, a [%] | 44.24 40.875 40.872
Lowest frequency, [Hz] 48.42862 48.67239 | 48.8675
Delay time, t, [sec] 0.184 0.01 0.0112
Number of load shedding stages, 8 | 3 6 6

Line 2-4 & | Percentage of load shedding, a [%] | 72.3294 69.0536 | 69.0233

Line 2-3 Lowest frequency, [Hz] 47.62531 48.59842 | 48.61582
Delay time, t, [sec] 1.22 0.08 0.08
Number of load shedding stages, 8 | 4 9 9

3.3 TSC-TCR (SVC) electric improvements in the Kigali national grid

Hybrid grid includes a Jali PV plant - based diet on Substation (SS9) Mount Kigali, as shown
in Figure 3.5, and more details can be found in Paper C. Its functioning is dependent on
temperature and irradiance conduction inputs. As a result, the temperature ranges from 25 to
45 °C, and the irradiance ranges from 200-1000 W /m?2. Figure 13 illustrates how V. and P,
fluctuate with irradiance and temperature, and data points at 10 seconds (on-grid) reveal that
Load 20 and Filter C require active and reactive power before functioning with the power
network at Substation (SS9) Mount Kigali. Being on the power network appears to cause a
power decrease, but it is capable of maintaining Load 20, and when it is fully off, there is a
disruption in the readings acquired from all the G1-G6 machines.

The modeled power flow results for a solar module linked to the power grid at various levels
of solar irradiation and demand are shown in Table 3.3. As shown in Table 3.3, the power
generated by a solar panel is proportional to its solar irradiation. There are several kinds of
testing. The first option is that when the output power of the PV system components reaches
the load, the extra electricity is consumed by the utility grid. The second alternative is that no
electricity is given to the grid if the power generated by the PV system equals the power
demand. In the third case, the load will be split between the solar panels and the grid to make
up the difference when the PV plant's energy output is insufficient to support self-sufficiency.
As demonstrated, using about 30 °C with 400 400 W /m? is the best choice for serving our
electric system centered on Mount Kigali SS9.

42



Table 3.3 Results of the planned system's power flow simulations for various levels of solar

irradiation.
N, | Temperature | Irradiation | V. P,;. | Active Power (kW) | Load capacity
(°C) Ww/m?) | (V) | (kw) PV Grid (kW)
4 45 1000 481.2 | 2415 | 1175 |-132.5 250.8
3 35 600 493.4 | 148.6 | 730.6 |-50.9 780.9
2 30 400 497.2 | 99.75 | 489.6 | 356 133.6
1 25 200 4959 | 49.67 | 2459 |-245.9 300.4

The grid's behavior is depicted in Figures C.11 and C.12. For example, in Figure C.11, when
there was a single example r separated by the grid and running at 45 degrees and 1000 degrees
of irradiance, the PV was deleted. Active power, reactive power,P,., and V. grids were all
affected by these variations, which occurred between 0 and 18 seconds.
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Figure 3.6: Grid-connected PV inverter power converter signals with four-step irradiance
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Figure 3.7: PV active and reactive electrical outputs.
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3.3.1 Impact of time delay considering minimization techniques

The results of simulation experiments showed that regardless of the amount of signal delay
the system was willing to accept for stable operation, the influence of significant delay has
been assessed from three aspects: without communication delay, with both the smallest and
greatest network latency that the process could tolerate while also maintaining acceptable
performance, and using the smallest and greatest latency issues that the system could tolerate
while maintaining acceptable performance. The performance significantly contributed to the
failure scenarios (G1-G6) when the generators had a 900-ms delay. As shown in the graph,
the delay made it harder for the control system to find and address the problem. By adjusting
for the delay, the control system may indeed provide effective damping.

The controller took a bit longer to respond to the situation because the power stations (G1-G6)
had a 900 ms delay. Despite this, the controller provided appropriate damping performance.
Nevertheless, the entire Kigali national grid (KNG) system became unreliable. The simulation
results of the study showed that for the system to be more dependable, low-latency
communication was necessary. The slower the control operations, which could lead to
oscillation and instability of the electric grid, the higher the network latency. The control
scheme experienced greater system maximum overshoot and longer settle times as network
delays rose from 100 ms to 900 ms.

Figure 3.8 of active and reactive power illustrates how the grid changed whenever the shunted
reactors and the two capacitor banks started working 10 seconds after the PV system was
flooded for 7 seconds. There was a slight impact when the Jali PV facility was unplugged after
18 seconds.
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Figure 3.8: System responses to the fault scenario with constant time delays of 900 ms (a)
and 100 ms (b).

According to the modified predictor-delayed elimination method and the fuzzy-regulated
delaying reductions methodology, respectively, the voltage index at the PCC for permanent
and temporary 3LG faults at electric grid sites A, B, and C with delays of 900, 700, 500, 300,
and 100 ms are shown in Table 3.4. The indicator results show how fuzzy-controlled methods
with modernized estimation techniques were successful in reducing latency issues while
enhancing system voltage stability. Furthermore, the fuzzy-regulated system outperformed the
improved prediction technique.

Table 3.5 displays the photovoltaic array voltage index values for both transient and persistent
3LG faults at grid points A, B, and C with 900, 700, 500, 300, and 100 ms of delay for the
fuzzy-controlled delay reduction strategy and the improved predictor delayed optimization
methodology. According to the indicators, fuzzy-controlled strategies combined with
predictive techniques may reduce delay and enhance the voltage profile in the hybrid power
system. In contrast, the enhanced predictor technique beat the more-fuzzified, controlled
strategy. Paper C has further results, including the overall harmonic distortion at the PCC
severity index.
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Table 3.4 Indices of voltage at the PCC.

Delay | Fault | Fault Voltage Indices at PCC
Value | Type | Point No Predictor Fuzzy
compensation method method
A 0.2201 0.1967 0.1797
LG B 0.2035 0.1942 0.1772
900 |Temp| C 0.2201 0.1968 0.1798
ms A 0.1973 0.1897 0.1727
LG B 0.0521 0.0189 0.0172
Perm | C 0.2088 0.1897 0.1727
A 0.2265 0.1990 0.1823
LG B 0.2079 0.1943 0.1773
700 [ Temp| C 0.2265 0.1991 0.1741
ms A 0.1975 0.1911 0.1741
3LG B 0.0660 0.0169 0.0132
Perm | C 0.1975 0.1911 0.1741
A 0.2085 0.1975 0.1805
3LG B 0.2072 0.1932 0.1762
500 | Temp| C 0.2213 0.1961 0.1791
ms A 0.1885 0.1881 0.1711
3LG B 0.0848 0.0218 0.0048
Perm | C 0.1885 0.1463 0.1293
A 0.2105 0.1984 0.1804
3LG B 0.2060 0.1927 0.1747
300 | Temp| C 0.2168 0.1948 0.1768
ms A 0.1960 0.1897 0.1717
3LG B 0.0715 0.0482 0.3213
Perm | C 0.1995 0.1866 0.1656
A 0.2030 0.1947 0.1767
3LG B 0.2019 0.1889 0.1720
100 | Temp| C 0.2140 0.1920 0.1742
ms A 0.1857 0.1766 0.1596
3LG B 0.1117 0.0566 0.0405
Perm | C 0.1664 0.1489 0.1472
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Table 3.5 Indices of voltage for PV plants.

Delay | Fault | Fault Voltage Indices at PCC
Value | Type | Point No Predictor Fuzzy
compensation method method
A 0.2128 0.1898 0.1698
LG B 0.2055 0.1966 0.1776
900 |Temp| C 0.2128 0.1976 0.1776
ms A 0.1090 0.1060 0.0789
LG B 0.1651 0.1551 0.1351
Perm | C 0.1828 0.1091 0.0891
A 0.2126 0.2084 0.1894
LG B 0.2043 0.1978 0.1778
700 | Temp| C 0.2265 0.1992 0.1802
ms A 0.1059 0.1093 0,0893
LG B 0.1659 0.1560 0.1352
Perm | C 0.1827 0.1093 0,0893
A 0.2128 0.2097 0.1897
LG B 0.2044 0.2004 0.1814
500 [Temp| C 0.2128 0.2035 0.1845
ms A 0.1061 0.1095 0.0895
3LG B 0.1669 0.1406 0.1216
Perm | C 0.1819 0.1095 0.0895
A 0.2032 0.2059 0.1876
3LG B 0.2042 0.2053 0.1844
300 [Temp| C 0.2085 0.2056 0.1846
ms A 0.1059 0.1091 0.0891
3LG B 0.1655 0.1594 0.1384
Perm | C 0.1678 0.1095 0.0895
A 0.2089 0.2090 0.1872
3LG B 0.2110 0.2066 0.1756
100 | Temp| C 0.2135 0.2080 0.1915
ms A 0.1062 0.1094 0.0894
3LG B 0.1664 0.1597 0.1297
Perm | C 0.0111 0.0109 0.0074
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3.3.2 Harmonic spectrum of nonlinear loads

The study's harmonic power flow patterns were employed, enabling network distribution in
three-phase balanced and unbalanced categories. The selected temporal domain employed the
coordinating factor. Additional harmonic modes were linked as well. The investigation used
the first harmonic list's seven harmonics. Figure 3.10 displays the harmonic spectra of the
voltage, current, and nonlinear properties of the PCC used in this investigation.

1400 T T T T T T T T T =

~—THD1:Vb

m— ——THD1:Ve

1000 p~ -t

=
S
T

@
S
3

T

THD at PCC

»
s
3

T

e —————— ,J.m.A.,Mx,u,._..»_uJ,J‘.‘.J.Li,AuJJJ‘,L,Q,LLL,. - ,,JMALMJ

1 1 1
o 2 4 6 8 10 12 14 16 18 20

N
S
3

T

o
|

1
900 I~ THD2:Va
~==THD2:Vb
800~ THD2:Ve

700 |~ - —
|
600 [~ -
500 |~

400 |~

THD at PCC

|
|

300~ l { -
200~ |
|

100 /=~

0 Lo ‘ l ! ‘ b iLLl|

100 1 1 1 1 1 1 1 1

2 4 6 8 10 12 14 16 18 20
Time in second

(b)

I I I I 1 1 I I I

THD at PCC
~N © » @ 3
S s S 2 3
S 3 3 3 3
T T T T T
=3
T
]
8
<
1 1 1 1 -

- B
T
I

()
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3.4 Network communication cyber-attacks

The outcomes of 11 TSAT case studies are described in this part. As a result of cyber-attacks,
a network with an SVC faced constant latency in cases 1-6. For instance, in Case 1, no network
latency has been deemed relevant for purposes of comparison. In cases 2-6, fixed delays varied
from 100 ms to 900 ms, with a 200 milliseconds increase. The lookup table's fixed latency
was set to between 100 and 900 milliseconds for each scenario. In all six cases, the time
difference between the two cyber-attacks on the frequency relay of Generator 4 and Gikondo
SS7, which resulted in a 3-phase connected failure on Generator Bus 6, was compared at 10.0
s for the DoS attack and 6.0 s for the switching assault.

At 10.0 s, a three-phase on ground fault is spread on line generator 4 to the Jabana SS5 bus to
show a DoS attack scenario. Despite the fact that the over frequency protection relay RG4
detects the over frequency immediately, the implementation command is delayed by 0.4 s due
to the DoS assault, and the CB GR4 trips after 0.6 s. Such a delay violates the norm of the
power system and has a substantial influence on its dynamic response. A 0.2 s delay in power
systems reflects the processing and communication time required to execute the tripping
command. As the failure persists substantially longer than the normal performance time, the
system becomes increasingly unstable (0.2 s). Each of these factors reduced the simulation
time under load to roughly 5 seconds. After three steps to break the load, about 18 seconds,
system. The frequency begins to recover since generator 5 is equipped to handle load shedding
and is a swing type machine, whereas the others are PV system plants.

All of this made it feel under the load break down to about 5s of simulation. After three steps
to break the load, about 18 s, system. The frequency starts to recover because generator 5 is
ready because it has to deal with load shedding, and it is a swing type machine while the others
are PV type machines.

3.4.1 Effects of SVC's fixed network latency

Table 3.6 shows the angle, frequency, and voltage profile indices for cases 1-6. The added
facts' controller in Case 1 was zero. In other words, no fixed delay network was simulated on
the SVC controller system in this situation. In comparison to case 1 (no delay), most instances
2-6 (with Dos constant latencies) displayed poorer angle stability, frequency stability, and
voltage stability indexes [4][64]. Continuous increases in delay duration (100 ms - 900 ms)
reduced both indices in examples 26, but the system remained unstable (n > 0). In examples
1-6, the disturbance was generated by a switching assault, yet the system remained stable (n >
0) and even showed a greater reduction in NL findings than PI. In accordance with the results
of SVC Table 3.6, when the controller, like PI, uses 300 ms and 500 ms, it causes a problem
so that P,.. appears to be unstable, whereas the results of STATCOM Table 3.6 show that
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when the controller Pl uses 700 ms and 800 ms, it causes a problem so that P,.. appears to be
unstable.

Table 3.6 Angle and voltage stability indexes for SVC cases 1-6.

Case | Fixed | Cyber Transient Stability Indices
No. | Delay/ | attack SvC
p PI NL

Angle | Freq | Voltage | Angle | Freq | Voltage
(%) | (%) (s) (%) (%) (s)

0 DoS 27.93 | 0.823 | 0.5400 | 24.00 | 1.623 | 0.1594
100 ms | DoS 27.63 | 6.567 | 0.4900 | 24.00 | 1.623 | 0.1468
300 ms | DoS 27.38 | 4.838 | 1.9310 | 24.00 | 1.620 | 0.1172
500 ms | DoS 27.37 | 1.278 | 1.1430 | 24.00 | 1.624 | 0.1756
700 ms | DoS 28.59 | 12.81 | 0.4040 | 24.00 | 1.614 | 0.0864
900 ms | DoS 25.06 | 39.50 | 0.4180 | 24.00 | 1.622 | 0.1441
0 Switching | 29.13 | 01.65 | 0.0004 | 5.594 | 0.202 | 0.0123

100 ms | Switching | 28.87 | 01.74 | 0.1078 | 5.679 | 0.212 | 0.0979
300 ms | Switching | 28.48 | 02.51 | 0.0881 | 6.338 | 0.531 | 0.0726
500 ms | Switching | 27.97 | 03.55 | 0.0449 | 6.848 | 0.099 | 0.0334
700 ms | Switching | 27.52 | 04.02 | 0.0211 | 6.825 | 0.171 | 0.0024
900 ms | Switching | 27.21 | 04.20 | 0.0187 | 7.328 | 0.195 | 0.0008

OO B WINFPOOBRIWIN P

3.4.2 STATCOM's constant network delay effects

Table 3.6 shows the angle, frequency, and voltage stability indexes from cases 1-6. Each
example used fixed delay periods and separate collections of randomized relays that had
identical B values. Due to the fixed latency (n > 0), the system remained stable under any
scenario.

Figures 3.11 and 3.12 show the generator frequency, angles, and electrical energy between
regions. The STATCOM controller received measurement readings with a 900-ms delay in
those numbers. STATCOM output was delayed as a result of this. As a consequence, the
voltage on the PCC bus varied more, taking longer to stabilize the relative generator frequency
and angles. STATCOM output in instance 6 (Dos attack) boosted P, to 1.2 p.u. at 8 seconds
while dropping P,.. to 0.4 p.u. at 10 seconds, as shown in Figure 7. In comparison to sample
1, STATCOM in condition 6 consumed reactive power when the P.. bus demanded the most.
This reflects the worst-case situation. The system became unstable when the generator angles
diverged. According to the results in figures 3.11, 3.12, and Table 3.6, our controller works so
effectively that the NL method outperforms the PI method in the case of switching assaults,
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while the PI method outperforms the NL method in the case of a sudden attack such as DoS,
as indicated in Table 3.7.

In consequence, cyber-attack-caused communication latencies may reduce that system's
transient reliability and efficiency or cause it to become unstable. Excessive fixed delays may
cause the grid to become unstable, as in a DoS. Fixed delay, on the other hand, has a smaller
effect on transient stability during switching attacks. After that, as shown in Tables 3.6 and
3.7, there is a critical value at which the voltage values exceed 1, causing our system to operate
poorly and indicating that the system is unstable. Additional results are included in Paper D,
including forecasts of the angle and voltage severity index for various facts.

Table 3.7 Angle and Voltage stability indices for STATCOM cases 1 to 6.

Case | Delay/ | Fixed Transient Stability Indices
No. B Cyber STATCOM
attack Pl NL
Angle | Freq | Voltage | Angle | Freq | Voltage
(%) (%) (s) (%) | (%) (%)

1 0 DoS 26.96 | 1.1280 | 0.6961 | 22.93 | 6.612 | 0.1318
2 100 ms | DoS 26.63 | 4.4470 | 0.6795 | 22.93 | 6.612 | 0.1315
3 300 ms | DoS 26.32 | 2.3630 | 0.1220 | 22.93 | 6.611 | 0.1384
4 500 ms | DoS 26.66 | 16.260 | 0.0566 | 22.93 | 6.611 | 0.1320
5 700 ms | DoS 23.95 | 18.320 | 3.6300 | 22.93 | 6.612 | 0.1311
6 900 ms | DoS 23.38 | 29.560 | 4.4782 | 22.93 | 6.612 | 0.1291
1 0 Switching | 40.65 | 24.970 | 0.00150 | 6.204 | 0.141 | 0.00065
2 100 ms | Switching | 40.56 | 24.590 | 0.00278 | 5.879 | 0.012 | 0.00214
3 300 ms | Switching | 39.66 | 22.090 | 0.00239 | 5.766 | 0.048 | 0.00166
4 500 ms | Switching | 38.49 | 19.090 | 0.00242 | 5.438 | 0.074 | 0.00060
5 700 ms | Switching | 37.49 | 16.700 | 0.00095 | 5.324 | 0.147 | 0.00062
6 900 ms | Switching | 36.84 | 15.120 | 0.00096 | 5.976 | 0.073 | 0.00273
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Figure 3.12: Microgrid frequency, angles and voltages for STATCOM output in event of
switching attack.

3.5 Comparisons of facts controller
According to the results of Figure 3.13, the performance of STATCOM is significantly
superior compared to employing SVC and STATCOM during the assault through frequency

relay. Going to the current or new function demonstrates that STATCOM solves a much even
if it is an impediment to fraud, as demonstrated in Paper C. The prospective cost of FACTS
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controllers must be addressed in these cases. FACTS controllers are quite expensive as
compared to standard devices. The anticipated cost is also impacted by the amount of set and
adjustable FACTS controller pieces [94].
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Figure 3.13: Comparison of various controllers for the simulation results.
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CHAPTER FOUR: CONCLUSIONS AND FUTURE WORK

The primary purpose of this dissertation is really to contribute significantly here to the
improvement of power quality in the face of multiple challenges including failures,
communication delays, and cyber-attacks. Findings related to the objectives of the thesis are
listed below.

4.1 Summary of the research

1. The primary objective of this study was to investigate the reasons for communication
delays in the electric grid communication system. To accomplish this purpose, the
researchers undertook a detailed examination of the many elements that lead to
transmission delays of crucial information throughout the power network. The research
aims to shed light on the issues that impede efficient communication and may have an
influence on the overall operation and quality of the electrical system by identifying
these core causes. This goal is significant because it has the potential to pave the way
for targeted solutions and improvements, therefore improving the reliability and
efficacy of the electric grid communication system.

Finally, the study delivers a comprehensive overview of the impact of propagation
delays on monitoring the operation and maintaining the quality of the power system.
Through this analysis, the study presents valuable insights into the effects of network
delays on different interaction strategies within the electric network communication
system. By evaluating different control methods, it is possible to better understand
their strengths and limitations in mitigating the negative effects of delays. Moreover,
the research highlights the importance of considering continual or permanent delays,
as they can significantly affect the responsiveness of the power network. In addition,
the study points out that addressing sudden delays can be more challenging compared
to dealing with permanent delays when the braking resistors are switched, utilizing
fuzzy design logic controllers for the IEEJ WEST 10-machine model. This research's
findings contribute to a broader understanding of communication delays in the electric
network and offer potential directions for implementing effective measures to improve
communication competence and maintain the stability of the power network.

2. The second goal of this research was focused on investigating the instability caused by
communication delays specifically in the protection coordination of the IEEE 14-bus
system grid. It was critical since communication delays can have significant
consequences for the electrical grid's reliability, particularly in terms of protection
coordination. The study sought to investigate the underlying reasons of these delays
inside the IEEE 14-bus system, as well as how they can impair the efficiency of
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preventive mechanisms in response to various operating scenarios and disruptions. The
study sought to gain insights into the vulnerabilities of the grid's communication
systems, identify potential areas for improvement, and propose viable solutions to
improve the overall stability and reliability of the IEEE 14-bus system's protection
coordination by conducting this investigation.

Finally, the research thesis successfully investigated and evaluated the performance of
the grasshopper optimization algorithm (GOA) proposal in mitigating the impact of
communication delays on the IEEE 14-bus system's protection coordination,
particularly in the context of under-frequency load shedding (UFLS). The researchers
compared the efficiency of GOA to conventional and particle swarm optimization
(PSO) strategies in a variety of operational scenarios, including those featuring UFLS
caused by disturbances. The results showed that GOA was a very efficient strategy,
resulting in a reduction in load-shedding size and greatly improved communication
system performance. Additionally, in tests with the IEEE 14-bus system, GOA offers
the fastest performance. These findings have significant implications for power system
operators and grid protection coordination researchers, as they provide valuable
insights into how GOA can be used as an effective tool to address communication
delays and improve the stability and reliability of the IEEE 14-bus system grid's
protection coordination.

. The third goal of this research was focused on designing mitigation events in the
simulation of a nonlinear network to address dissipated time delays in the newly
reinforced Kigali national grid. The significance of this goal resides in optimizing the
performance of power system stability. The study sought to comprehend the impact of
time delays on power system stability in the grid and proposed specific controllers,
namely the Fuzzy Logic Controller (FLC)-based technique and the Modified Predictor
technique, to mitigate the negative effects of these delays on power quality in a hybrid
network. By considering a range of time delays from 100 to 900 ms, the investigation
sought to comprehensively assess the network’s efficiency and the efficacy of the
suggested controllers. These mitigating measures were critical for improving power
quality and maintaining the dependable and stable functioning of Kigali's newly
strengthened national grid, eventually benefiting consumers and industries that rely on
a reliable and resilient power supply.

Ultimately, the study successfully addressed communication delays in the context of
power system stability in the hybrid network of the newly reinforced Kigali national
grid. The study recommended two controllers, the FLC-based approach and the
Modified Predictor technique, as useful techniques of mitigating the negative impact
of time delays on power quality. Through quantitative analysis, evaluating voltage
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index at the Point of Common Coupling (PCC) and Total Harmonic Distortion (THD),
the investigation demonstrated the success of the fuzzy logic-controlled TSC-TCR
(Thyristor-Switched Capacitor-Thyristor-Controlled Reactor) in improving power
quality in the hybrid system. Furthermore, it presented that the proposed fuzzy logic-
controlled TSC-TCR outperformed the modified predictor method-controlled TSC-
TCR in terms of performance. Moreover, both the FLC and Modified Predictor Method
(MPM) control-based TSC methods were effective in improving power quality in the
hybrid grid system. While the fuzzy-controlled approach generally outperformed the
modified predictor method, certain cases, such as the 3LG (three-line-to-ground)
temporary or permanent fault points at locations A, B, and C, favoured the Modified
Predictor technique over the 2-Input Fuzzy controller method. These research findings
provide valuable insights into optimizing power system stability and power quality in
the newly reinforced Kigali national grid, providing practical guidance for power
system operators and researchers in implementing appropriate control techniques to
mitigate communication delays and ensure a reliable and high-quality power supply to
consumers.

. The final objective of this research was to devise ways for mitigating the effects of
communication delays in power system control and protection, using a case study
focusing on the Kigali national grid as a model. This goal was critical since
communication delays can cause severe interruptions in power system control and
protection, thus jeopardizing electricity system reliability and stability. The study aims
to develop appropriate ways and strategies for dealing with these delays and improving
the performance of the electricity system in the context of the Kigali national grid. The
study's goal was to contribute to the creation of more robust and efficient power
systems, particularly in the face of communication issues that might emerge in real-
world scenarios, by investigating mitigating approaches.

Finally, the research dissertation extended the possible repercussions of cyber-attacks
on hybrid power grid frequency relay controllers, such as SVC (Static Var
Compensator) and STATCOM (Static Synchronous Compensator) systems, outside
communication delays. The study looked at two forms of cyber-attacks, Denial-of-
Service (DoS) attacks and switching assaults, and how they affected power system
performance. Furthermore, the dissertation presented two controllers, the Non-Linear
(NL) controller and the Proportional-Integral (PI) controller, to efficiently identify and
mitigate cyber-attacks. The simulation findings demonstrated that cyber-attacks had a
negative impact on system performance and the power quality of the hybrid grid.
However, the proposed NL and PI controllers proved their capacity to mitigate the
detrimental implications of these attacks while also improving the system's overall
power quality. Specifically, the mitigation strategies effectively returned the signals to
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their former condition, limiting assaults and improving the power quality of the system
through the injection. The research findings emphasize the need of protecting power
systems from cyber threats and show the potential of the suggested controllers to
enhance the resilience and stability of power grids against such attacks.

4.2 Limitations and future directions

The major weakness of this study is that the proposed technique requires further, extensive
testing. This implies that the system should be tested in a real-time power system simulation.
However, due to time constraints, we were unable to test our system in a real-time digital
simulator. In the future, we will put our suggested method to the test in a real-time digital
simulator under various power system circumstances.

In the future, a comparative stability analysis will be performed for the proposed nonlinear
control. For the stability analysis of the controller, the Lyapunov method will be used. This
method provides a system with dynamic (boundary) uncertainties in the system dynamics and
adds some (weak) terms to control the stability of the system for many uncertainties.
Compensation schemes, such as ETDC and MFAC updates, show research progress in
reducing various delays. According to the questions described in this section in of review
paper, there are quick ways to reduce various unexpected delays that should be taken into
account.

Other novel approaches to reducing the detrimental impact of random delays will be
investigated. Furthermore, cyber-attack delays will be evaluated, and relevant reduction
approaches will be examined. New approaches for detecting and mitigating cyber-attacks in
smart hybrid grids will be investigated. Appropriate control algorithms for microgrid
functioning will be explored and developed. To ensure secure electricity distribution to
customers, data-driven algorithms will be created.
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Paper A: Effects of Communication Signal Delay on the Power Grid: A Review

Abstract — Communication plays a huge role in the operation of modern power
systems. It permits a real-time monitoring coordination and control of the transmission,
generation and distribution of electrical energy. As the modern grid grows towards an
increased reliance on communication systems for the protection, metering and monitoring
for as well as data acquisition for planning; there is a need to understand the challenge in
the powers’ system communication and their impact on the uninterrupted supply of
electrical energy. Communication delays are one of the challenges that might affect the
performance of the power system and lead to power losses and equipment damage, it is
important to investigate the causes and the mitigation options available. Thus, this paper the
state of arts on the cause, the effect and mitigation of communication delays in the power
system. Furthermore, in this paper an analysis of different causes of the delays for different
network configurations and communication systems used; a comparative analysis of
different latency mitigation methods and system performance simulations of a given
compensation algorithm is tested against the existing methods. The pros and cons of these
control strategies are illustrated in this paper. The summary and assessment of those
methods of control in this review offer scholars and utilities valuable direction-finding to
design superior communication energy control systems in the future.

Keywords: smart grid; communication system; controller; operations; communication delay;
mitigations; power control system.

A.1 Introduction

In today’s world, modern power systems are becoming more and more sophisticated in
identifying and making decisions and controlling various tasks that are going to be solved in
different sectors such as power generation, transmission, distribution, and consumers as we find
below in Figure A.1. However, with the rise of technology in modern electricity, there is a growing
trend in a structure that is changing and consists of efficient monitoring and regulation of each area
of the electricity network. The functioning of the intelligent system has been shown to be reliable
in combining efforts to improve the quality of information exchange.

In an electricity grid, communication delays arise at a number of stages, which include the signal
transmission from phasor measurement unit (PMUs) to the manage centers, from the manage
centers to the controllers, analog-to-digital conversion, computing on overall enter adjustable, and
the phase synchronization of alerts through Global Positioning System (GPS) [1]. Such delay will
have an effect on the controllers and device performance [1]. Wide control system communication
networks, information sent in the shape of a package. For the most part in controlling the

69



communication system, there are many time delays that come in the form of a packet such as
latency, which is the time delay between the two sequential bits dispatched to its destination,

although it also happens to be done in different communication modes [2].
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Figure A.1: A comprehensive smart grid infrastructure with its components [3].

In this connection, a request is made in support of this initiative and the development of reliable
telecommunications infrastructure by establishing a strong network of broad-band (WAN) to
feeding and customer service. WAN-based electrical equipment is based on the interconnectedness
of technology in communication technology such as fiber optics, power line communication
(PLC), copper-wire line, and various technologies (i.e., media communication in mobile networks
such as GSM/GPRS/WiIMAX/WLAN and Smart Radio). They are set up to support some
monitoring/control programs such as control and information control (SCADA)/Energy
Management System (EMS), Distribution System (DMS), Equipment Development System
(ERP), and physical safety of equipment in large areas and broadband and capacity in closed
networks.

The act of the intelligent system has been shown to be reliable in combining efforts to improve the
quality of information leading to the idea of control such as relay in closing through the actual line
depending on the performance of actuators, sensors, and controllers are some components of real
time communication. The other is that it is repeated in different research papers in the form of
feedback. Signals are generated through a communication line to avoid costs and easy access to
control, easy maintenance, and special attention is now given to the use of information technology
in the control the control [4].

Therefore, facilitate the supervision and regulator of electricity systems and will increase the
ability to know the situation [5,6]. That is why it has been identified as one of the most important
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achievements of the grid, including the fact that there are many measurements and there are to
communicate for control assembly as the backbone of the system. It has also been found that
various measurement information, instructional signals, appeals, and up-to-date information are
used among many intelligent electronic devices. Some of the papers also go back to describing the
structure and size of a high-speed communication network. The amount of information from the
actuators, sensors, controllers, and processes is going to focus on intelligent electronic devices
(IEDs), customer advanced metering infrastructure (AMI), and distributed energy resources (DER)
[7]. And it turns out that depending on the different types of components such as fiber optic
communication, power line communications, and wireless technologies are the other determinants
of performance as has been the case in many studies that have been revisited in the practical use
of supervisory control and data acquisition (SCADA) [8-11].

The intelligent and powerful network of systems and communications continues to be taken into
account, as some differences in performance depend on the architecture, at the current level, the
power grid is characterized by a cyber-physical system (CPS), which includes the physical process,
sensor/actuator, network, control centers, and information that indicates the disturbance
information depending on the position or function [3,8] The use of each category is possible, and
information flows between all levels, as they only work together [12]. As there are delays in
communication and cyber-attacks appear in many and varied ways, for example, there is a basic
description of it is to use power lines and direct/indirect electricity where no network user is
installed. As the various interactions of the intelligent grid include the physical, functional, and
commercial complementarity through the communication network to exchange information, the
attacks are larger than those listed in Table A.1. However, in this table, we show the latency and
the normal surface area that has the potential to be affected by modern power systems that are
reviewed as a baseline to determine the domain and the type of normal attack and as we will see
later in order to take precautionary measures against the grid [8]. According to Wei L. et al. [9],
the main attacks are most likely due to the technology being used, and the communication delay
shows that it has a part to be counted as shown in Table A.2. As exposed in Table A.2, the SCADA,
control system, and State estimator there is a communication delay, but you see in the attacks there
are other major loopholes such as service denial of service (DoS), false data injection attack
(FDIA) [8,13] robbery [14], the introduction of destructive programs or worms, and damage to the
electrical system such as attacking 14 destructive devices [15].
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Table A.1 The difference between communication delays and cyber-attack in power systems [8].

Trasnyssr:!rs:on Dlsét;;lz:r::on Device | System [Cyber Attack| Delay

Data concentrator (DC) N N v [FDIA N
SCADA V V v [FDIA/DOS

Control system N N v [FDIA/DOS

State estimator N v [FDIA
Communication channel N N V' |DOS N
Power market N v [FDIA/DOS N
Remote Terminal Unit (RTU) N N FDIA/DOS N
Phasor Measurement Unit (PMU) N N FDIA N
Programmable Logic Controller (PLC) N N FDIA N
Advanced Meter Infrastructure (AMI) N FDIA

Intelligent Electronic Device (IED) \ FDIA
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Recently, the suggestion that follow-up assessments are due to delays in some effects of power
system levels as described in these papers [16,17]. There are also different ways to control, to
evaluate the communication delay in the AGC system discussed in [18]. Security-related delayed
system measurements between equipment and controller [14,18]. Heydari et al. have shown that
communication in delays affects microgrid island and continue with the second inspection that
took place the survey was conducted with a small sample [19,20]. Some researchers showed one
of the ways in which literature only assessed its power delayed check for the second check (e.g.,
[21]) and others (e.g., [22]) on the full line of the power of the system, both are small-scale signals.
There are also indications of the effects of testing delays on the distribution system state estimation
(DSSE) were investigated using Monte Carlo (MC) analysis in [23,24] are evaluated, using a well-
defined weighted least squares (WLS) the weight of the matrix, in [25], however, to the knowledge
of the authors, it has never been established as an undoubted source for growth the analytical
expression for calculating the final state estimation (SE) is undoubtedly related to the shock from
the communication. As Hasan Ali has highlighted in the lines of analysis in various power system
activities, namely in view of the delay in communication, it has been shown to be necessary to
dramatically reduce delays to secure the line to be firm. However, the practical experiences of the
rope you have calm in many cases ignoring the effects of communication delays as they are
categorized [26-29]. The stable security system has been restored to the role of
telecommunications delays, while telecommunications delays are calculated in the diagrams
[8,18,30].

The results of this study show that ignoring the effects of communication can not only undermine
control performance, but also can disrupt the entire system in some cases. The time it takes to send
data from a dimension position to a switching center or data concentrator, as well as the period it
takes to relay this information to command devices, exists referred to as communication delay or
latency in a wide-area control system [31]. This can give insight into communication on methods
and technology for analyzing and overcoming delay-based problems in the smart grid. Interval
delays may want to stand up in energy systems for not the same motives, and their magnitudes
depend on the communique link form, for example, cellular phone strains, fiber-optics, and
satellites. Delays in communication can take place at any point in a control system. The addition
of a time delay to a response circle destabilizes the system and decreases the damping efficiency
or quality of the control actions [14,32,33].

This paper summarizes the state of affairs in the research and summarizes the findings in the event
of a delay in communication in the management of security in the power system. Based on the
results of our various studies, we make new contributions in the following ways:

e Indicate the causes and effects of communication delays in the power system and research
activities in these specific areas.

e Develop a plan to reduce or compensate strategies for the impact of communication delays
in the power system.
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e To test the simulation of the performance of a given algorithm, its performance is compared
to other development methods tested on the widely used system in the literature.

e Examines how the system can be delayed in dealing with cyber-attacks that can cause
delays.

e Therefore, this review aims to demonstrate the status of the problem and to show a
new research direction provided can be a guideline for different researchers.

The rest of the review paper is prepared as follows: Section A.2 discusses previous and ongoing
related works. Section A.3 deals with contracts and robust telecommunications analytics based on
the power control system with Network-Induced Delay and Packet Dropout. Section A.4 outlines
the different types of mitigation techniques. Section A.5, which is devoted to the main results and
discussion of the results of the literature review. In Section A.6, Barriers to communication latency
over unstable smart grids and network control are briefed. Lastly, in Section A.7, conclusions and
remarks are finished for this paper.

A.2 Previous and Current Related Works

Nowadays, it has been pointed out that the proposed method of strengthening the system for
monitoring the flow of information and external disturbances has continued to be demonstrated in
a variety of ways to address delays and loss of information. The current user interface is based on
a modified switch that is checked to stop the system from connecting in an early manner. It has
been shown that the suggested method strengthens the network monitoring system related to
information flow and external disturbance. In reference [34], a T-S fuzzy network-based
investigation was conducted using a delayed fuzzy control and was not performed by a well-
positioned controller. In reference [35], a major innovation in the change in control time has been
introduced based on time delays and loss in radio packages. In [36], the decentralization process—
is driven by the control over the research done on a system with a different structure. In [37], the
reduced NCS program is provided in view of communication delays. The solutions were used to
reduce the integration of multiple regions into the power grid. A brief overview of NCSs is
provided by reference [38] on system configuration, complex problems, and how they are used
[39].

In reference [40], a time-varying algorithm for measuring the power equal to the sensor side has
been proposed to lead to a closed-loop system. The algorithm was successfully introducing zoom
measurements. Full description of the different types of control techniques provided by reference
[41]. The results of the network control and the delay and loss of packet information were reviewed
in Reference [42], In Reference [43] how to delay the time in a large system that connects the
wiring harnesses to the wiring harnesses, the new selection and control method is provided by
reference [44], a first state-space model was established, in which the error was monitored, and
the state variables were combined and implemented [45]. The good comparison problem in the
network control has been lost with the planning to store information in detail as shown by the
researchers [24]. In [46], the Slide Mode Controller (SMC) issue for NCSs was concerned with
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the stochastic partial rotation, better known as Markov, or object rotation, and with unplanned
measurements [39]. In [47], for which a model for the removal of a model, it is provided for a
system that is compatible with thinking about data loss and communication delays. Therefore, it
is found that in [47] the communication load can be significantly reduced, and the useful energy
can be greatly improved while maintaining the performance of Hoo. The pendulum fluctuates with
a single power line system controlled by a sensor network that does not have wires provided to
indicate the performance of a given self-triggered sampling scheme (STS).

The summary of NCSs in Ref. [38] goes on to address a variety of issues. According to the
modified system problem, the external system connects to the network with the errors investigated
in [48]. Wei Y and colleagues [49], showed the difficulty of delay-based severity is the main reason
for controlling Output Solutions (SOF) control for indefinite phase T-S fuzzy (FA). In return, the
issue of unstable comparisons of the state through communication and the loss of the park has been
solved in [50]. The study on reduced species and the type of filtration that was provided by
reference [51] on industrial CPS, was explained by different genders. In Ref. [52], the authors
addressing the concerns of many sections, which are based on information from cyber-attacks,
designed to improve ICS security. He described the new Lyapunov-Krasovskii method, shown in
the rapid analysis of the analysis of a large closed-loop system. Moreover, an investigation into
the controlled and reduced type of filtering on CPSs was defined by the comparative data provided
by the Ref. [53]. In [54], the authors were interested in the exchange of information between the
integrated microgrid and the second-hand controllers in the management of the microgrid. Liu S
et al. They continued to show the effects of delayed communication on the second microgrid
control island and several generators were reduced. They conclude that the A gain scheduling
approach (GS) is also proposed to pay late compensation by contacting the secondary frequency
control. In Ref. [55] the authors suggested the control of droop to two new secondary control
system (SCSs) monitoring programs were discussed to address the issue: (1) a model predictive
controller (MPC); and (2) a Smith predictor-based controller [55]. However, even if they do, they
are still trying to figure it out on the delay of different periods in the microgrids (MGs).

Yan H et al. showed that the method of comparing the microgrid method with the delay. They
continue to make it clear that Lyapunov’s method is used to analyze functional stability. Finally,
the expected sliding mode control (SMC) strategies are confirmed by comparative microgrid
studies and delays problems [16]. In [56], the authors investigated the robust problem of the
network control system. In [57] focused on solving the problem of sliding on continuous-flow
control systems without a control system line. They keep in mind the delay in importing and the
lack of high-speed communication including the time of transmission and the protocol being sent.
Although research papers are available, they continue to address the issue of delays and delays.
There is a team of researchers consisting of Fang F et al. [58], in their achievements and in the fact
that the problem of fault tolerance-measured-data Hoo controls the network control system and the
delay and the fault of the actuator. In [59] have demonstrated an effective way to model-free
adaptive control (MFAC), which uses pseudo-partial (PPD) materials to connect unconnected
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power lines, considering WADC requirements and system disruptions are required to eliminate
disruption at the inter-area oscillation for a wind farm [59,60]. In addition, to compensate for the
delays of communication in the wide-area measurement system (WAMS), the compensation for
delay coordination and adaptive delay compensator (ADC) is used to pay for constant and variable
delay. In addition, to compensate for communication delays in a wide-area measurement system
(WAMS), an adaptive delay compensator (ADC) is active to repay both continuous and adjustable
delays [59-61].

In reference [16,62], the authors discussed the effects of time-delays in WAMS-based monitoring
activities on the performance of the system [63]. Molina-Cabrera A et al. demonstrated the ETDC,
which uses a delay method to differentiate a line delay method rather than a deadline; moreover,
the ETDC uses real-time signals and how to send measurements to WAMS that builds a closed-
loop database system [62]. In [64], the authors deliberated the combination of power control and
communication in network control which yields interesting results in the design, and they reported
that because the analytical approach is not feasible in the form of a robust system, the paper also
prepares a new general method for calculating the system’s eigenvalues and various delays that
cannot be explained by the analysis of possible objects. In Ref. [65], the authors discussed the LMI
method to better compensate for the delay caused by the delay and to provide the desired
performance [39]. The authors of [66] used the NN method to accurately compare the TDS attack
in real-time and to assess the delay in the NCS system to see its safety effects on two power
systems. In [21], the authors provide an analysis of a one-time load control program, the main way
to maintain the safety and security of the energy system. Moreover, Markov’s idea is the basis on
which they set up a model to better explain how to combat inaccuracies in measurement and
external disturbances. Then, a new fractional-order global sliding mode control scheme containing
fractional-order terms on the sliding surface is accepted to improve the robustness of load
frequency control. In [67], the authors gave a new idea of calculation, and the statistics given on
this structure were given to illustrate the positive effects of calculation. The above development
can be grouped in table form according to the region/network/criteria as follows.

Table A.2 summarizes information on how to distribute the paper in various sections published
since 2015. The main focus of the research in this section was on delay-based networks [39]. That
is why it has been shown that the difference between the tasks reported in the research has been
varied depending on the safety approach, the model-based approach, and the model-based
approach including the initiation of the delay. In addition, some summaries have shown that there
are various ways to combat delays in communication based on design or topology as they are built
in three types, as has been shown in some research papers presented in Summary in Table A.3.

In the past and in the present research, it has been shown that some advantages and disadvantages
of problem-solving, are also indicative of weakness. Table A.4 summarizes results based on
current events and compares them to their pros and cons. Recent papers have found that it solves
many problems in terms of efficiency and security.
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Table A.2 Summary of discussions on control system development since 2015.

S. No. Reference No. Parameter/Area/Network

1 [4,14-16,18,25,30,31,33,35-38,46] Model/Sampling Based Networks

2 [21,22,24,36,40,42,43,48,55,58,67-69] Stability Analysis/Approach

3 [9,14-16,18,20,22,26-28,31,33-37,39, 41-63] Time Delay/Fault/Track/Detection/Packet Loss

4 [4,11,12,17,25,26,30-32,34,39,41,42,50,52,54,56,64] |Internet/Communication Based Multi-Rate Control Networks
5 [16,17] Distributed Networked Control Approach

6 [17,25,28,32,37,60,65] Event Based Networks/Interactive Networks

7 [59,61,62,70-74] Compensate network/Compensation strategies

Table A.3 Summary of different types of topological discussions.

S. No. [Reference No. NCS Topology

1 [12,17,30,33,41,44] Centralized Topology

2 [16,36-38,64,67,75] Decentralized Topology
[37,38,53,55— L

3 58,64.66,68,70,71,76] Distributed Topology
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Table A.4 Comparison of current activities with previous activities.

Present Work Previous Work
S. No. Pros Cons Pros Cons
Minimizing outages and their i . o
1 geffect%]s Overhead costs It is easy to implement Network model is limited
Automatic processes and user : : .
2 P Expensive Capacity The method can be expensive
controls
Various network .
Incorporate more renewable energy : . : . . Some method limits
3 Time-consuming configurations can be easily . .
resources inaccuracies
analyzed
Cost effective, reliable,
Communication technologies and Hacks or other suitable for establishing back .
4 . Low bandwidth
autonomous networks malware attacks bone communication
infrastructure
5 Corporate IT departments and Complexity and Closing the gap between
Safety factor increases congestion periodic tests
. Low range of Introduction of LAN in
Asset management and High . g i ) .
6 . capacities for substations and interactive
channel capacity, data rates . .
distributed generation networks
7 Rapid installation and wide range of Merging protection and
applications SCADA networks
g Effective reduction of system Basic data collection and long
complexity delay
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A.3 A Robust Telecommunications Analysis Based on the Power of the Control System
and the Network Caused by the Delay and the Packet Dropout

In the study, there were many delays caused by the network [74,77]. In Ref. [77], four main types
of delay are discussed, namely: (a) the model of constant delay, (b) the model of extreme delay,
(c) the Markov chain model, and (d) the Markov model. The reasons for this type of delay are in a
low speed, network speed, and the protocol sent [19]. There are two types of delay, especially (i)
sensor for delay controllers and (ii) controller delay for the actuator. Because network latency is
due to network connectivity, it is sometimes fluctuating, unexpected, and the upper boundary is
unknown. As a result, the delay caused by the network is usually done as a time delay between
[69,78] and a Markov network with a known transitional probability, a probability of a partial
transition, and an arbitrary change [77]. As declared, in reference to [79], network delays have
been identified as a reason to undermine the functioning of the system or possibly as a reason for
insecurity. In [39,80] authors proposed an algorithm based on a gradual push of money to address
Electronic Data Processing in a way that is reduced to a communication network with different
topology and communication latency. The proposed algorithm is allowed to solve Electronic Data
Processing if different communication networks are connected together. There are some systems
where communication delays can have a positive impact on system performance, as described in
[39,81]. In Ref. [82] the authors asked for an LMI method to identify the two-way static solution
provided by the gain controller to compensate for delays and a well-planned network and provide
audit performance. Table 5 shows the statistical delays in the various studies conducted in the
reference paper. The maximum delay to be assessed is 500 ms [62,83].

The data packet has dropped the problem and is a major issue, depending on the shipping method.
Broadband and a lot of information are sent to one line responsible for this defect [39]. Numerous
studies have examined losses in network control [47,84,85]. These difficulties often occur due to
the exchange of information between different devices, which degrades performance and can
disrupt the system. Due to numerous vehicles, the loss of parking information is also a major
concern [39]. Basically, the effects of dropping out of school are also known as Bernoulli or
Markov. In many communication networks, various data packets are slow to arrive, providing
times when the previously sent data packet can reach its destination later [42,43]. Tables 5 and 6
show the statistical data for the loss of the pack considered in the various studies in the literature.
The estimated rate of park loss is 80% in the definition [25,39].
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Table A.5 Delay data measured in dissimilar studies.

Reference No. [Type of Delay Delay/Delay Range (in ms) [Merits

[81] (2019) Random Delay 0 to 100 Secure the system

[86] (2020) Random Delay 30 to 300 Maintain operational stability

[87] (2018) Network-Induced Time DelayQ to 700 Identify the distribution of time delay

[88] (2021) Constant Delay 300 and 500 Improving the stability of the power system
[62] (2021)  [Time-Varying Delay 100 to 500 Increases the transfer capabilities in tie

[89] (2021)  |Variable Delay 50 to 100 attenuate the influence

Table A.6 Packet loss degree measured in different studies.

Reference No. |Loss Rate/Loss Rate Range (in %)
[90] (2014) Pto5

[42] (2016) [20to 70

[44] (2016) 20 to 40

[91] (2020) |0.05t0 1.5
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A.4 Compensation for Electricity-Based Communication and Network Latency

Communication delays may lead to insecurity of communication-patrol frameworks. Expanding
inquiries about efforts have been committed to planning progress control strategies to overcome
the impacts of network-induced delays [70]. In this segment, various switch strategies have been
presented to compensate for the impacts of delay caused by the network within the power control
framework.

A.4.1 Evaluations between Direct and Indirect Methods

Modeling the uncertainties, in terms of time delay, packet loss probability, queue length, and
throughput is greatly highlighted to confirm that communication infrastructure remains robust
under malicious attack [92]. So, it is essential to build an appropriate communication
infrastructure, otherwise, the system may introduce potential degradation of dynamic and static
performance of power system and result in system instability [92,93]. In LFC, due to the use of
open communication infrastructure and phasor measurement units (PMU) in the wide-area
monitoring systems (WAMS), communication delays have become assured and raise concerns
about the system’s steady-state and dynamic response [61,92,94].

According to the data collected by the researchers in Table A.7 with respect to the delay initiated
in the control activities carried out, there are two types of delays that coincide with the power
system. The first is a direct method based on the tracking of eigenvalues. However, the direct
method can only solve delays in the system [95,96] and the method cannot withstand the delay
[88,92]. The second and most direct method is based on H-infinity robust synthesis, Lyapunov’s
unstable theory, and matrix equilibrium (LMIs) technique for controlling the delay of the controller
[88,92,97]. Although limited, these skills can solve a variety of problems and delay those
[68,75,81,98].
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Table A.7 Assessments between direct and indirect methods.

Methods

Calculation Load

Cooperativeness

Delay Type

Application

Direct

High

Low

Constant

[80] (2019), LFC., [96] (2015) WADC

Indirect

Medium

Medium

Constant and time

\varying

[99] (2020), [100] (2019) LFC, [75] (2017)
LFC with DDC, [98] (2014) WADC
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On the one hand, in the case of the stochastic switching method, both the forces of delay due to
the delay and of the power system are considered [70,101]. The ongoing interaction between the
communication network and the power system is well-considered and comparable [70]. On the
contrary, the expected system method shows the optimal value using the delayed data due to the
network. This method is used more easily than before. Just as the delay in communication is not
too late, it is serious that a quiet analysis method of communication based on an energy control
system is essential. However, so far only a handful of cases has been reported. Therefore, research
efforts are needed to conduct a reliable and reliable investigation of the effectiveness of the
communication power control system.

A.4.2 Nonlinear Control

In addition to the adaptive self-tuning control method, there are still many important non-linear
monitoring methods to address malfunctions in power systems, including the sliding mode control
(SMC), fuzzy logic (FL) control method, network control (NN) methods, and hybrid system
methods [70,95].

A.4.2.1 Sliding Mode Control

SMC is a variable structure control method that drives and then maintains the system trajectory
within a particular neighborhood of a sliding surface [16,70,74,95]. The generally, there are two
steps to designing a sliding mode controller.

e Step 1: Describes the switching work: the switching work is planned to protect the
framework while sliding in a dynamic manner.

e Step 2: Define a switched control law: the switched control law is designed to move the
framework state vector to the sliding mode and maintain it once it arrives.

Sliding mode control has proven to be an efficient approach to compensate for power systems [70].
To compensate for the delay in communication, SMC monitoring is based on broad areas and has
been monitored to ensure that WADC does not misinterpret communication delays [52,70]. In
terms of latency indefinitely, it was discovered that residing on a slippery slope due to the lower
and upper slopes causes endless delay [102]. Only fuzzy control measures have been taken, except
for the fuzzy-based integral sliding mode load frequency control system (FISMLFC) which is
required for many parts of the integrated Wind Farming (WF) system [26,95].

A.4.2.2 Fuzzy Logic Control
Planning an FL controller incorporates three stages:

e Step 1: Fuzzily (Make membership work): this step includes mapping numerical in-put
parameters to fuzzy factors for a characterized membership work.

e Step 2: Indicate the run the show table: this alludes to making a run the show table to
determine all combinations of input signals and compare output signals for these input
signals.
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e Step 3: Defuzzily the outcomes: it includes producing numerical input values which can
be utilized as control inputs of a control framework, based on the outputs of the fuzzy
rules.

FL controllers have been broadly utilized to handle vulnerabilities in control frameworks. In [75],
an FL wide-area damping controller with moving membership capacities is proposed to
compensate for the expansive latency included within the transmission of wide-area estimation
signals. In [31], both time delay and uncertainties in measurements in the fuzzy type-2 WADC
[31]. In [103], a new direction was established by the T-S Fuzzy Control System (TSFC) and the
delayed separation time in many parts of the system is applied for the load-frequency control of a
three-area electrical interconnected power system to enhance the system stability under uncertain
disturbances [70,95].

A.4.2.3 Neural Network Control

Understanding an artificial issue without a numerical demonstration of a real framework, as it
were, by utilizing the interconnects between the neurons within the various layers of each
framework is part of planning a NN controller. Association of neurons can be modified in its
structure to clearly demonstrate the relationship between input signals and their valid fields.
Learning gives NN controllers the capacity to infer subjective straight or nonlinear mapping [66].
Because of this feature, NN-based control can be used to improve the resilience of control
frameworks and address communication link weaknesses. The use of NN-based wide-area
damping controllers to adjust for wide range of communication delays was investigated in [104].
Wang S. et al. [71], neural network approximate-based feedback adaptive quantized control
protocol based on k-filter observer is proposed to reduce the estimated error and external
disturbances resulted from multi-machine excitation system.

A.4.2.4 Comparisons of Remuneration Approaches

Table A.8 summarizes a comparison of these control strategies utilized to compensate for network-
induced delays in communications-based frameworks within the literature. As can be seen from
the table, the nonlinear control strategy is generally autonomous of the framework shown and has
high robustness to parameter vulnerability and unsettling influences, particularly ETDC, MFAC,
and NN. Be that as it may, due to the plan of these controllers, preparing the LKF, FL, and NN
controllers involve a huge sum of estimation information. Planning H,/H, , SMC, and other
model-based strong controllers are moderately direct but have constrained vigor to parameter
instability compared to non-linear controllers. Luckily, most of these controllers can be utilized to
compensate for both deterministic and arbitrary arranged delays. As for the structure, these
recompense strategies have been connected within the interconnected electricity framework
control, such as WAMS, WAC and WAMC, whilst their purposes in microgrids are right now
within the infants as most of the current microgrids are still in-lab demonstration projects and have
not been broadly connected within the real world. In any case, functions of these manipulation
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techniques in microgrids vitality administration and manipulation have been drawing in quickly
expanding consideration as the critical requirement for smart networks around the world.

Table A.9 provides a comparison of experimental analysis of various traditional and associate
classification techniques. Through the analysis of the table below, it shows the indicators of the
performance of the algorithm for different power systems. We have compared different techniques,
and they have different criteria in the system, for example accuracy, consistent, scalable and
efficient reduction of overshoot. Many research results have shown that smart building techniques
are more effective and predictable than traditional techniques. In the case of strategies such as
ETDC + MPC, DOF-WADC, FLC and DOFC they are being used to assess performance, in fact,
and F-scale. The comparative analysis concluded that ETDC + MPC and DOFC are superior to
other techniques.
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Table A.8 Evaluations between direct and indirect methods.

. . . Model Design I . L
Detail Modelling Techniques Dependence Robustness Difficulty Delay Type Applications Main Contribution
(201§) (MPC) and Smith Low Medium Low Deterministic and [55] Microgrid Stablllty analysis based on
predictor-based controller random small-signal
(2016) H,/H , synthesis High Low High Deterministic and [61] WAMS Considers model of time
controller random delays
(2018) LKF High High High Deterministic and | )51 \yaps Stability analysis
random
(2018) LMIs Medium Medium Medium Deterministic and [69] WADC thlmlza}tlon-ba§ed
random information sharing

(2019) Sliding mode control . . . Deterministic and . . -
(SMC) High Medium High candom [16] Microgrid Stability enhancement
(20.20) Fuzzy Low Low High Deterministic and [94] WAMS Calculate delay margins
logic random
(2020) T-S Fuzzy control . . . Deterministic and High Stability
(TSFC) High Medium High candom [68] LFC system

. L Calculate delay margins
(2016) Model-free adaptive . . . Deterministic and
control (MFAC) High Medium High candom [43] WADC delays_

Scenarios.

(2021) Enhanced Time Delay Hiah Hiah Hiah Deterministic and [62] WAMS, WAC, | Calculate reduction of
Compensator (ETDC) g g g random WAMC overshoot (almost 39%)
(202_1) Analytical a_pproach and Medium Low High Deterministic and [105] WAMSs [?e5|gn rob_u_stness of a small-
Optimal control gain random signal stability
(2021) Neural network control Medium High High Deterministic and [71] LFC, [21] multi- | Compensate approximation

and new Fractional-Order Global
Sliding Mode Control

random

area power system
LFC

error and The stability and
stabilization
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Table A.9 Comparative analysis of different algorithms.

Threshold Parameters

(2016)

Techniques Application Size Applied Compared with Results
Ty =01s5t00.7s
f=01Hzto20Hz

ggi’)s DC EEE 50-generator test system p = 0.0315,0.0246, Without SDC More time efficient and faster than without SDC

0.016

0.0077

T, = 800 ms to 250 ms More time efficient and faster than PC-WADC.
[107] DD-WADC |EEE benchmark system £ =05777 Hz Even under the effect of the time-varying delay
and DOF-WADC ' PC-WADC of the wide-area communication network, it
(WADC) p =0.0152

knows how to still maintain a good damping
performance.

[108] BA and BESS

Java 500 kV Indonesian grid

T; = 100 ms to 700 ms

Higher accuracy and faster than BESS, highly

(2019) (WAMC) f = 06567 Hz POD and BESS | netitive with POD and BESS

p = 0.0569

T; =0msto700ms More consistent and highly effective at
[1] FLC IEEE nine bus power system f=05777 Hz MPM classification and has minimize the impact of
(2019) (WAMS) p = 0.0152 delay in positioning on the power structure of the
Hybrid system.
. T, =100 ms T

[109] DOFC Four Machine Two-Area Better performance than PID, Execution time is
(2021) Power System (WADC) f = 065671z PID less.

p = 0.0823

T; = 100 ms to 500 ms More accurate, scalable and efficient reduction

[62] ETDC + MPC  [Kundur’s 2-area test system f=0598 Hz SPB + MPC of overshoot (about 39%) implies less stress over
(2021) (WAMS) p = 0.0205 the thermal limits and less impact of isolation

due to protective actions.
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A.5 Results and Discussion of the Literature Reviewed

In this section we take a look at an assessment that leads to a variety of results caused by
communication delays. First, we look at the evaluation we have done in MATLAB/Simulink
software, the last we look at the evaluation together and it is the results from different researchers.

A.5.1 IEEJ West 10-Machine Model System Results

To analyze the communication delay in the IEEJ West 10-machine model system (60 Hz) [91] is
under review (as shown in Figure A.2). According to this system the Japanese model consists of
10 generators, G 1 to G10, Generator G 10 is considered a swing generator. In this work, five
braking resistors are installed at the terminal buses of generators G1, G4-G6, and G10 for the
stabilization of the overall system. Therefore, it is essential to notice that every single system has
the ability to tolerate delays, depending on how it is built and the tools that help it to operate.
Normally, communication delays can range from several microseconds to hundreds of
milliseconds [40,75,88,89]. Moreover, according to some other reports [62,86], the normal 150 to
300 milliseconds of telecommunications are considered to be the plans to perform actual transient
stability control system, stability index, fault clearance time and delay in response. In this work, a
lot of simulation is done with different values of delay. Some systems can withstand a delay of
100 ms, while other systems have a delay of 200 ms. For the power system model, we tested in
this process, if the delay is more than 300 ms, then the system presentation is compromised, and
the system changes smoothly. Therefore, it can be said or expressed that the extreme allowable
delay on this system is 300 ms.

A.5.1.1 Scheme of Fuzzy Logic Controller

The braking resistors are switched using fuzzy design logic controllers, which are defined in the
section below.

Fuzzification

Figure A.3 demonstrations the anti-brake (BR) value of the GTCSBR conductor connected through
the thyristor to one of the generator bus lines. Brake rotation is performed by the fuzzy logic
controller. All total kinetic energy deviation (TKED) is used as input to the fuzzy switch controller.
For diagrams requested by the fuzzy logic controller, the time from the TKED of the generator,
TKED, and firing angle,« was selected as input and output. In this case, the difference is between
the total kinetic energy (W;,:q;) Of the generator in the transient state and that the constant state is
defined as the total kinetic energy, TKED, i.e., TKED = (W,,.q; for the transient state) - (W;,:a
for the state stability). The performance of the TKED triangle is shown in Figure A.4 where the
N, Z, and P variables are negative, zero, and positive. It is important to note that member
functionality is the same for each fuzzy controller. A comparison of the performance of a triangular
member is used to determine the level of member values and the following [110]:
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ua(TKED") = %(b — 2[TKED' — a]) (1)

Where u,(TKED') is the value of the points of the members, ‘b’ is the width, ‘a’ is the sum of the
points where the members are 1, and ‘TKED"’ is the value of the input of the variables.
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Figure A.2: IEEJ WEST 10-machine model.

90




Control input TKED cooe

Control output

Gsgr
BR (GTCSBR)

L S — e — e — —
Speed signal Speed signal

Filter Filter  ----------ooooccmonnoen Filter
a /D Converter  A/D Converter | ~---ooeeeeeeeees /D converter

v \ \/

Digitalized speed signal
GSBR ‘

T TKED

Figure A.4: Closed loop control system counting GPS occupation [111].

— —— — — — — — —

I GPS Receiver

I

I
| |
I Time & Synchronizing signals |
| |
I

I——————————l

91



Fuzzy Rule Table

A unique feature of the fuzzy controller is its simple design, which has only one input and output.
The use of inputs and outputs makes fuzzy control more efficient [111]. The planned control
approach has only three control rules for each controller as shown in Table A.10, where the values
of a according to the language changes indicate the fuzzy output of the controller.

Table A.10: Fuzzy rule table.

TKED (pu/s) a (Firing Angle)
N Big
Z Medium
P Small

Fuzzy Inference

By deciding on fuzzy research, Mamdani’s method [110] is used. For Mamdani, a degree of
connection, W; of each fuzzy command is as follows:

W; = ua(TKED") 2)
Where u,(TKED') is the minimum score for members and i is the rule number.

The central region is a well-known and easily devalued method that is implemented to determine
the output value (i.e., GHF) [112]. This is provided by the following statement:

= LW (3)
W

Where C; is the price of o in the fuzzy instruction table.

One key point to note here is that normally two input elements (error and time derivatives) are
used in fuzzy logic design. In this work, the first two input elements (TKED and its derivatives)
are used. On the other hand, the presentation of the two input variables was almost the same as the
use of the same variable. In addition, the use of two input elements increases the number of fuzzy
rules and member activities. For that reason, to make a simple controller, only one input, i.e., time
the origin of TKED is used in this work.

An adaptive neuro-fuzzy inference system (ANFIS) logic expands on two-valued Boolean logic
by allowing truth values in the continuous interval [0, 1], where 0 is not absolutely true, 1 is
absolutely true, and all values in between are degrees of truth. This expansion is best suited for
resolving problems involving uncertainty or ambiguity. Because each controller is controlled by
only three IF-THEN control rules, the ANFIS method of control is very simple. It should be noted
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that the control rules were developed through trial and error using system-specific functions. A
brake resistor (BR), for example, can produce and use active power at high speeds (P: Positive),
but not at low speeds (N: Negative). Furthermore, the brake resistor is not required to use active
power consumption while the system is in steady-state (Z: Zero). As a result, the ANFIS rule table
is made up entirely of positive (P) elements.

In this work, a lot of imitation has been done cheaply for a short-term analysis based on different
values of communication delays, the consequences of this are discussed in more detail in the table
below. Figures A.5 and A.6 show the active power responses without and with fuzzy controlled
BR. Communication delays are not considered in this case. It is clear from these results that the
system is in good standing when BR is used by fuzzy. Figures A.7 and A.8 show the heavy load
with the fuzzy controlled BR during a delay of between 200 and 300 ms. It appears that the short-
term performance in Figure 8 is worse than that in Figure A.7. This fact shows that the delay in
communication affects the transient stability performance, the amplitudes of G2 and G3 reach and
increase as shown in 1s.

Table A.11 displays the (W,) values for 3 LG in the faults shown at 4 different points from A, B,
C and D as shown in Figures A.7 and A.8 with related to different communication delay values
such as 50, 100, 200 and 300 msec intended for use and fuzzy controlled delay minimization
technique. The simulation results from that review paper indicate that in order to maintain the
stability of the system, it is necessary to have a low-latency communication. The larger
communication delay causes slower control actions (fault clearance time) that can cause power
system instability and oscillation. As the network delays increase from 50 msec to 300 msec, the
rise in the system overshoots and longer settling time is experienced by the control system.

It seems that the BR-controlled fuzzy works fine in the improvement of evolutions, to quiet down
erroneously in different places. It is also appreciated selection that the (1/.) values correspond
differently, the communication delays vary according to the subjects. Here the truth is that the
communication delays are related to the number of fuzzy lines in the BR controller, the change
affects the line in the short term. As can be seen in the Table A.11, it is clear that fuzzy-controlled
BRs are useful in improving short-term stability by correcting different points. As it turns out,
communication delays are related to the number of fuzzy controller lines in the BR input controller
that change the short-term effect of a grid faults. To understand the effect of communication delays
on the integration of components of the power system, we first conducted research when
communication delays were zero. And we continue to examine the short-term system when it
comes to matching deviation of total kinetic energy (W.) values as provided by

T1d 4)
I Wtotal

W, (sec) =f 7

0

dt/system base power
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During the process of determining the structure of the system, it becomes known and there is a
control over the working time. And T is an imitation time of 0.7 s, while W,,;,; is the sum of all
kinetic energies, as shown in Equation (4). And due to the desire to reflect on the efficiency of the
system downtime it required the use of V..

N
Weotar = ) W
i=1

()

Where

1
W; =5 Jiom() ©)

As the system is built to control power generation behavior, W; shows the kinetic energy (in joules)
of the generator, i shows the number of generators, and N indicates the total number of generators.

_ H X MVA rating (7)
Ji= 548 % 10-°N?2

Where

_ 2Ny (8)
60

Wi

Moreover, in equation (4) shows the moment of inertia in Kg.m? where N2 are synchronously
accelerating at constant rpm and inertia is constant, and, also, the w,,; is rotor the fastest speed in
the (mechanical rad/sec) and N where the rotor speed in (rpm).
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Active power (pu)
%]

Table A.11: W, Values and communication delays.

.. Head Value of WC (sec)
Fault Communication With Fuzzy Controlled
point Delay Without BR BR
50 msec 235.756 33.586
A 100 msec 235.756 35.276
200 msec 235.756 39.359
300 msec 235.756 43.196
50 msec 71.895 30.314
B 100 msec 71.895 32.896
200 msec 71.895 36.945
300 msec 71.895 37.998
50 msec 154.352 40.412
c 100 msec 154.352 41.834
200 msec 154.352 43.846
300 msec 154.352 44.605
50 msec 69.874 34.769
D 100 msec 69.874 35.934
200 msec 69.874 39.436
300 msec 69.874 39.768

QOutput active power
——Output active power
——Qutput active power

QOutput active power
——Qutput active power

Output active power
——Qutput active power

Output active power
—Qutput active power
——Output active power

Peo 1 (pu)
Peo 2 (pu)
Peo 3 (pu) H
Peo 4 (pu)
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Figure A.5: Active power responses without BR and communication delay.
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Figure A.8: Active power responses with fuzzy controlled BR and communication delay of 300
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The standard IEC 61850 system is advancing in the field of alternative communication, so it is
only natural that we would expand this technology in the form of grid security [113]. As shown in
Figures A.9 and A.10, the corrections to points A and C are shown, it is important to understand
how to correct or take action in the event of a quick error in order to perform as intended to protect
the power system. To be able to limit the fault current before the first current peak, the fault must
be detected at least five milliseconds after fault initiation (assuming the apparatus used to clear the
fault has zero operating time). In practice, the operating time of a switch used for the current
diversion is about 3-5 ms. If a safety margin of 1-3 ms is sufficient to ensure that the fault current
is limited before the first current peak, approximately 1 ms is available for fault detection.
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As we have seen above in security management it is important to keep in mind that there are cyber-
attacks that go hand in hand with Digital Signals that need to be closely interconnected and go
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hand in hand when using GPS clocks. However, a number of telecommunications networks may
be more vulnerable to service denials and central attacks. Unauthorized attacks can cause false
alarms to disrupt the SCADA, resulting in a fire escape system designed by these hackers. The
attack can also use a service cut-off or stop the flow of messages and control messages in
communication networks. As various studies have shown some of the malware such as Stuxnet
and the Botnets that are being used are now showing up in malware. There is also an Advanced
Persistent Threat, and Backdoor can severely disrupt communication and connect devices in
different parts of the power system. Terrorism will intensify in the smart grid, where
communication latency should be low, and instead of delaying the introduction of security
measures such as data storage and verification.

A.5.2 General Results Achieved

In the preceding sections, a summary of some results of comparing this delay control method is
used for the compensation for delays based on communication to the power control system in the
collected works is exposed in Table A.7. Comparison between the thirteen verified response
strategies described in the table above, considering the importance of numeracy, robustness,
numeracy obtained, demonstration of reliance on a model of a wireless system, system security
and various other findings of practicality as evidenced by the integrity of the use of the ETDC
method and the MFAC method have shown the best results in different latencies that affect the
amplitude and frequency of the whole system.

Compared to the stability index we find in Table A.11 and others who have prioritized displaying
(W) values such as [114,115], so our critical indexes you see are good because they are smaller
compared to the others mentioned above. Because their stability index (I#) is so large that their
safety is lower than ours we have a small index in various parts that have been considered in the
IEEJ WEST 10-machine model. Much of the work has been done in the past to illustrate the impact
of communication delays [19-21], on the results obtained based on the impact on the feedback
controller. Controllers need to be able to cope with communication delays, and how to reduce the
risk of adverse effects should be addressed accordingly. Finding the optimal time to slow down
the upper boundaries to determine the stability of the power system, an example of the high
response to the results we found that in the 50 ms and 300 ms ranges provide a clear performance
leading to a stable stability index in each case. As you can see from the other studies we have done,
it has been shown that the stability index we have shown above fuzzy you find gives less results
than those who have used other methods as shown in this paper [92,102]. Comparisons with
[17,81] have also been made in [65] and it has been shown that their chosen method provides the
best system in the event of a communication delay compared to the other two. Thus, the major
controller provided in [65] seems to be a choice that should be compared to Lyapunov based
indirect method.
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As it turns out, a large step was taken to address the effects of delays in the system as a new
solution but did not provide a directional approach. The H oo -based WADC demonstrated good
performance in short communication delays but insufficient resilience in high communication
delays, which can destabilize the system. Then, with the advent of the Hybrid control system, there
is a need to take into account the delays in addressing local and PSS systems and regional and
WADC systems. However, the final performance of the low communication delay is not as good
as the previous one. In addition, due to the slow communication, the performance of the system
and the Hybrid system is still very dramatically. In the wide area environment, time delay occurs
in terms of signal transmission and processing especially in the long run. It has been presented that
even a short delay can have a detrimental effect on the stable performance of the power system.
Therefore, it is very important to study the stability of the power system due to the delay.

As we have seen from the above, there are some solutions that we need to know that each system
has to deal with delays in order to function properly. Some systems can withstand a delay of 50
msec while others can work with a delay of up to 300 msec. However, in the case of a power
system considered in these tasks, if the delay is more than 500 msec, then the device overall
performance deteriorates and the device turns into marginally stable. Therefore, the most allowable
put off for the device is 500 msec. As a result, those delays might also additionally differ randomly
in a positive range. Therefore, it’s far important to estimate the most quantity of time put off
referred to as the put off margin that the device should tolerate without turning into unstable. Such
know-how at the put off margin (top certain with inside the time put off) could be useful with
inside the controller layout for instances in which uncertainty with inside the put off is unavoidable.

Seeking help to ensure security and not forgetting about sections 2 and 3 and not forgetting the use
of Smart Grid Technology (SGT) such as development and measurement, requires media
infrastructure to enable two-way communication across all levels of electricity grid-generation,
transmission, distribution and consumer mechanisms/ parts of the field. These communication
requirements include latency, broadband, reliability, and security in order to exchange information
and reduce signal delay. The open communication substructures along with Ethernet, the Internet,
worldwide interoperability for microwave access (WiMax), and wireless fidelity (WiFi) are
gradually being number of applied for smart grid communications. However, delays or loss of
information may occur when sent. Therefore, the way out to reducing costs and increasing latency
is one of the future directions of microgrid research. And there are some ways we mentioned above
that can be used in the Section A.7 that can be used to prevent communication delays that affect
the operation of the control system, which can reduce power loss and damage to equipment.
Another possible concern is that there is a delay in communication and communication due to
cyber-attacks that need to be addressed using tracking and response equipment, as well as vehicle
analysis.
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A.6 Smart Grids Face Challenges in Terms of Stability and Control

Tests for in-depth analysis of communication delays and loss have been exacerbated by various
aspects, including stability evaluation and control of smart grids that have been briefed as detailed
below.

Modeling methodologies: Due to the uncertainties introduced by the integration of
communication technology and the power system, traditional deterministic modeling strategies
used in electricity system analysis are no longer adequate for modeling the smart grid. It is critical
to develop new modeling strategies for smart grid staleness analysis and management, such as
event-based strategies, hybrid stochastic methods, probabilistic analysis strategies, and so on.

Control methodologies: As discussed in the preceding sections, communication delays networks,
renewable energy sources, and security devices such as relays that appear in the stability and
control of the smart grid. Deterministic control cannot ensure the overall stability of electricity
dynamics. As a result, extensive research on control methods, as well as analytical approach and
optimal control gain [50], a random model predictor control, and so on, is required.

Communication construction: since it necessitates the integration of numerous interconnections
consisting of generation, transmission, and distribution based on wide-area control, it necessitates
large bandwidths for data transmission and data collection. Furthermore, because a smart grid
communication structure includes a wide area network (WAN), a neighborhood area network
(NAN), and a home area network (HAN), these various network structures require the ability to
bring together communications within each subarea and between specific areas.

Stages of simulation: Interaction between the communication network and the power grid is
critical for smart grid control and operation. In addition, many important renewable energy
sources, such as wind and PV, are linked to the grid via electronic power converters. These changes
present two new challenges to network control: broadband pulse size modulation signals, various
synchrophasor communication technologies between devices, and a plethora of switching devices.
Large efforts should be made to increase simulation systems for intelligent grid research in order
to better identify new controls and performance strategies for intelligent grids. Recently, real-time
simulation platforms for intelligent grids have been mentioned [116].

A.7: Concluding Remarks and Future Potentials
This piece of paper shows a review of the analysis that leads to the effect of communication delay
by controlling the performance and quality of the electricity grid. Various control methods for

analyzing the impacts of network-induced delays on these communication based strategies are
briefed and compared. Strategies that have been thought out and achieved should be shown to be
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delayed by a continuous or irreversible delay, and that sudden delays are more difficult to solve
than permanent delays. To reduce network latency due to delays, it has to imitate appropriate
compensation plans that are designed to reduce or eliminate adverse effects on the functioning of
the system. As we saw above in Table A.8 and Section A.6, it can be seen that the method has
different capabilities in reducing delay, while all the above methods were appropriate for the linear
system, only the stress-based, robust and incident-based methods can work on non-linear systems.
Compensation plans, such as the revised ETDC & MFAC show the progress of research in
reducing the various delays. Based on the problems described in Section 6 there is a quick way to
reduce the various sudden delays that should be taken into account in the following areas:

e Communication network is a network of choice based on latency.

e Network control system issues are limited to online delays.

e Delay is considered to be between the sensor and the controller, between the controller and

the actuator, and the combination of both delays;
e Imitation is done by delaying suddenness and suddenness.

In addition, it’ll be exciting to reveal the effectiveness of the proposed techniques in case of a large
electricity network such as no one else has ever done that leading up to the Rwanda National Grid
project, in which the total harmonic distortion (THD) values may be large than 5%.
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Abbreviations

SDC

Supplementary Damping Controller

DD-WADC Delay-Dependent-Wide Area Damping Control
DOF-WADC  Dynamic Output Feedback—Wide Area Damping Control

BA Bat Algorithm
BESS Battery Energy Storage Systems
DOFC Dynamic Output Feedback Controller
POD Oscillation Damping
MPM Modified Predictor Method
POD Oscillation Damping
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Paper B: Under-frequency Load Shedding on the Performance Time Delay Relays of
Transmission lines with difference Controllers.

Abstract — This paper analyses the load shedding methods for the impact of
communication delays. Therefore, the research investigates the impacts and effects of
communication networks in the grid systems which might cause imperfections such as
delays and noise among others related to relays. The model of the power system and the
design of the controllers are done using Simulink, the Matlab software. The controllers are
designed to output power imbalance based on frequency deviation during various systems
under frequency conditions. They also shed loads continuously until the frequency is
restored within the safe operating range. Different cases of the system under frequency are
used to analyze the performance of the grasshopper optimization algorithm (GOA) proposal
based on under-frequency load Shedding UFLS, a comparison with Traditional and particle
swarm optimization (PSO). UFLS is performed due to various disturbances. It has been
found that a GOA method provides excellent communication networks and reduces the size
of the load is shed. Moreover, and what’s more, GOA achieves the fastest solution we’ve ever
used in IEEE 14 Bus system.

Keywords: Load shedding, communication delays, impacts, effects, controllers.
B.1 Introduction

The smart system, which includes the use of modern computer tools in the direction of operate and
control grid or load management systems in the event of a power disturbance, are considered to be
the main part of the technology of the smart grids. As a consequence, the concept of a smart grid
is used to combine renewable energy resources, understanding and sorting out special moments,
state comparisons, load organization, commitment and efficiency.

Grid safety is reflected to be a major issue among smart grid barriers, especially for generation and
load. However, certain types of disturbances cause uncertainty in the safety of load management.
The most significant constraint to take into explanation for the smart grid model is the security of
the electrical system. The highest objective of system security is to eliminate system disruption
and to achieve the stability of the power system. The instability on the side of the load poses
a serious threat to the security of the electrical system. Some of the most important methods to
connect the load side with the delivery system in the event of a disturbance is load shedding (LS).
The highest indication of LS is to select and stop unnecessary loads in the event of a disturbance.
This activity will help the scheme restore calm with a quick response and will avoid a total failure
of the power system load or needing to design a new level of power system load network which
can be equipped with a generation of a power supply system after a disturbance. For this reason,
LS is considered a fast and reliable solution to maintain the security and stability of the system.
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LS continues in accordance with at least one of the two methods used to attain the goal of load
management. The first method is used to avoid the breakdown of busbar voltage and is branded as
under-voltage load shedding (UVLS). The second method is used to regulator the frequency by
changing its assessment to keep the frequency close to the power system and avoid it from all of a
sudden decreasing. This method is known as Under Frequency Load Shedding (UFLS) [1].

The multi-stage UFLS is reviewed to be the last step to restore energy equal to extreme frequency
drip. The UFLS learning method aims to establish a UFLS relays, which is modified through the
operation of non-linear dynamics simulations. Many UFLS structures are required under full load
in the in electrical networks. These practice is established in a variability of ways such as
traditional, adaptive and intelligence [2]. UFLS performs better than UVLS. This conclusion is
based on the assumption that the voltage does not change in the power system grid. This unstable
state can be achieved in normal operation without butt in the grid power supply. Therefore, this
voltage fluctuation can lead to illegal activities in UVLS techniques [3].

The criteria to be considered for the relay parts shown during the online imitation are the number
and magnitude of the LS step, position delay, and the frequency threshold each step [4]. The
amount and step size of LS have a major impact on the reliability and safety of the electrical
system. If stable and large quantities are taken into account for all predicted disturbances, then LS
is no longer needed. Therefore, the amount and step size of the LS should be vary at each stage,
depending on the type and severity of the disorder.

Delay time and frequency for each phase are the main criteria for the proper design of the UFLS
relay. Each delay and each frequency take an important impact on relay performance, especially
in large-scale disturbances that have need of a quick response. The significance of the idea is that
in the event of a major disturbance, the sudden decrease in frequency will cause a lot of stress to
the turbine blades, resulting in severe loss to the blades.

As inequality usually exists in a powerful and everevolving system. Inequalities in power output
result in severe disruption of the grid system. The cracking system is used to reduce the problem
of extreme inequalities in the system, which can result in dark or unstable systems. In this way,
buses are taken to solve problems where those with high-speed accidents are given the first priority
to reduce loads. Many methods have been put in place to reduce network interruptions that slow
communication in a given system. Some researchers identified some strategies known as the
artificial neural networks (ANN) and the provisional analysis as found in [2]. Some other
researchers have shown two ways to reduce the amount of stress that can occur at different times.
They testified that ANN controls all fertility, frequency of damage, and all requirements along
with decay. The Particle Swarm technique (PSO) can be used to reduce UFLS problems in cases
without considering time delay [5]. An intelligent UFLS gradient frequency method using fuzzy
logic (FL) was investigated in [6], in which the authors concluded that the FL deviates from the
optimal number of loads shed if the prior system knowledge required by the membership
parameters is insufficient.
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Therefore, the genetic algorithm (GA) is more effective and applicable in power systems in
establishing the real cause of communication delays in power systems. Understanding the issues
IS an important approach to solving several issues that are related to power delays. Moreover, the
advanced methods also utilize modern technologies such as GOA in establishing the causes of
delays in electric power systems and proposing possible solutions.

The grasshopper optimization algorithm (GOA) is one of the newest optimization algorithms,
proposed in [7], and is a more efficient algorithm than GAs and PSO for solving multiobjective
optimization problems. GOA has been applied in solving many electrical power system
engineering problems, such as optimal compensator allocation [8], optimal distributed generation
placement, and load forecasting. These constraints include the allowable LS percentage, line flow
limits, number of LS stages and time delay of each stage. The proposed approach overcomes the
disadvantages of the PSO method while achieving a faster converging solution. The proposed
method is tested using two standard power systems: the IEEE 14-bus systems.

The rest of this page is organized as follows. Section B.II describes the model and its construction
in the event of a communication delay in the transmission area. This special Section B.III
summarizes the Grasshopper Optimization Algorithm used to solve the UFLS problem. Section
B.1V describes the distribution of UFLS Algorithms. System Statement is shown in Section B.V.
The results indicate delays on the IEEE 14 bus and discussing some possible consequences in
section B.VI. Then, the papers are completed in Section B.VII.

B.2 Model for UFLS parameters identification and formulation

UFLS relay parameters have needed the delay time and frequency threshold of each phase of the
disturbance step to fix the number of loads that should be shed, and the magnitude suspended for
each phase of the disturbance. And so, the most important first phase in this strategy is to get hold
of a mathematical model for each frequency limit and communication delay in setting. This
adaptive method for analyzing a calculated equation for each parameter of the UFLS relay has the
advantage of using GOA techniques to achieve load management by optimum required LS and
increasing the lowest oscillation frequency.

The overload ratio or excessive load, L,; along with the rate of change over time, F,; is the main
items are used as indicators of volatility, where they indicate the number of categories. The
extreme figure is the direction of the load and the system of equal force. This ratio is the percentage
of between excess and remaining energy and can be calculated by [9].

_XPu— XPs L)

L.
ot > Pgi
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Where P;; is the increase in energy efficiency and the decrease in generation efficiency. The
balance F; is provided by

Fiy1— F (2)

Fi=
“ tiv1 — 4

Where F;, Fi,q, t; and t;,, are the frequencies and activation times at stages i and i + 1.

F. = pf X Lo; Fizq — F; (3)
“=TH | _ Fn
F?

Where pf and H; are the power factor and inertia for a long time, respectively.

F.; tin can be used to judge types of disturbance such as large or small disturbance, represented by
from above and below of F_;, respectively [7].

H _ H151 + H252 + + HTlSTl (4)
sys Sl+ 52++ Sn

Where s is the apparent power in MV A for n generators.
The percentage of LS, is given by

ZHsyssi (5)

Where F,,; is a regular occurrence of the system.
The amount of energy to be shed, P.s, in MW at each class is provided by

Prs; = Ppyy X (6)

Where P, is a full load for each stage before performing an LS. After shedding the load at the
level, the remaining load can be found by subtracting the fractured amount Py, from the total
load before shedding P, , now the new value of the total load Z for each phase can be designed

by

PLni = PLti - PLSi (7
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The frequency difference between the two consecutive LS segments is given by
AF; = F; = Fiyq (8)

When the frequency is identified by the UFLS transmission relay, it sends a series of warnings
about breaking down the barriers. However, the delay time found in such activities is called the
decay time,t,,. The decay time,tg, is given by

AF; 9)

Reducing the delay time improves the performance of the system and increases the efficiency.

As has been shown in various studies such as X. Xiong and W. Li it has been shown that other
delays in time result from the work of the circular mechanics. The relationship separation requires
a certain period of time that may be longer than a sequence. This delay usually results from the
above rot times. Delays in delays usually vary depending on the level of confusion. Travel time is
provided by

N (10)
tt = D_N

Where N compares the number of circles to Dy indicates the number of times a circle is rotated.
During round trips, the number of times it travels, F, due to slow travel may be available from

Fp =1t X Fg; (11)
The F, frequency eventually reduces the number of times in the (i + 1) level,

E; =Fiy1 — F; (12)

+1pmod.

Frequency variation must be adjusted to reduce deceleration over time.

AFL' = Fi_Fi (13)

Mod. +1pmod.

Decay time during travel must also be updated to calculate the time delay for machines such as
the following:

_ AFiMod. (14)

iMod. - Fci
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The next level should now be updated as follows

Fg =F ) (15)

+1pMmod. -

This is where F,; was established several times after the second phase of LS and § with a safety
margin, which is considered to protect the turbine from stress and efficiency [11]. Load reduction
coefficient R.,, according to the excessive rate and setting the possible frequency counted from

FSi=F

i+1p0d. -

5 (16)

Where L, is the beginning of the overload ratio and F;_is the original frequency. As it turned
out, the R, can also be described as a ratio between the load power and the frequency.R,,, can
also be represented as the ratio of load power to frequency by the equation

(1- £21) (17)

Where Py, is the primary load power, Knowing the R,,, the minimum allowable frequency,
called swing frequency, Fs,,i,ng can be calculated from the following equation:

L, (18)
Fewino= F:. [1 - 0
swing So < Rcoi % (1 + L00)>

Now, the problem with UFLS is the small increase in swing frequency, Fi,;,4 and reduction the
amount of loads shed, P, and the number of loads shed. Therefore, practical activities, F,,;, the

statistical model required to solve the UFLS problem, should have two barriers to multiplication
and reduction in the best way to compare. A large action can be taken as 1 / a reduction function,
so that both barriers can be listed in the so-called practical activities such as the following:

1 (19)
V(PL!PG!PD td,OC,ﬁ)

Fopj = Min [Rl X U(Py, Pg, Py tity «,B)+ Ry X

Where U represents the work of reducing LS and V' shows the performance of multiplication low
swing frequency. R; and R, show heavy loads for each activity. Both functions are described in
terms of the load active of the P, power, the P, power generation, the P, border transmission line,
the flow time t,, time delay t,, percentage of LS «, and a valid number of LS categories 3.
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All pre-operative words have a finite and indefinite purpose exceeded. The main goal of the
metaheuristic optimization algorithm is to achieve the goal performance and real and fast response
and how you can identify the various effects in the system when there is a delay in communication
delay in security management.

B.3 Optimization framework

This section is dedicated to providing a brief overview of the integration of the Grasshopper
Optimization Algorithm used to solve the UFLS problem. In addition, the best way to develop is
to develop calculating the best UFLS program, which consists mainly of GOA, PSO and ANN are
accurate and reliable optimization techniques. It is used to reduce the size of the load is broken
and reduces the number of times the swing of the power system. PSO and GA asked to improve
the UFLS [12]. But the literature is about the application of the GOA of UFLS is missing.

Many parts inspired by algorithms have to go through two main tasks: research and use. In the
process of research, selected candidates are treated as a sudden change of position, while in the
way they are used, they move.

These two common ways of behaving are grasshopper analysed and compared to achieve a
successful algorithm called “grasshopper’s optimization algorithm (GOA)”in [13]. As a result,
GOA has developed a code of conduct of insects. The number of locomotives can be compared to

Where X;, FO;, G; and 4; are located, space, the power of fellowship, Great power too j*
grasshopper wind. A search worker was provided voluntarily in lieu of a search warrant. To find
inappropriate behavior, Reference (20) was amended as follows:

X] = TlFOj + 7"26]' + 7"3Aj (21)

Where r;, 7, and 75 are chance numbers in [0, 1]. j** Grasshopper interaction efforts locusts can
be counted by

- (22)
FO; = ) s(dy) ug,
=1

k
k#j

Where dj; is the intermediate between the jt" and k" grasshoppers, ug ., is the line vector from
jk

jt™  to k™™ grasshopper, nis a complete number of grasshoppers, and sis a powerful
interconnecting force performance and can be calculated by
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s(r) = fe_T —e™" (23)
Where L and f are the attractive distance measure and the attractive weakness, correspondingly.
The suggested the values of f and [ are respectively 0.5 and 1.5 [14]. The force of gravity of the
j* grasshopper, G; is calculated by

Where g and ug; are respectively the gravitational constant and the unit vector towards the
center of the Earth. The incoming wind, A4; can be calculated by

Aj = vy, (25)

Where KSD and ELF are the constant drift and the vector of the wind direction components. As
a substitute for the values of 4;, G; and FO; in (21) given the equation,

= (26)
Xi=mn z s(djk) Ugj, — 129 Ug; T T3V Uy,
=
The intermediate between j** and k" grasshoppers can be denoted by
djie = |x; = x] (27)

Where X; is the site of j** grasshopper and x, is the site of k*". Equation (27) now it can be
changed to

n
Xi— X
Xj = rlzsqxj —ka ]djk :

k=1
k+j

— 129 Ug, + T3V Uy, (28)

The first statistical model cannot be used to solve development problems because the vast majority
of grasshoppers do not match a particular location. Finding the right answer to problems, Equation
estimation (28) was amended as follows:
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“l+1, (29)

n

b, — b ;

X =c| Y et gt sl —x]) 2
k=1

k+1

— X
dj

Where 1b, and ub, are the lower and upper boundaries in the d®* level and T, is the d** model
purpose (positive answer); in the end, ¢ is a decreasing coefficient, which needs to be reduced
compared to the number of repetitions. To find out how to calculate coefficient ¢ it would go as
follows:

_ _ Cmax — Cmin (30)
C = Cnax 1
max

Where ¢,,i, and cpq, are the minimum and maximum values of the ¢ coefficient, while u and
Umax are normal and maximum repeatability.

B.4 Optimization algorithms for UFLS

The optimum UFLS program is available to reduce the load shed and maximize the bottom of the
swing times of the system. The best standards are set through PSO and GOA. The graphs for
implementing the PSO and GOA algorithms in the development of UFLS are shown in Figure B.1.

B.5 System modelling

The proposed method is implemented for IEEE 14 systems. The program for shedding purposes
should be in the position of shedding the minimum number of loads within the shortest time
possible and be able to meet the technical constraints for the stability of the system. In this paper,
the IEEE 14 bus measurement system is reviewed and compared using MATLAB. Figure B.2.
shows the information for the IEEE 14 bus system consisting of a bus and a line data as exposed
in [15], [16].

The procedure for implementing the Traditional, PSO and GOA method known as breaker
interlock loading shedding is done by identifying the input, generating the dataset, design the
neutral network, and evaluating performance. The simulation results are implemented by
considering 1000 Mw and observation of the frequency deviations of systems [13]. The values of
load and frequency are also obtained. The values are also extracted from the dispatch centre and
compared with neural network output values.

The procedure for implementing the Traditional, PSO and GOA method known as breaker
interlock loading shedding is done by identifying the input, generating the dataset, design the
neutral network, and evaluating performance. The simulation results are implemented by
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considering 1000 Mw and observation of the frequency deviations of systems [10]. The values of
load and frequency are also obtained. The values are also extracted from the dispatch centre and
compared with neural network output values.

Calculate the systemn rate of frequency change,

Select random values of

Constraints
are
satisfied

Yes

For each particde the fitness function, eqn. (19)

(Local best)

Put the as global best

Update Particle position and velocity for al individuals

Calculate the new and  using Matlab

Transient stability or security
problems ooour

Figure B.1: Simulation of the IEEE 14 BUS System.
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Figure B.2: Simulation of the IEEE 14 BUS System.

B.6 Results and discussions

As the planned load shedding is a centralized method, it is important to consider the performance
of the proposed system and the effects of the actual delay in communication. The proposed scheme
contains only two signals between the central controller and the load switches. The performance
of the system in various cases is being investigated by UFLS relays measurements that have been
shown using a delayed line-based communication that has been shown to be effective in microgrid
protection and control. As a result, in this case study, the performance of the proposed load
shedding system is assessed with communication delays of 50 ms, 100 ms and 150 ms. Case 1 is
used as the basis for the comparative case, where there is delay in communication for the duration
of the load shedding. The results are shown in Figure B.3. As it can be seen from the experiment,
with the increase of the communication delay, while the activities of the load shedding scheme
have a small impact on the amounts of loads being shed and the timing of the shedding activities,
the microgrid frequency limit was well maintained at the required 47 Hz. Changes in the shedding
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actions are anticipated, as delay in communication has caused the behavior to change during the
sequence of the load.
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Figure B.3: Impact of communication delays on the performance of the proposed load shedding

scheme

0.6 T T T T T T T T
g
-
E" 0.4 T T,=0ms
= —t
Ej 0.2F Id:?gg:ns 7
E d
< —Td=15ﬂm5

1 2 3 4 5 6 7 8 9 10

Time in second

Figure B.4: The impact of communication delays the functioning of the proposed load shedding
scheme.

As shown in Figure B.4, the delay has been shown to affect the load shedding in the event of a
communication delay of 150 ms so that there is a long delay that gives a maximum value of 0.448
MW load shedding compared to other delays of about 50 ms delivering 0.25 MW.

The system performance under different operating situations is investigated for UFLS relay
parameters tuned via the control of traditional, PSO and proposed GOA approaches. Case 2 is used
as the basis for the comparative situation, where there is a uniform constant delay in
communication during the breaking of the load. In this case, Line 2-4 is tripped at 1.5 sec, and the
LS signals are operated at 2.043 sec. In case 3, Line 2-4 and Line 2-3 are tripped at 1.5 sec, and
the LS signals are operated at 2.214 sec.
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Figure B.5 shows the magnitude of the voltage of the IEEE 14 bus system after period outage lines
2-4 and lines 2-3. As shown in Table B.1 it shows the ratio between the average of disturbance
period outage line 2-4 and line 2-3. From this table, the GOA request is of little value to LS. As a
result, the overall performance of the GOA is superior to that of the UFLS methods.

GOA's proposal has a smallest amount of load shed and a high cost of low-speed swing for all
surveys, which results in immediate impacts on the reduction in electricity to circulating electricity.
Table B.1 continues to show the benefits of GOA by increasing the lower boundaries of the line
frequency and preventing needless LS.

The Table B.1 shows that the various UFLS approaches successfully restore a stable system after
loss Line 2-4. Comparing disturbances show that outage of line 2-4 has a greater effect on the
maximum swing line than Line 2-4 and Line 2-3. Which results in continued attention to
communication latency in the grid.

Numerical results from traditional, PSO and GOA methods were also note down in Table B.1 on
this case. Table B.1 shows that the GOA requirement has a small number of amount loads and a
very good low swing frequency value. GOA has a good overall performance, as it increases the
number of swings a few times while reducing loads. The increasing number of GOA categories is
due to the goal of restoring the permanent line system and reducing the amount of load shed in
shot time. In addition, GOA has a short communication delay between stages, wich reduces the
automatic stress on the generating sections.

Table B.1 IEEE 14 bus system performance comparison: Traditional, PSO and GOA.

Disturbance | Method Traditional PSO GOA

Line 2-4 Percentage of load shedding, a [%] | 44.24 40.875 40.872
Lowest frequency, [Hz] 48.42862 48.67239 | 48.8675
Delay time, t, [sec] 0.184 0.01 0.0112
Number of load shedding stages, 8 | 3 6 6

Line 2-4 & | Percentage of load shedding, a [%] | 72.3294 69.0536 | 69.0233

Line 2-3 Lowest frequency, [Hz] 47.62531 48.59842 | 48.61582
Delay time, t,; [sec] 1.22 0.08 0.08
Number of load shedding stages, 8 | 4 9 9

The load power is calculated by the size of the bus voltage, the actual power, and the value of the
load are calculated, as shown in Table B.1. The results of the 14 bus system show that the proposed
GOA presented has reached excellent voltage stability and minimum load shedding values.
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Figure B.5: Bus voltages before and after load shedding for IEEE 14-bus system under loss of
generation of 72 MW.

B.7 Conclusion

Several methods and models have been proposed in solving the impact of communication delays
in grid systems. The assessment and analysis of the UFLS methods for the impact of
communication delay have been achieved by focusing on several models and techniques. For
instance, the utilization of the UFLS method has an impact on reducing voltage instability or
collapse in electric power systems. The other strategy is known as the grasshopper optimization
algorithm (GOA) which has been proven and tested to help in investigating and solving the issues
of power delays/imbalances. On the other hand, the traditional, PSO techniques have limitations
of shedding the excess amount of load or insufficient loads. However, methods such as the adaptive
are the most appropriate in this approach because they determine the amount of load by measuring
the derivatives of frequencies. Additionally, GOA is considered a new metaheuristic optimization
algorithm and is used with UFLS to obtain the optimum solution for load management with a fast
response. GOA can successfully prevent the unnecessary shedding of loads, which boosts the
power system security and proposed method has capable of minimize the frequency recovery
communication delays and frequency fluctuations.GOA which involves several sets of equations
for investigating the impact of communication delays which forms the best background of solving
several problems facing the power grid systems that causes the delays. Therefore, GOA method
can best work within a given local area to avoid the spread to other regions within the grid network.
The Rwandan government should adopt and utilize the techniques in its fast-growing grid system
which will increase its stability and performance.
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Paper C: Decreasing the Negative Impact of Time Delays on Electricity
Due to Performance Improvement in the Rwanda National Grid.

Abstract — One of the most common power problems today is communication and
control delays. This can adversely affect decision interaction in grid security management.
This paper focuses on communication signal delays and how to identify and address
communication system failure issues in the context of grid monitoring and control, with
emphasis on communication signal delay. An application to solve this problem uses a
thyristor switch capacitor (TSC) and a thyristor-controlled reactor (TCR) to improve the
power quality of the Rwandan National Grid (RNG) with synchronous and PV generators.
It is to counteract the negative effects of time delays. To this end, the TSC and TCR
architectures use two methods: the fuzzy logic controller (FLC) method and the modified
predictor method (MPM). The experiment was performed using the Simulink MATLAB
tool. The power quality of the system was assessed using two indicators: the voltage index
and total harmonic distortion. The FLC-based performance was shown to outperform the
MPM for temporary or permanent failures if the correct outcome was found. As a result, we
are still unsure if TSC and TCR can continue to provide favorable results in the event of a
network cyber-attack.

Keywords: communication and control; Rwandan National Grid (RNG); fuzzy logic controller
(FLC); power quality; modified predictor method (MPM).

C.1 Introduction

The modern grid has a large number of controllers in the measurement of electricity that are
widespread in different parts of the world, such as generation, transmission, and distribution, for
which control and construction often lead to delays in communication [1]. As the system becomes
more complicated, new technology phasor measuring units (PMUs) are created to measure
dynamic data from the power system, such as voltage, flow, demand angles, frequency, and power
factor. Global positioning system (GPS) satellites synchronize all the collected information with
PMUs. Signals such as voltage response, speed response, rotor angle, and so on are evaluated and
transmitted to the control center. Because the PMUs must send signals to the control center, they
depend on various communication infrastructure [2], which introduces time delays. Delays
between the moment of measurement and the signal reaching the controller are generally in the
nanoseconds to seconds range, depending on location, structures, and various other parameters
[3,4]. The quality of the electricity supplied to a customer is referred to as power quality [5]. In
order to maintain the reliability and cost of electrical machinery, it is necessary to maintain and
improve the comfortable energy of the machine. In this article, we use a combination of
a thyristor switch capacitor (TSC) and a thyristor-controlled reactor (TCR) [6-8] to make an
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energy-friendly improvement for a hybrid machine. The total voltage deviation (TVD) at the point
of common coupling (PCC) is sent to the TSC and TCR controllers. All of these measurements
are collected and delivered via the PMU. This causes a delay and delays the controller input.
Previously, several studies on the effects of time on the control mechanism and feeding system
have been performed [5,9-12]. Furthermore, several studies have been performed with the aim of
minimizing the negative impact of delays on system performance [13-17]. All of these available
solutions to mitigate the effects of delays are considered to be ongoing delays, time-varying delays,
or random delays [4].

The inter-area oscillations of a multiarea-linked power system could be successfully suppressed
under the impact of time-varying delays on a wide-area communication network, according to Li
et al. [18]. Bilinear transforms were used to obtain a discrete-time model of a long-range
attenuation controller. Zappone et al. proposed a new approach to power control for wireless
networks [19]. This approach optimized both the energy efficiency and the latency of the
communication together, taking into account the quality of the service constraints associated with
the maximum bit error rate or the minimum achievable bit error rate [19]. Sargolzaei et al.
concentrated on time delays introduced into the control system by hackers to destabilize the
system, and a time delay estimator was modified using an indirect supervisor and a modified
minimum average. A squared minimization technique that tracked the time delay introduced by an
attacker used model reference control [20]. Alexander et al. proposed an enhanced time delay
compensator (ETDC) approach that managed varying time delays, introducing the perspective of
network latency instead of dead time; also, the ETDC took advantage of real signals and
measurement transmission procedures in WAMS, building a closed-loop memory control for the
power system [21]. The authors of [22] addressed the time delay effect of wide-area monitoring
and control systems (WAMCS) in smart power grids, which can have a significant impact on
system stability. The main purpose was to perform a detailed WAMCS delay analysis in the event
of a network failure.

In addition, [23] addressed the issue of delay minimization for wireless sensor network (WSN)
relay-based delay minimization routing (DMR) and cooperative delay minimization routing
(CoDMR) issues. This work suggested a greedy technique for finding a workable DMR and
CoDMR scheme with low overall total energy cost, energy balancing, and latency when using
binary fields. In [24], Hai proposed a time synchronization solution based on time division long-
term evolution (TD-LTE) frame synchronization to improve the accuracy by correcting the delay
caused by the radio propagation path. In this work, Padhy described a time delay compensation
(ATDC) method’s system, structure, features, and implementation strategy, as well as timing
accuracy. In [25], a compensation technique was proposed that took into account the time-varying
delay of wide-area power grid stabilizers. In this task, Zhang considered splitting a finite random
delay into multiple delay intervals and designed a compensator for each interval. In addition, a
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predictive-based hierarchical delay compensation method was proposed at the data-processing
level to handle delays in a wide-area control system (WACS) power system [26].

Although, as mentioned earlier, much work has been conducted on time delay impact and
techniques for minimizing it, most of these analyses have been performed in the steady state of the
power grid. None of the studies has looked at the influence of time delay, as well as how to reduce
the negative impacts of a delay by using a TSC and TCR approach in the event of a failure to
enhance power quality under fault situations.

Predicated on this context, this paper presents two methods, a fuzzy logic controller (FLC)-based
method and a modified predictor method, to reduce the harmful effects of time delays on power
quality management with a combined thyristor switch capacitor (TSC) and a thyristor-controlled
reactor (TCR) for reactive power compensation in the situation of a hybrid electric grid comprised
of sequential and changeable irradiances with a temperature PV plant. The FLC method was
chosen because it can manage the nonlinear behavior, instability, inaccuracy, or fluctuation of
input parameters and allows for the incorporation of expert knowledge into control rules
[2,16,17,27,28]. This type of controller works well under shifting system parameters and with
moment signals. In terms of reducing the negative impacts of temporal delays, the FLC-based
technique outperforms the modified predictor method. Two indices are utilized to evaluate the
system’s power quality: the voltage indication and the total harmonic distortion (THDu). At
several sites in the electrical network, such as the Kigali National Grid (KNG), temporary and
permanent faults, both balanced and unbalanced, are investigated.

The following is the structure of this paper: Section C.2 covers the proposed study’s Kigali
National Grid power system model. Section C.3 discusses communication delays with the
combined TSC and TCR controllers. Section C.4 discusses ways to reduce communication delays.
The simulation findings are described in Section C.5. Finally, Section C.6 gives this paper’s
findings.

C.2 Kigali National Grid Description

Generally, the study shows an analysis of the performance of a region (surrounded by a red marker)
with one central, regional power station in central Rwanda in the Great Rift VValley of central Africa
where the African Great Lakes region and east Africa converge, and the behavior in the electricity
map is as shown in Figure C.1. The solution is based on the Kigali National Grid (KNG) system
and includes the integration of a PV farm, as illustrated in Figure C.2, to test the suggested
technique’s applicability to a complex power system. The details on the network data, generators,
excitation systems, and PSSs are as follows. Generators 1-6 had local PSSs installed. The PV farm
is located near the SS9 Mount Kigali substation.
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The automated voltage regulator and the governing control models were installed on synchronous
generators. This system had eleven substations that were linked together via transmission lines. In
addition, twenty loads, such as Load 1, Load 2, and Load 20, were connected at separate buses.
Loads such as Load 5, Load 13, and Load 16 employed in the case study were voltage-stiff
nonlinear loads [29-32]. Section C.6 demonstrates and explores the nonlinear characteristics of
nonlinear loads, i.e., the harmonic spectra of these loads.
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Figure C.1: Estimated location of electricity transmission and distribution network, Source:
REG [32].
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Figure C.2: Kigali national grid system with five coherence areas.

In this research, a 94-Mvar thyristor-switched capacitor bank (TSC) and a 109-Mvar thyristor
controlled reactor bank (TCR) linked to the substation Mount Kigali SS9 bus through the
secondary side of the transformer were employed to improve power quality. The measurements
utilized in the hybrid system stated above may be found in the study's appendices, and the solar
power plant has a capacity of 0.25 MW. Table 1 provides an overview of the model's many
components. Transmission and distribution voltage ranges ranging from 110kV to 15 kV are
included in the present model. Rwanda's highest voltage network is now 110 kV, with intentions
to upgrade to 220 kV soon [33].

In this study, we used data collected from the Energy Utility Corporation Limited (EUCL) at
Rwanda Electricity Group (REG). The data collected was intended to match the output of the
algorithm used. With regard to freight and emergency analysis, we have collected information on
the real power and causes of the bus and cargo buses, the real energy needed and the distribution.
The details of the research are attached to the back pages of this report [30]-[34]. The use of the
Data of Utility Data Center and the Power National Dispatching Center are recommended for full
access information required for this research.
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Table C.1 Number of components in system model.

Devices Numbers
Substations 11

Shunt Reactor 1
Capacitor Bank 2

Buses 69
Machines 6

Loads 20
Branches 13
Two-winding transformers | 27

PV System 1

C.3 Communication Delay Issues with Combined TSC and TCR Controller

As demonstrated in Figure C.1, TSC and TCR can be utilized in tandem to govern the reactive
power flow from the source to the loads. The separate modules are connected together to provide
maximum flexibility to the consumers’ loads by concurrently changing the switching of the
capacitor banks in discrete numbers in the TSC branch and constantly modifying the flow of the
current in the inductor in the TCR branch. It is possible to obtain completely stepless control by
coordinating the control between the continuous reactor and the capacitor stages (which are
discrete).

Dynamic control strategies of coupled TSC and TCR methods have continuous control, almost no
transients, and reduced harmonic production (due to the regulated reactor rating being tiny in
comparison to the overall power flow) with control and operation flexibility [35,36]. The drawback
of the TSC-TCR method compared to TCR- and TSC-type compensators is the greater installation
cost; nevertheless, the cost can be repaid in a shorter period of time: in the long term, this plan is
more cost-effective than paying the Electricity Authority for KVA demand charges on a regular
basis. A static VAR system compensates for reactive power delivered into the line in a rapid,
smooth, and stepless manner. It guarantees that bus voltages are accurately controlled throughout
a wide variety of loads.

C.3.1 Combined TSC and TCR model

The TSC-TCR was linked to the general grid line, as indicated in Figure C.3. Six thyristors were
linked to the capacitor, while the other six were connected to the inductor [37]. The thyristors were
used to convert these capacitors. The reaction capacitor’s capacitance, C, was 94 Mvar, while the
inductor’s capacitance was 109-Mvar. It only worked when the error rate between the voltage lines
was more than 2%. The controller’s output was alpha (o), which was used to modify the thyristors’
pulses. The control of switching TSC and TCR for fuzzy input is shown in Figure C.4. It is worth
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noting that this one-of-a-kind fuzzy controller could help assist other delay reduction approaches,
such as PSS and PSS fuzzy.

Figure C.3: TSC-TCR 3-phase circuit diagrams with grid connection concept.

Co—sr 1

Change V{Qs)

EE—

FUZZY CONTROLLER

LIMITER Alpha output

Figure C.4: Control block for switching of TSC-TCR.
C.3.2 Causes of electrical network communication delays

Connectivity delays in the hybrid power grid include signal transmission from PMUs to control
centers, control centers to controllers, analog-to-digital conversion, online calculation of global
input variables, and signal time synchronization utilizing GPS. As a result of this delay, controllers
and system performance will suffer [1]. In wide-area control system communication networks,
data is sent in packets. Serial delays, defined as the time elapsed between two consecutive bits of
data supplied, are one type of temporal delay [38]. A different type of delay is between packet
serial delays, which are defined as the time gap between two consecutive data packets. The time it
takes for data to be transferred through a network and then resend to another location is known as
routing delay. The time it takes to send data via a communications channel is known as propagation
delays. As a result, the following equations may be used to express the entire time delay:

T=TS+Tb+Tp+Tr (1)
Py (2)

T, = —

S D-r
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3)

Where Ty is really a sequential delay; T, represents a difference between latency. T, is just a phase
delay. T, is still a transportation delay; P, is now a packet size (bits/packet). D, is really the data
transmission rate; [ is the length of the network connection, and v seems to be the data transmission
speed [39].

C.3.3 TSC-TCR Controller Time Delay Issue

Figure 5 displays TSC's GPS-based shut control system. The controller input is gathered from the
control center, as shown in Figure C.5, and delays are created throughout signal transmission,
causing a production of such controller output (alpha) to be delayed, reducing the system's power
quality. Figure 5 depicts GPS-enabled feedback control. It's also important to note that such delays
affect both transmission and distribution connections. As illustrated in Figure C.5, the speed
equivalent signal from each generator is routed through filters and an A/D adapter. The digitalized
rate equivalent signals from the generators are then routed to a central control office, where they
are synced using a GPS receiver. The synchronized signals are used to calculate the total W and
time derivatives of TKED. The time derivative of the TKED signal is then given as data output to
the other fuzzy controller input. In this case, instructions might be transmitted and received by
wireless or fiber optic.

Effect of TSC-TCR :_ Synchronous generators in power network
|
ﬁ
L B e T T
|
Voltage Voltage
signal signal
I Filter I I Filter I ------------
TSC - TCR
A/D A/D |eesccccssss= A/D
y Converter Converter Converter
‘ (2 v ¥
| Digitalized voltage signal |
Fuzzy controller L

|

w Time & Synchronizing signals

AV

Central Control Office
( Vigrar )

Figure C.5: GPS-enabled shuttered monitoring system.
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C.3.4 Performance Expectations

Additionally, temporal delays are introduced as during continuous computation of such partial
derivatives for TKED, due mostly to data propagation across optical fibers or wireless, A/D
transition, determination of W cumulative, while also period derivation of TKED, and signal data
communication using GPS. Time delays may have an influence just on control logic, affecting the
minimization of shaft torsional oscillations. As a result, while studying a decrease in shaft torsional
waves, such constraints must be considered. In most circumstances, time delays might vary from
several microseconds to a few more hundred milliseconds [38]-[41]. Comprehensive simulations
are done in this work utilizing a variety of common time delay settings. Section C.5.2 describes
some of the simulated occurrences that correspond to a 900 ms significant delay.

C.4 Modeling the problem to suggest a solution includes developing communication delay
reduction solutions.

C.4.1 Method Using FLC

A two-input-based FLC method was used in this work to reduce the negative impacts of time
delays on the TSC performance. The FLC inputs were the voltage-level fluctuations at the PCC
and V, as well as the latency of the control input (D). The controller’s output was alpha (a), which
was the thyristor’s firing angle. The signal delays ranged from 100 to 900 ms during the controller
design phase, which covered all the practical scenarios [40,42]. The following is a description of
the planned FLC.

During the fuzzification process, the membership grade was determined. Both the inlet and outlet
triangles formed control parameters, as depicted in Figures C.6 and C.7, and were obtained after a
sequence of trial and error. It is worth mentioning that, when additional fuzzy measures were set,
such as nonlinear regression features, and were examined and tried, the system functioned
admirably. Unfortunately, in several cases, the input and output membership algorithms produced
great outcomes. This is why triangle membership functions were used for this study. Figure C.6
depicts the symbols NB (negative large), NM (negative medium), Z (zero), PM (positive medium),
PB (positive big), N (negative), and P (positive). In Figure C.7, the membership functions of the
thyristors’ firing angle (alpha), are NB, NM, Z, PM, and PB. Throughout this work, one continuity
formula [41] was used to determine the degree of crisp values:

fai () =%(b—2|x—a|) (4)
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Where py; (x) is the value of the membership grade, "x" is the value of V and D, a is the position
where the membership grade is one, and b is the length. In this work, Table C.2 shows 15
guidelines for items such as the independent variables, V, and outcome variable. The management
guidelines were published with certain system functioning, as well as a defect detecting technique.
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Figure C.6: Fuzzy controller input membership function (a) AV. (b) Delay.
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Figure C.7: Membership functions of fuzzy controller output Linear.

Table C.2 Membership functions of input and output

AV INBINM | Z PM | PB
D
N PB|{PM | Z |NM|NB
Z PB|PM | Z |NM|NB
P PB|{PM | Z |NM|NB

Formula (5) indicates the extent of conformance W; of every fuzzy set using Mamdani's technique
[41].

W; = i (AV) X ug;(D) ©)
Where p,;(AV) and ug;(D) are membership grade values, in addition "i" is the provision of the

section. The following middle area approach was used to compute the thyristor firing angle «.

_ WG (6)
W;

(0.8

Where C; is the fuzzy logic - based table's value for «.
C.4.2 Adapted Predictor Method

The signal in Figure C.8 was adjusted for transmission delay using the suggested improved
predictor approach before being sent to the controller. Figure C.9 depicts the flow diagram for the
updated predictor approach. Before sending the delayed signal into the controller, the prediction
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method's algorithm can alter it to the original curve. The prediction approach is versatile in that it
can adapt to any controller. If the time delay is t,, the predicted AV could be determined given the
level in comparison, previous recorded points, and estimation [43].

AVp = AVprevious + tyAVc (7)
AV, — AV
Ay = 20k = BV (8)
At

With p indicating a predicted position, k represents the observed location position; ¢ represents a
steady value, and AV represents the rapidity at which the controller's signal changes. ¢ was 0.25,
as determined through trial and error.

ty

Signal AV —
Signal delivered Predictor T nput Fuzzy
Controller

Delayed
signal

Figure C.8: Predictor model.

— A/D Converter
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Fault
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Calculation

v
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Figure C.9: The improved prediction method's diagram layout.
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C.5 Simulation Results and Discussion

This study investigates the effect of latency issues on the effectiveness of a TSC-TCR device for

increasing hybrid power system efficiency. The suggested method is simulated in this section using
64-bit MATLAB version 2020a.

C.5.1 PV Jali in Grid-Following mode, PQ control, and irradiance variation

As can be seen from the figure C.10 results, our grid has a Jali PV plant which is based on SS9
Mount Kigali. In its operation it is based on inputs conduction of temperature and irradiance,
therefore the temperature has a range of 25-45 °C and the irradiance has a range of between 200-
1000 W /m?. Figure C.10 shows how V,. and P,. change depending on temperature and
irradiance, and then the measured values at 10 second (On-Grid) show that active power and
reactive power are required for Load 20 and Filter C before working with the grid on SS9 Mount
Kigali. By going on the grid, it appears that there is a power drop but it is able to support Load 20,
moreover when it is completely off you see that there is a disturbance in the measurements obtained
from all the G1-G6 generators.
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Figure C.10: Variations of Jali PV module parameters with irradiance and temperature.

Table C.3 shows the simulated power flow results for a solar panel connected to the electric
network at various levels of solar irradiance with demand. As demonstrated in Table C.3, the power
generated by a solar panel was related to its solar irradiation. There are several types of testing.
The first alternative is that when the PV system's output power exceeds the power load, the excess
electricity is consumed by the utility grid. The second option is that if the PV system's power
generated equals the power demand, no power will be supplied to the grid. Once the energy
generated from the PV plant is inadequate for self-sufficiency, in the third situation, the solar panel
and the grid will be shared to provide the load. As we have shown, employing around 30°C with

400 W /m? provides us with the optimum option to serve our utility grid based on Mount Kigali
SS9.
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Table C.3 Power flow simulation results for the planned system for various levels of solar

irradiation.
No| Temperatur | Irradiatio | V,, P,;. | Active Power | Load
e nw/m?) | (V) | (Kw) (Kw) capacit
(°C) PV | Grid y

(Kw)
4 45 1000 481.2 | 2415 | 1175 |-1325| 250.8
3 35 600 493.4 | 148.6 |730.6 |-50.9 780.9
2 30 400 497.2 199.75 | 489.6 | 356 133.6
1 25 200 4959 |49.67 |245.9 |-2459 | 300.4

Figures C.11 and C.12 show how the grid behaved at different times. For example in Figure C.11
and the PV was removed when there was an example r separated by the Grid and operating at 45
degrees and 1000 degrees of irradiance. These changes were observed from 0 to 18 seconds and
affected the active power, reactive power, P, and V. grids.
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Figure C.11: P,;. and V. grid-connected PV inverter power conversion signal four step-
irradiance.
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Figure C.12: PV active and reactive power outputs.

C.5.2 Effect of Time Delay without Minimization Methods

The modeling tests showed how much communication latency was accepted by the system in order
to maintain the system stability. The impact of time delay was assessed from the following
perspectives: without communication delay, as well as with the lowest and maximum
communication delays that the system could tolerate in order to maintain acceptable performance.
When there was a delay of 900 ms in the generator, the system responded to the failure scenario
(G1-G6). As seen in the graph, due to the delay, it took the controller longer to detect the defect
and respond to it. The controller could still provide a strong damping performance and efficiently
compensate for the delay.

When there was a delay of 900 ms in the generator (G1-G6), it took longer for the controller to
respond to the issue. The controller still provided sufficient damping performance. The entire
Kigali National Grid (KNG) system, however, grew unstable. The simulation findings from the
study implied that low latency communication was required to preserve the system’s stability. The
longer the communication latency, the slower the control operations, which could lead to power
system instability and oscillation. The control system experienced increased system overshoots
and longer settling times when network delays grew from 100 ms to 900 ms.

Figure C.13 of the active power and reactive power shows how different changes occurred on the
grid when the shunt reactor and the two capacitance banks started to work from 10 s when there
was a 7 s inundation of the PV system. At 18 s, there was an impact when the Jali PV plant was
disconnected.
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Figure C.13: System responses to fault scenario with constant time delay of 900 ms (a), 100 ms
(b).

C.5.3 The proposed method's performance in terms of the voltage index

In this work, the influence of latency upon the performance of only one fuzzy regulated TSC-TCR
was first explored. It was determined that raising the controller signal's significant delay decreased
the controller’s performance. The voltage responses at the PCC for both permanent and temporary
three-line-to-ground (3LG) failures at location A without any controller, no latency, and a 900 ms
delay are shown in Figures C.14 and C.15. Table C.4 displays the voltage indicators for such 3LG
faults at sites A, B, and C. The indices in Table C.5 show that the delay time degraded the
efficiency of the TSC-TCR controller.
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Figure C.14: 3LG permanent faulty PCC voltage at B.

——Voltage at PCC for 3LG temporary fault with 900ms delay
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Figure C.15: 3LG temporary faulty PCC voltage at B.

Table C.4 Voltage’s indices.

Fault | Fault | No Controller | Predictor | 1-Input | 1-Input fuzzy +900
type | point Method fuzzy ms delay
A 0.2201 0.1975 0.1797 0.1904
3LG B 0.2035 0.1932 0.1772 0.1892
Term C 0.2201 0.1961 0.1798 0.1905

As previously stated, with the efficiency of a suggested delay reduction strategy, the voltage index
Vindex, presented below, was used, where AV represents the total voltage variation of the
generators, and T represents the simulation period of 20.0 s. The smaller the index value, the higher
the functionalized.

T
V; = f |AV |dt
index o (9)
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Table C.5 shows the voltage indices at the PCC during permanent and temporary 3LG faults with
delays approaching 900, 700, 500, 300, and 100 ms at power system locations A, B, and C using
the modified predictor-delayed minimization strategy, as well as the fuzzy-regulated delayed
reduction technique. The result indicators clearly show that fuzzy controlled methodologies with
updated predictor techniques were helpful in decreasing latency issues while improving the system
voltage stability. Furthermore, the enhanced prediction approach was outperformed by the fuzzy-
regulated strategy.
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Table C.5 Voltages Indices at PCC.

Delay | Fault | Fault Voltage Indices at PCC
Value | Type | Point No Predictor Fuzzy
compensation method method
A 0.2201 0.1967 0.1797
LG B 0.2035 0.1942 0.1772
900 |Temp| C 0.2201 0.1968 0.1798
ms A 0.1973 0.1897 0.1727
LG B 0.0521 0.0189 0.0172
Perm | C 0.2088 0.1897 0.1727
A 0.2265 0.1990 0.1823
LG B 0.2079 0.1943 0.1773
700 [Temp| C 0.2265 0.1991 0.1741
ms A 0.1975 0.1911 0.1741
3LG B 0.0660 0.0169 0.0132
Perm | C 0.1975 0.1911 0.1741
A 0.2085 0.1975 0.1805
3LG B 0.2072 0.1932 0.1762
500 [Temp| C 0.2213 0.1961 0.1791
ms A 0.1885 0.1881 0.1711
3LG B 0.0848 0.0218 0.0048
Perm | C 0.1885 0.1463 0.1293
A 0.2105 0.1984 0.1804
3LG B 0.2060 0.1927 0.1747
300 [Temp| C 0.2168 0.1948 0.1768
ms A 0.1960 0.1897 0.1717
3LG B 0.0715 0.0482 0.3213
Perm | C 0.1995 0.1866 0.1656
A 0.2030 0.1947 0.1767
3LG B 0.2019 0.1889 0.1720
100 | Temp| C 0.2140 0.1920 0.1742
ms A 0.1857 0.1766 0.1596
3LG B 0.1117 0.0566 0.0405
Perm | C 0.1664 0.1489 0.1472

A three-phase failure occurred on the Ndera and Gasogi Lines (Line 3-8) for 0.009 s between t; =
1sec and t, = 0.009 sec. The usefulness of TSC-TCR with the fuzzy logic control was
demonstrated in this model. Figures C.15 and C.16 depict fuzzy TSC-TCR modelled using
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Simulink/MATLAB. When a fault occurred, the TSC-TCR attempted to sustain the voltage by
injecting reactive power onto the line if the voltage fell below the reference voltage (1.009 pu).
With the fuzzy (TSC-TCR) controller in the system, the PCC terminal voltage oscillated less and
stabilized faster, as shown in Figures 14 and 15. When Lines 2-8 failed because of fault B, the
terminal inter-area voltage V amounts of inter-areas 1-2, 2-3, 1-3, and 1-4 were also affected, as
shown in Figures C.14 and C.15. Figure C.15 shows that the system was constructed with a fuzzy
(TSC-TCR) controller. At t, = 1.009, 0.2 s after the fault was cleared, the controller stabilized
the active power differential faster.

Table C.6 demonstrates the PV generator voltage indices for both temporary and permanent 3LG
faults at power system locations A, B, and C with 900, 700, 500, 300, and 100 ms delay for the
fuzzy-controlled delay reduction approach and the improved predictor delayed optimization
methodology. According to indicators, fuzzy-controlled techniques with predictive methods could
minimize the delay and improve the voltage profile in the hybrid grid. The improved predictor
approach, on the other hand, outperformed the more-fuzzified, regulated strategy.
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Figure C.16: Inter areas voltage for 3LG permanent fault at B.
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Table C.6 Voltage indices of PV plant

Delay | Fault | Fault Voltage Indices at PCC
Value | Type | Point No Predictor Fuzzy
compensation method method
A 0.2128 0.1898 0.1698
LG B 0.2055 0.1966 0.1776
900 |[Temp| C 0.2128 0.1976 0.1776
ms A 0.1090 0.1060 0.0789
LG B 0.1651 0.1551 0.1351
Perm | C 0.1828 0.1091 0.0891
A 0.2126 0.2084 0.1894
LG B 0.2043 0.1978 0.1778
700 |[Temp| C 0.2265 0.1992 0.1802
ms A 0.1059 0.1093 0,0893
LG B 0.1659 0.1560 0.1352
Perm | C 0.1827 0.1093 0,0893
A 0.2128 0.2097 0.1897
LG B 0.2044 0.2004 0.1814
500 [Temp| C 0.2128 0.2035 0.1845
ms A 0.1061 0.1095 0.0895
3LG B 0.1669 0.1406 0.1216
Perm | C 0.1819 0.1095 0.0895
A 0.2032 0.2059 0.1876
3LG B 0.2042 0.2053 0.1844
300 [Temp| C 0.2085 0.2056 0.1846
ms A 0.1059 0.1091 0.0891
3LG B 0.1655 0.1594 0.1384
Perm | C 0.1678 0.1095 0.0895
A 0.2089 0.2090 0.1872
3LG B 0.2110 0.2066 0.1756
100 | Temp| C 0.2135 0.2080 0.1915
ms A 0.1062 0.1094 0.0894
3LG B 0.1664 0.1597 0.1297
Perm | C 0.0111 0.0109 0.0074
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C.5.4 Plot Performance of Proposed Risk Mitigation Methods

Figures C.16 and C.17 represent voltage changes at the PCC as a result of both 3LG temporary
and permanent failures at location A with a 900 ms delay. The responses show that delayed
minimization techniques worked well and enhanced the power performance of the system. In terms
of improving hybrid grid power quality, the results also suggest that the fuzzy-logic-controlled
strategy beat the modified predictor method. The proposed approach’s efficacy in limiting the
negative impacts of delay and enhancing the system power quality was proved. Therefore, the
fuzzy-logic-controlled technique beat the improved logic-controlled predictor method. Figure
C.18 shows the fluctuation in the active power of the generator in the test system (G1-G6). When
the three-phase failure occurred, at t; = 1 the two generators immediately dropped out of the
synchronization process.
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Figure C.17: Inter areas voltage for 3LG temporary fault at B.
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Figure C.18: Output active and reactive power for 3LG permanent fault at B with constant time
delay of 900 ms (a), 100 ms (b).

C.5.5 Methods THD Performance of Suggested Minimization Methods

Equation (10) depicts the total harmonic distortion of the PCC voltage. The THD compares the
harmonic currents to a basic element of the voltage or current signal [44], in which V1 is the
fundamental voltage, while V2, V3, ..., I}, represent cognitive harmonic parts of the PCC voltage

[4]:

THDu _ \/(VZZ + V22 + V22 + b + VZZ)
Vi

X 100% (10)

Table C.7 shows the THD values for both temporary and permanent 3LG faults with 900, 700,
500, 300, and 100 ms delays for the predictor latency reduction approach with the type- 2 fuzzy
delay reduction method for power system sites A, B, and C. According to the THDu results, the
fuzzy-regulated technique and the prediction method both efficiently minimized the delay effects
and increased the system power reliability. In contrast, the enhanced predictor strategy
outperformed the fuzzy logic steady electric approach. Furthermore, the oscillations presented a
positive way to decrease harmonic currents in the voltage, at which the THDu in the PCC with had
no control system with the modified predictor controller, although with type-2 fuzzy controller
was proposed in the case of a 3LG temporary fault at location A for the 900 ms delay. The
harmonics were shown to be reduced in the settings of the recommended controllers. Furthermore,
the enhanced prediction approach was outperformed by the fuzzy-regulated strategy.
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Table C.7 Total Harmonic Distortion at PCC.

Delay | Fault | Fault Voltage Indices at PCC
Value | Type | Poin No Predictor Fuzzy
t compensation method method
A 1.5086 1.2950 1.2587
3LG B 1.6314 1.6116 1.5076
900 | Temp C 1.5012 1.2954 1.2591
ms A 3.0263 2.1098 1.8618
3LG B 1.6136 1.0170 1.0043
Perm | C 3.0570 2.3504 2.1024
A 1.5991 1.3768 1.3405
3LG B 1.5934 1.2957 1.2594
700 |Temp| C 1.5856 1.2186 1.1823
ms A 5.9040 4.3510 3.6399
3LG B 4.8460 1.6722 1.5682
Perm | C 5.9040 1.4579 1.3559
A 0.7082 0.2515 0.3256
3LG B 1.4309 0.2999 0.3412
500 |Temp| C 1.2684 0.2515 0.3256
ms A 8.4230 5.8590 5.3300
LG B 3.3157 2.1337 1.8857
Perm | C 8.7550 5.9864 5.4574
A 1.1173 0.2832 0.3489
3LG B 1.2487 0.6805 0.7429
300 |[Temp| C 1.2663 0.2145 0.3045
ms A 6.3820 4.5632 4.3752
3LG B 3.9496 2.1593 1.9713
Perm | C 5.5660 3.8029 3.1509
A 1.0109 0.3693 0.3861
3LG B 1.2750 0.3627 0.3854
100 | Temp| C 1.2105 0.2981 0.3124
ms A 5.3580 4.6171 4.1621
3LG B 3.5670 3.1431 2.4911
Perm | C 3.3347 3.0456 2.9016

Each of these methods was useful in assessing the impact of antitraumatic activities caused by
errors occurring in three different locations. Thus, Table C.8 outlines the pros and cons of each,
indicating the advantages and disadvantages of certain approaches.
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Table C.8: Advantages and disadvantages of FLC and MPM control techniques.

Approach’s

Advantages

Disadvantages

Fuzzy Logic
Control
method

1. Uncertainties could be

handled to a certain level
Good robustness  (High
precision THDu), strong
anti-interference ability, no
need for precise models

FLC is not useful for programs
that are much smaller or larger
than historical data

Poor ability to generalize outside
the training range

For more accuracy, needs more
fuzzy grades wich results to
increase exponentialyy the rule

Modified
Predictor
Method

Provides good performance
(THDu) in the especially
when having very small
changes AV at Point B.
Strong  robustness, low
requirements for model
accuracy.

Heavy calculations, not suitable
for fast time-varying systems

C.5.6 Nonlinear Load Harmonic Spectrum

The study’s harmonic power flow types were employed for network distribution in three-phase
balanced and unbalanced categories. At the specified time domain, the coordinating force was
applied. Connectivity was also achieved in a number of other harmonic modes. The previous
harmonic list employed in the research included seven spectra. Figure C.19 depicts the harmonic
spectra in the form of the voltage, current, and nonlinear properties of the PCC employed in this

investigation.
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Figure C.19: Harmonic spectrum of voltage in PCC for (a) no control, (b) predictor controller,
and (c) fuzzy controller methods.

C.5.7 TSC and TCR's cost-effectiveness

Surprisingly, TSC-TCR is an expensive tool that is becoming increasingly important in energy
systems due to key features such as high speed, efficiency, and real-power management
capabilities, among others [25-35]. Depending on their potential benefits and the environment,
parts of the TSC-TCR system are expected to offer better storage and use to facilities in the future
[36-40]. While the price of the TSC-TCR components may appear high at the moment, long-term
research and development is expected to lower prices and improve grid security technology.

C.6 Conclusions
The impact of time delays on a mixed electric grid was investigated in this work, and two

approaches for minimizing the bad consequences of latency affecting TSC-TCR electric
improvements were proposed. Temporary and permanent faults, both balanced and unbalanced,
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were considered at various locations throughout the power network. Based on the simulation
results, the following conclusions and recommendations can be drawn:
1) The presented strategies were suitable in minimizing the negative impact of significant
delays on the hybrid power system power quality improvement;
2) In most cases, fuzzy-controlled methods represented excellent alternatives to modified
predictor methods;
3) It was possible that the burden could be controlled if the response was fast (less than 1 s),
which could help in inertia response;
4) The plan to use SVCs and shunt reactors is not enough when using TSC-TCR (in the REG
situation of resolving the Shango SS1 and Bugesera SS11 connection problems).

Other creative techniques, such as genetic algorithms and branch-and-bound methods, should be
developed and evaluated in the future, allowing the application of fuzzy MPC methods to reduce
the detrimental impact of random delays. In addition, delays caused by cyber-attacks should also
be evaluated, as well as relevant mitigation strategies. Moreover, it would be fascinating to
demonstrate the efficacy of the suggested approaches in a big power grid, such as the IEEE 118-
bus test system and others, where THDu values can exceed 10%.
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Paper D: Effect on transient stability and analyses resulting from a cyber-attack on
frequency relay device

Abstract — Intelligent networks are the common form of cyber-physical networks,
which provide a strong connection between cyber communications and physical networks.
As smart grid applications and technologies are developed and put into use, cyber security
is becoming a serious problem. Therefore, it is crucial to research how cyber-attacks effect
on frequency relay device of the smart grids. The impact of cyber-attacks that cause
information network latency and their effects on transient stability are covered in this
research. The cyber-attacks were carried out using measurement results devices, such as an
SVC or STATCOM linked to such grid. This study suggests two new approaches created on
nonlinear controller (NL) and PI controller to mitigate the adverse special effects of cyber-
attacks on the mentioned-on relay, and a new detection and mitigation method based on the
voltage starting point for the FACTS. Case studies that examine the effects of fixed
communication delays on transient stability of voltage and angle on the grid system are
provided. Two methods of cyber-attack are reviewed and their impacts are demonstrated
using the MATLAB Simulink-implemented Kigali national grid (KNG). According to
simulation studies, a number of network delays brought on by cyber-attacks can cause the
system to become unstable. Then, suggestions are made to improve electrical security in the
event of cyber-attacks, damage and delay in the future power system grids against potential
cyber-attacks.

Keywords: Smart grid, cyber-attacks, network delays, transient stability, SVC and STATCOM,
Kigali national grid (KNG).

D.1 Introduction

Electrical utility systems are increasingly integrating technological devices with sophisticated
surveillance and control applications to run into the needs of the future energy infrastructure. This
encourages the creation of intelligent grids, which are intended to contain considerable amounts
of distributed generation units, decrease carbon emissions, and manage electricity supply in a
dependable and efficient manner [1].

To improve power system operations, several power network technologies, which including
Advanced Metering Infrastructure (AMI), Flexible AC Transmission System (FACTS), Wide
Area Metering System (WAMS), and Demand Response (DR), are widely used. The primary
aspect of these apps is their dependence on enhanced two-way connectivity, which therefore
unavoidably exposes them to cyber-attacks.[2][3]. In addition, the topographical thinning out of
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smart grids also provides an opportunity for potential attackers to carry out a cyber-attack or a
physical attack [4].

To investigate the consequences of cyber-attacks on electrical network, a variety of approaches
have been implemented, including risk evaluation, framework design, test platform design, and
computer hackers modeling. Power system cyber vulnerabilities have been found in [5], [6]. A
methodology for analyzing the effects of cyber-attacks was put out in Reference [7], employing
engaged diagrams to characterize both the cyber and physical units. Some academics have focused
on the network latency brought on by Denial-of-Service (DoS) cyber-attacks in order to study the
influence of cyber-attacks [8]. A logic-controlled brake resistor was subjected to a series of
predetermined delays in Reference [9]. A significant delay might cause the test system to become
unstable, according to simulation results in the research [10].

There are various test beds which utilize use of "co-simulation™ technologies have been created
recently in instruction to improved analyze the interplay in the middle of fake communications
and physical control systems. In [11], researchers created a test environment in lieu of SCADA
security study and executed a Distributed DoS attack at digital substations, subsequent in
transmission line overload. Researchers created another test bed in [12], where a concerted DoS
assault was launched against the control center of distributed energy resources (DERs). The
network latency caused a line to become overloaded.

The authors have previously studied the effects of cyber-attacks conducted against a a static
synchronous compensator (STATCOM) and a static var compensator (SVC) on the stability of the
power system during transient periods [13]. In order to mitigate the effects of flicker and maintain
the voltage level, static var compensators (SVC) are addressed concerns about computer hackers
on electric arc furnaces (EAFS), that could lead to connectivity concerns in SVC measuring data
or relevant information [14]. A variation attack occurred against an SVC in [15], and simulation
results revealed that when strong positive biases were used, the generators might lose
synchronization. It is demonstrated in [10] that a cyber-attack on an SVC may result in system
angle and voltage instability, which is followed by physical failures. In [16] discusses a few cyber-
attacks on FACT devices used in power systems. This study demonstrates that an SVC might be a
possible target for a cyber-attack by an enemy looking to breach the EAF system.

To address this issue with cyber-attacks, this effort goes through one of the essential parts of a
smart grid, voltage boost plans like SVC and STATCOM are utilized for VAR adjustment to
enhance electrical energy transfer. There are many forms of cyber-attacks that can target the
communication paths between the control center, measurement unit, and field operation[17].
Therefore, it is essential to research how unstable voltage support devices affect system stability.
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The power grid behavior during faults and cyber-attacks could be significantly different and need
in the direction of be considered while performing a risk assessment [18]. The preceding study
assumes that network delays are exclusively caused by cyber-attacks, disregarding the regular
network delays that are present throughout data transfer. In addition, it is in the past that the
concentration is always assumed to be constant in the dynamic-flow analysis, which is not taken
into account in the steady-static analysis. Moreover, the steady-state analysis cannot handle
sequential switching events as well as post-disruption response. To address these gaps, this paper
studies the dynamic effects of network latency analyses of a real interconnected power system
during different types of cyber-attacks and network delay. However, the researchers have only
examined the effects of one type of attack, which is the time delay switch, and the analysis of the
effects of different types is not clear. Common switching attacks, data integrity attacks and DoS
attacks are the most likely to cause false traffic-commands on relays.

As a result, this paper presents an experimental transient stability study based of the results during
several cyber-attack study of frequency relay on the Kigali National Grid (KNG) bus system is
presented. As an outcome, the hard work done in this research provide a new wide scope for
investigating that creating new network delay induced by cyber-attacks detection and mitigation
strategies that make use of nonlinear process reactions system features.

The remains of the paper is prearranged this way. Section D.2 focuses on cyber-attacks on network
communication. Section D.3 reviews control of the voltage in the power system and stable
transients. In section D.4, the description of a simulation results and discussion. In last Section
D.5, this paper concludes the conclusion of this research and future directions.

D.2. Network communication cyber attacks

A collection of protective settings for a digital frequency relay—the primary target of cyber-
attacks—that include built-in digital logic processing capacity are addressed in this section. Figure
D.1 depicts a simplified schematic representation of the digital under and over frequency relay.
Communication methods that allow operators and customers to obtain the information instantly
are being incorporated into smart grids more often. This necessitates data transmission between
the switch center and end consumers, considerably facilitating power network operation [10].
Meanwhile, new cyber vulnerabilities are always being developed. A cyber-attack like a denial-
of-service attack, manipulation attack, Restart communication attack and Switching attack, etc.
can be readily carried out by a possible threat who is acquainted with network topologies
[5][16][17]. The emphasis of this research is network latency because it is the cyber-attack result
that is most frequently highlighted. This part describes cyber-attacks on transceivers technologies
that result in system delays.
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D.2.1 Cyber-attacks delaying the network

Propagation, transmission, queuing, and processing delays are all types of network delays. Cyber-
attacks that are successful can 1) lengthen the line to increase transmission and queuing delays,
and 2) use compute resources to increase processing delays. Since many of the protocols used in
the existing power system are not sufficiently safeguarded, attackers may launch a variety of cyber-
attacks [20]. The following introduces common cyber-attacks that cause network lag.

D.2.1.1 DoS attack

In an attempt to destroy resources, denial-of-service attacks aim transport network and system
programs. Two denial-of-service assaults are included in the data sets. The improper cyclic
redundancy code (CRC) attack injects numerous network packets into a network with incorrect
CRC values. The network master traffic jamming method applies a non-addressed slave address
to send accidental information to random end point addresses indefinitely.

DOS assaults on the cyber system try to deactivate applications operating on system endpoints that
operate the system, log data, and manage communications. DOS attacks on the physical system
range from control device, switch opening and closing to the destruction of elements of the
physical development that avoid action. This paper focuses on denial-of-service attacks on the
communication system.

D.2.1.2 Switching attack

Switching attacks are often relay tripping attempts or assaults on the switching mechanism that
alter the CB's mode of operation. Considered is a stochastic shifting vector input S(x, t)eR™*1,
wherever S(x, t) determines as soon as a specific breaker should be opened or closed for a certain
switching attack.

S, t) = [5,S; ...S,,]7 = [00...0]7 (1)

Where m is the quantity of under attack CB, might be the attack vector. A numerical relay, which
panels the tie-line CBs and may potentially have an influence on the protection of a generator
substation, is vulnerable to a mischievous switching physical attack from an outside attacker [18].
Such assaults may separate the generating substation from the break of the grid and knock out a
particular interconnector in the middle of two locations, which will impact the flow of power
through tie lines.
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Figure D.1: Attacks on comparable distributed generator circuit with a frequency relay that
operates synchronously with a utility.

D.2.2 Modeling for network delays

The latency throughout this study is simulated using one of the most extensively adopted delay
models in sensor network examination: constant interruption [21][22]. By changing the
communication link's constant values, it is simple to mimic fixed delay. A pseudo random seed
can be used to produce an exponential distributed delay at random. Because it is created at random,
we refer to it as "random delay.” An exponential distributed delay's probability density function
(pdf) [23] may be described as follows:

1
—e B x>0

fGB) =48 (2)

0, x<O0

When the exponential distribution's mean value is the scale parameter § > 0, which is a
distributional constant. Larger delays may be seen when g is increased.

D.3 Control of the voltage in the power system and stable transients
D.3.1 Control of power system voltage

Power system security operation is very concerned with the stability of the contemporary, linked
power system [24]. Bus voltages are crucial to the stability of the power system. System instability
and even a voltage collapse might be brought on by poor voltage profiles. Therefore, maintaining
bus voltage within a reasonable range is crucial for the proper operation of the power system and
voltage regulation. An effective voltage control technique to increase the constancy of the power
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system voltage is reactive power compensation. In addition to excitation switch in generating units,
Power electronics have lately grown in favor because of their quick reactive power management
[10][25].

D.3.2 Cyber-attacks on SVC and STATCOM

The typical components of an FCTS are an SVC and STATCOM controller, at least one activator,
such as a thyristor switched capacitor (TSC) and a thyristor controlled reactor (TCR) [26].
Measurement signals are received by the SVC controller from a distributed wireless or wired
network. This is a collection. Depending on the control technique used by the SVC controller, the
signal may originate from nearby measuring tools in the similar substation or/and from a distant
bus. Cyber-attacks, like those described in section I1, can be launched by a prospective attacker to
impede the transmission of data from sensing devices to a controller and then from the controller
to the operator.

By communications resonance appeal packets with an SVC, STATCOM controller's IP address,
for instance, a hacker can launch a switching or DoS attack using getting plenty of additional
network components should respond with Network interface. A lot of information volumes
lengthen processing and waiting times. By changing the time stamp of packets, a switching attack
may also be used to impede communication between a sensor and a controller. The SVC and
STATCOM control blocks are represented in Figure D.2 and Figure D.3. The voltage at Mount
Kigali SSB 9 bus is linked to the situation value, and the difference is then transmitted via a Pl or
NL controller to calculate the shunt capacitance. By adding a cyber-attack bolted fault on
frequency relay, two case studies were performed.

Vrer FC

— Viax /L0

K (1+sTy) (1 + sT) - 1 + 3 5
(14 sT3) (1+ sTy) 1 1- 5T, ”

Figure D.2: Schematic of the SVC control loop

Vurn

166



Vier

/— Viax /_ Virax

(1+ sT) of (14T
{1+ sT3) Tl (1 sTy) P

Vaarrw —/

Figure D.3: Schematic of the STATCOM control loop.
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D.3.3 Suggested Control Algorithms

Various types of electrical network flaws take a direct effect on PCC voltage. Therefore, restoring
the PCC voltage as soon as possible to the necessary level following cyber-attacks is our main
objective. To reduce the negative effects of cyber-attacks on the SVC and STATCOM system two
types of controllers have been proposed in this work: a basic non-linear controller and a PI
controller. The fundamental algorithm for the suggested detection and mitigation strategies is
depicted in Figure D.4. The PCC voltage serves as the proposed controller's input. The voltage
deviation (Vpcc) at the PCC is checked as the first step in the planned detection and moderation

method. Any variation, if present, denotes one or the other a network issue or a cyber-attack.
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Figure D.4: Proposed control algorithm for SVC and STATCOM.

D.3.4 Proposed Mitigation Methods

D.3.4.1 Non-Linear Controller for SVC and STATCOM

Non-Linear Controller for SVC and STATCOM as the electricity grid remains extremely non-
linear, grid technologies of non-linear controllers in network is widely favored. Any nonlinear
differential equations or mathematical model can regulate this step response. A basic nonlinear

formula has also been employed under this study, as illustrated below:
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erref(SVC) = (Kl X |AVpcc|2) (3)

erref(STATCOM) = (Kz X |AVpcc|2) (4)

Where AV, is the controller's input and K; and K, are constant values. The necessary values of
the V., £(SVC) and V., (STATCOM) @€ achieved by adjusting the values of K; and K,. The

parameters were chosen such that the controller could tolerate any voltage fluctuation, from
extremely high to extremely low.

D.3.4.2 Pl Controller for SVC and STATCOM

One of the most common controllers that is often utilized in automation and control is the PI
controller. The following transfer function has been applied to the PI controller in the Laplace
domain(s):

1
Vorpep(sve) = |AVpCC| [Kpl + ;Ku] ©)
1
erref(STATCOM) = |AVpcc| [sz + ;Kiz] (6)

Where the proportional and integral gains of the PI controller are, correspondingly K, K, and
Ki1, Ki». The controller's input is AV,., and its output variables are Vorrep(svey Voryep(sTarcom)

respectively. These parameters were discovered by using trial and error, and they are capable of
mitigating any sudden change in the input.

D.3.4.3 Mitigation Technique for FACTS

The IGBT gate signals and the power level of the energy storage are both monitored by the
suggested mitigation method for the FACTS. Any alteration in the gate signal value activates the
controller and supersedes the SCADA signal. The gate signal is reset to the necessary constant
values, bringing the P, value back to 2 MW.

D.3.5 Transient stability of power systems

The capacity of an connected synchronous coordination to reestablish synchrony as well as a state
of operational balance following exposure to a practical disruption is known as power system
transient stability [27]. Power system stability may be classified according to the factors measured,
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like direction, amplitude, and oscillation. This study examines how cyber-attacks affect voltage
stability and angle stability. Two stabilization criteria, the voltage quality index and the angle
accurate parameter, were used to assess the impact of cyber-attacks on the power system's transient
stability.

D.3.5.1 Angle stability and angular stabilization factor

Angle stability refers to a power system's ability to maintain synchronization in the face of a
disturbance by keeping or recovering the balance across physical and magnetic force [28]. To
analyze a movement of a mono synchronous machine, utilize the simplified swing equation (2)
[10].

dzeo
=TT )

Where 6 is the rotor's angular position, / would be the combined inertia moment of both the paired
compressor and rotor flux mass, while T;, and T, denote the hydraulic and electromechanical
rotational torque, respectively [13]. An angle stability index [28] is presented to measure the effect
of cyber-attacks on point of view constancy or stability (3) [10].

360° — 8,0y

=2 Tmax . 1009%,—100 < 7 < 100 8
3600 + 8,70 % 1 (®)

Y]

Where the post-contingency system’'s maximum angle separation between any two generators is
denoted by 6,,.,. Be aware that n > 0 and n < 0 signify stable and unstable states, respectively.

D.3.5.2 Voltage Stability and Voltage Stability Index

When a disturbance occurs, a power system's capacity to keep the voltage at all buses within a
given range is referred to as voltage stability [24][29]. Protective relays may trip a circuit breaker
as a result of a degraded voltage profile, or cascade failures may result.

D.3.6 Case study: Kigali National Grid

In this study, the Kigali national grid (KNG) bus test system is taken to study the impression of
cyber-attacks purposes on fleeting stability (Figure D.3). Total 95 MW loads are connected to the

system and six generators of 154 MVA, 110 kV and 50 MVA, 16.5 kV (generator 5) and one
infinite bus are connected to support the power demand of the system. Infinite bus, generator 5 is
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connected to Mount Kigali Sub Station 9 (Mount Kigali SS9) respectively. CBs and relays are
used to connect and disconnect generators and transmission lines on a substation.

Smart meter instruments integrated in relay stations at various substations detect voltages and
currents and generate CB tripping commands. Each separate bus in the model depicted in Figure
D.3 represents a substation to which relays and breakers are linked. Mount Kigali Substation 5 is
an example of a remotely situated switchgear that is susceptible to hacking. Hackers use the
electronic protection coordination relay RG5 to launch various forms of cyber-attacks and to
maliciously operate the CB BR 5. The total frequency of the system is 60 Hz [18]. The loads,
generators and transmission lines data have been shown in REG reports [30][31].

The following two conditions must be met by load bus voltages in accordance with the Kigali
national grid guidelines [32] following an incident or breakdown that results in the defeat of a
particular component of the national grid: 1) The voltage dip/sag shouldn't be greater than 25%;
and 2) The dip/sag in voltage cannot be greater than 20 percent for extra than 20 cycles (330
milliseconds in 60 Hz settings). The bus voltage stability index was demarcated as the longest
period for a load bus system is lower than 0.8pu, out of all bus voltages, based on these parameters
and the fact that all the contingencies examined in this research result in voltage dips.
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Figure D.5: Kigali national grid system.
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D.3.7 System Modeling

Transient Security Assessment Tool (TSAT) of the DSAToolsTM platform type 13 was used to
model this system [33]. TSAT is a time-domain modeling program created by analyzing the
dynamics of power systems. Every one machine was represented as a synchronous round-rotor
generator with a power system stabilizer and exciter (PSS). Constant PQ loads were used to mimic
the system's loads. Transmission lines and transformers were modeled using Pi models. Utilizing
blocks from the element library, UDM enables a user to construct a custom control function. We
stored a number string with random delays in a lookup table. The string was created at random by
MATLAB. In the simulation, TSAT applied the delay to the SVC, and STATCOM controller after
progressively reading the number from the lookup table. Table D.1 displays the angle, frequency
and voltage stability indices for these three scenarios of 3-phase bolted fault at Gikondo SS7 bus
at 15s which became exonerated afterward 67ms by opening line 6-7. Although the system was
angle stable in the absence of SVC, the voltage stability condition failed. Because the voltage
stability index (8.48%) exceeded the maximum allowable level (7%) without controller. In the
case of SVC and STATCOM, both the angle, frequency and voltage stability indices were
improved. As we have been able to see from others who have tried to use the IEEE 39 bus, it is
found that the national grid is very difficult to achieve, and the Stability Index Angle and Voltage
are larger than what they see, as you can find in this paper written by Bo Chen [13].

According to the optimum allocation stated in [34], SVC and STATCOM are anticipated to be
allocated at SS9 Mount Kigali. With a fixed capacitor of 10 MVar, the capacity varies between -
50 MVAr to 50 MVAr. As a result, the customizable capacity ranges between -40 MVAr to 60
MVAr. With the assistance of SVC and STATCOM, the transient voltage profile can be assured
to meet the standards in the event of a transmission line contingency. Figures D.6 and D.7 show
the control blocks for the SVC and the STATCOM. Due to space constraints, the properties of
SVC and STATCOM are not fully shown in Figures D.6 and D.7. According to their V-I
characteristics, the SVC and STATCOM controllers will be disabled when the measured voltage
falls below 0.7 pu [35]. They will then form a fixed capacitor. When the observed voltage falls
below 0.3 pu, STATCOM will be isolated.

Table D.1 Transient response index for scenarios with and without SVC, STATCOM when
faced to a DOS attack

Case Case Transient Stability Indices
No Description Angle | Frequency | Voltage
A | Without controllers | 26.98% 02.77% 0.394%
B | WithSVC 24.45% 01.62% 0.146%
C | With STATCOM 22.93% 06.61% 0.131%
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D.3.7.1 Cyber Attack Scenarios

The attacker can perform cyber-attacks when the electric grid is in a regular, warning, crisis,
severe, or rehabilitative state. As a result, different scenarios should be taken into account
depending on when cyber-attacks are conducted. Due to a lack of available space, this research
examines the possibility of simultaneous, backup cyber-attacks.

D.4. Simulation results and discussion

This division comprises the findings of 11 TSAT case studies. In cases 1-6, a system equipped
with an SVC experienced a fixed delay caused by cyber-attacks. For example, Case 1 wen no
network latency was taken into account for comparative reasons. For examples 2—6, fixed delays
varied from 100 ms to 900 ms, with a 200 ms step. Designed for each case, the fixed delay of the
lookup table was between 100 ms and 900 ms. All these 6 cases compared the time difference
between the two cyber-attacks on the frequency relay of Generator 4 and Gikondo SS7, which was
a 3-phase bolted fault on generator bus 6 at time 10.0 s for DoS attack and 6.0 s for Switching
attack.

To demonstrate a DoS attack scenario, at 10.0 s, a three-phase on ground fault is smeared to line
generator 4 to Jabana SS5 bus. Although the over frequency protection relay RG4 detects the over
frequency instantly, the execution command has been delayed by 0.4 s due to the DoS attack, and
the CB GRA4 trips after 0.6 s. Such a delay violates the power system's standard and has a significant
impact on its dynamic behavior. In power systems, a 0.2 s delay is reflected the processing and
communication time to complete the tripping command. The system becomes more unstable than
the typical cleaning time as the fault lingers longer than the normal performance time (0.2 s). All
of this made it feel under the load break down to about 5s of simulation. After three steps to break
the load, about 18 s, system. The frequency starts to recover because generator 5 is ready because
it has to deal with load shedding, and it is a swing type machine while the others are PV type
machines.

D.4.1 Effects of fixed network delay at SVC

Table A.2 displays the angles, frequency and voltage stability indices for cases 1-6. In case 1, the
added facts controller was zero. In other words, this case did not model any fixed delay network
on the SVC controller system. In contrast, most cases 2-6 (with Dos fixed delays) demonstrated
lower angle stability index, frequency stability index and voltage stability index when compared
to case 1 (no delay) [13][36]. Increases in delay length steadily (100 ms — 900 ms) lowered both
indices in cases 2—6, but the system remained unstable (n > 0). In cases 1-6 of disturbance caused
by switching attack, but the system remained stable (n > 0) and even a better reduction in the
results of NL compared to PI. According to the results of SVC table 2 it is that the controller like
Pl would use 300 ms and 500 ms it causes a problem so that pvcc appears to be unstable and while
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in the results of STATCOM table 3 it is that when the controller Pl uses shows the problem of
unstable at 700 ms and 800 ms.

D.4.2 STATCOM's constant network delay effects

The angle, frequency, and voltage stability indices for cases 1-6 are exposed in Table D.3. Each
example was fixed delay periods with various sets of random relays with the same g value. The
system remained stable in all circumstances due to fixed delay (n > 0).

Figures D.6 and D.7 depict the generator frequency, angles, inter areas electrical energy. In that
figures, the STATCOM controller received measurement values with a 900-ms delay. This created
a delay in STATCOM output. As a result, the voltage at PCC bus changed more dramatically,
causing relative generator frequency and angles to take longer to stabilize. In Figure D.7,
STATCOM output in case 6 (Dos attack) increased Vpcc to 1.2 p.u. at 8 seconds while decreasing
Vpcc to 0.4 p.u. at 10 seconds. In comparison to instance 1, STATCOM in situation 6 engrossed
reactive power as soon as Pcc bus required the aforementioned the greatest. This represents the
most catastrophic scenario. When the generator angles diverged, the system became unstable.
From the results found in figures D.6 and D.7 and Table D.3, it is found that our controller works
so well that the NL method is improved than Pl in the case of switching attacks and in the event
of a sudden attack such as DoS, PI is the best one as shown in Table D.3.

Cyber-attacks are becoming more and more capable of opening the power lines in the generator
bus 5. After that, the frequency decreases or increases below the acceptable limits as shown in the
above diagram. This causes the bottom of the load line to collapse which occurs within 30s of the
simulation. Usually, switching frequency begins to restore after three phases of loading, which
takes around 6 seconds. It finally settles to a frequency lower than the standard 60Hz. As a result,
a cyber-attack results in a load of 90 MW, corresponding to something like a complete blackout.
Finally, the network is showing up and it has been found that the effect of different attacks depends
on the technique and the way to protect the network, DOS continues to show less effect compared
to the switching attack though. Another result is that in this way it is possible to compare the load-
shedding method to improve the efficiency of the Kigali national grid.

In summary, network delays persuaded by cyber-attacks might reduce the system's transient
stability margin or make it unstable. Outsized fixed delays might cause the gird to become unstable
like in DoS. In contrast, fixed delay has less of an impact on transient stability at switching attack.
After that, according to the results in Tables D.2 and D.3, there is a critical value such that the
voltage values are higher than 1 which makes our system work in a bad way, which means that the
system is in unstable.
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Table D.2 Angle and Voltage stability indices for SVC cases 1 to 6.

Case | Fixed | Cyber Transient Stability Indices
No. | Delay/ | attack SvC
p PI NL
Angle | Freq | Voltage | Angle | Freq | Voltage
(%) | (%) (s) (%) (%) (s)
1 0 DoS 27.93 | 0.823 | 0.5400 | 24.00 | 1.623 | 0.1594
2 100 ms | DoS 27.63 | 6.567 | 0.4900 | 24.00 | 1.623 | 0.1468
3 300 ms | DoS 27.38 | 4.838 | 1.9310 | 24.00 | 1.620 | 0.1172
4 500 ms | DoS 27.37 | 1.278 | 1.1430 | 24.00 | 1.624 | 0.1756
5 700 ms | DoS 28.59 | 12.81 | 0.4040 | 24.00 | 1.614 | 0.0864
6 900 ms | DoS 25.06 | 39.50 | 0.4180 | 24.00 | 1.622 | 0.1441
1 0 Switching | 29.13 | 01.65 | 0.0004 | 5.594 | 0.202 | 0.0123
2 100 ms | Switching | 28.87 | 01.74 | 0.1078 | 5.679 | 0.212 | 0.0979
3 300 ms | Switching | 28.48 | 02.51 | 0.0881 | 6.338 | 0.531 | 0.0726
4 500 ms | Switching | 27.97 | 03.55 | 0.0449 | 6.848 | 0.099 | 0.0334
5 700 ms | Switching | 27.52 | 04.02 | 0.0211 | 6.825 | 0.171 | 0.0024
6 900 ms | Switching | 27.21 | 04.20 | 0.0187 | 7.328 | 0.195 | 0.0008
Table D.3 Angle and Voltage stability indices for STATCOM cases 1 to 6.
Case | Delay/ | Fixed Transient Stability Indices
No. B Cyber STATCOM
attack Pl NL
Angle | Freq | Voltage | Angle | Freq | Voltage
(%) (%) (s) (%) | (%) (%)

0 DoS 26.96 | 1.1280 | 0.6961 | 22.93 | 6.612 | 0.1318
100 ms | DoS 26.63 | 4.4470 | 0.6795 | 22.93 | 6.612 | 0.1315
300 ms | DoS 26.32 | 2.3630 | 0.1220 | 22.93 | 6.611 | 0.1384
500 ms | DoS 26.66 | 16.260 | 0.0566 | 22.93 | 6.611 | 0.1320
700 ms | DoS 23.95 | 18.320 | 3.6300 | 22.93 | 6.612 | 0.1311
900 ms | DoS 23.38 | 29.560 | 4.4782 | 22.93 | 6.612 | 0.1291

Switching | 40.65 | 24.970 | 0.00150 | 6.204 | 0.141 | 0.00065

100 ms | Switching | 40.56 | 24.590 | 0.00278 | 5.879 | 0.012 | 0.00214

300 ms | Switching | 39.66 | 22.090 | 0.00239 | 5.766 | 0.048 | 0.00166

500 ms | Switching | 38.49 | 19.090 | 0.00242 | 5.438 | 0.074 | 0.00060

700 ms | Switching | 37.49 | 16.700 | 0.00095 | 5.324 | 0.147 | 0.00062

OO BRI WINFP OO WIN|F
o

900 ms | Switching | 36.84 | 15.120 | 0.00096 | 5.976 | 0.073 | 0.00273
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Figure D.6: Microgrid frequency, angles and voltages STATCOM output in event of DoS attack
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Figure D.7: Microgrid frequency, angles and voltages for STATCOM output in event of
switching attack

D.4.3 Comparisons of facts controller

Based on the results of Figure D.8, it shows that the performance of STATCOM is much better
than that of using SVC and STATCOM during the attack through frequency relay. Going to the
modern or new function shows that STATCOM solve a lot even though it is an obstacle to fraud
as shown in table D.4. In these instances, the potential cost of FACTS controllers must be
considered. FACTS controllers are really costly when compared to ordinary devices. The
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estimated cost is also determined by the quantity of the FACTS controller's set and adjustable parts
[37].

Without controller|
SVC PI
[——SVC NL
4 |~—STATCOMPI
——STATCOM NL

10.02  10.04  10.06  10.08 - . .
1.5 12 125 13 -

0 5 10 15 20 25 30
Time in second

—Without controller
SVC PI

——SVC NL

— STATCOM PI

[——STATCOM NL 1

0 5 10 15 20 25 30
Time in second

(b)

Figure D.8: Comparison of various controllers for the simulation results.

Table D.4 Comparisons of facts controller.

Facts devices | Improved Load flow | Voltage | Transient | Dynamic
power system control | stability | stability
stability

STATCOM Yes Medium High Medium Medium

SvC Yes Low High Low Medium

D.5 Conclusions and Plans

This paper addressed cyber security concerns in the Kigali national grid. The findings of fixed
delay tests of two cyber-attacks impact on transient stability of smart grids using voltage support
devices, such as SVC or STATCOM, were then presented. In the investigations, the attacker got
access to the communication link between the sensor and the frequency relay device's controller
and manipulated it by inserting an unexpected signal into the measurement data. To assess the
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impact of the assaults on network dynamic response, three stability indices for angle, frequency,
& voltage profile have always been utilized. According to simulation studies, cyber-attacks on
frequency relays could reduce the system's stability margin or potentially make it unstable.
According to NL and PI results, NL is more effective during various attacks and is employed for
STATCOM than SVC. The effectiveness of the attacks was found to be highly dependent on the
type of attack magnitude and support device. Additional research would consist of a more complete
assessment of the influence of cyber-attacks on other power grids, research into new prevention
methods, or the development of mechanisms for identifying cyber physical security vulnerability.
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