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FOREWORD

The ever increasing digitization of all the operations of the grid has led to the
birth of the smart grid (SG), which is an electricity grid equipped with bi-direction
flow of both electrical energy and information. The system is empowered with smart
devices throughout its segments that utilizes intelligent communication capabilities for
different services and applications. However, the high frequency of communication
renders the system prone to cyber-attacks as the medium of communication is over a
public channel. Therefore, provision of security by design is the ultimate solution to
safeguard the SG as it is a critical infrastructure. Nevertheless, the solutions is
employed by using cryptographic measures which involve mathematical techniques to
realize desirable standards for security, such as data confidentiality, authentication and
integrity to prevent cyber-attacks. Various researches have endeavored to address the
security and privacy concerns existent in different application scenarios of SG.
However, the challenge of balancing between system efficiency and robust security
provision rises. For instance, many schemes in SG communication are prone to
common attacks or are based on computational intensive mathematical operations.
Thus, this work aims at addressing these cyber-concerns with cryptosystems based on
elliptic curve cryptography. Elliptic curves are choicest mathematical structures for
security designs because their keys have small sizes, and subsequently have reduced
storage and transmission requirements. The realization of these security features is
based on either public key or private key cryptography or a combination of both, which
is called asymmetric cryptography. By using asymmetric cryptography we designed
certificate-less cryptosystem to achieve privacy preserving data aggregation and
anonymous key agreement in an internet of things (1oT) enhanced SG that removes

key escrow problems for the trusted anchor. The proposed schemes have
significant comparative advantages over relevant related works in the sense of
achieving robust security with optimal computation and communication overhead. The
merits of the work are validated by the determination of formal security proofs and
performance evaluation respectively.

AUGUST / 2022 Thokozani Felix Vallent
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Chapter 1

Introduction

Smart grid (SG) is a digital communication based technology that detect and react
to real time changes in the energy supply system enabled by distributed intelligent
devices collaborating in an Internet of Things (IoT) manner for various automated
services. The interplay of smart devices forms an intelligent system that is open to ver-
satile applications, besides mere generation of energy. In this way various inter-operable
intelligent devises are planted all the way from the generation, through to transmission
up to distribution of power to the end consumer. So smart grid uses digital commu-
nication technology to detect and react to changes in near real-time throughout the
energy supply chain segments.The coordination of these integrated intelligent devices
empowers the system to be most reliable, responsive and resilient to faults occurrences,
self-healing, efficient, sustainable and ensures provision of clean energy [1-4]. Thus, the
development of smart grid has attracted multifaceted technologies that ensure power
system planning, optimal system operations. An example of peripheral technologies to
smart grid relates to distributed energy resources, electric vehicles, consumer manage-
ments among others. The smart grid has trans-formative advantages to the traditional
grid in numerous ways. The on going transformation is enhanced with IoT integration
by utilizing the information obtained from the devices to achieve various real-time based
system monitoring [5|. Smart grid ensures power quality, reliability, increases consumer
choice, resilience, integration of distributed energy resources and improves efficiency
of existing network systems [1, 6, 7]. So this great feature of the grid of connecting
the components of the electricity grid via communication networks, such as Internet
or wireless sensor networks, IoT, to gather data about the grid’s status and ensuring
satisfaction of consumer needs has engendered the birth of network based digital tech-
nologies in smart grid operations.

The advent of these versatile technologies are now very useful in incorporation of
environmental friendly alternative energy sources of which have variable power output
like solar energy, wind energy and other variable sources like plug-in-hybrid-electric
vehicles (PHEVs) . One such roadway energy source is on the utilization of energy
harvesting systems by electric vehicles (EVs) from the solar radiation or mechanical
vibrations induced by passing vehicles [8]. By utilizing various energy sources, smart
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grid system overcomes the restriction of a single source-based energy system thereby
circumventing either intermittent or low power generation [9, 10]. In this way the
grid is able to warrant a balanced electricity levels by means of incorporating various
distributed energy sources [11].

The real-time system monitoring is empowered by two-way flow of information and
electricity and this in turn ensures, equilibrium energy balance and energy conservation,
thereby assuring sustainable energy supply. So smart Grid is an improved grid enhanced
with intelligent decision making in its operations and applications. Due to this two way
communication, the utility provider and the consumer stay in touch and cooperatively
co-work in all matters concerning system monitoring and control. This intelligent sys-
tem awareness is an enabling factor for incorporation and emergency or other versatile
smart technologies like renewable energy injection into the system, electricity energy
storage and microgrids, and vehicular ad hoc networks (VANETS) technology into SG
[12, 13]. Beyond electricity management according to supply demand by utilizing sen-
sors, SG has many more advantage which are no longer a fantasy but a reality for
modern grid system. Thus, SG is advantageous in so many ways as it can integrate
isolated technologies that enables energy management, carbon emission reduction by
incorporation of distributed energy resources, broaden electricity generation to meet the
ever increasing demand of power and seamless fault detection. These applications of
the grid enhances electricity generation and distribution in optimal ways. For instance,
there is huge saving of electricity wastage by demand response services. Demand re-
sponse (DR) is the effective way of balancing of electricity generation against demand,
is achieved by liaising with customer side to reduce consumption during peak demand or
system emergency to ensure stable power supply [14]. In demand response, customers
are encouraged to use high intense consumption electrical appliances during off peak
periods with attractively low tariffs on such time intervals. In smart grid technology,
EVs can also be used as generation source as well as temporary storage infrastructure
[15]. So electricity can ply between vehicles to the grid and vice-versa in accordance to
the interplay of demand and supply. In this sense, the exchange of electricity among
vehicles in recharging/discharging is applied to VANETSs for location based services
related electricity supply. Consequently, there is communication for electricity related
services for purposes of regulating energy reserves, storage, selling out in vehicle-to-
grid (V2G) or Vehicle-to-Vehicle (V2V) | energy transmission from the grid-to-vehicle
(G2V) , but we will refer to both as V2G communications for simplicity. However, the
V2G communications encounter cyber-threats in relation to malicious disclosure of the
identity or location of the EV’s owner identity as well as being prone to denial of service
(DoS) attacks.

However, the biggest concern in realization of the full potential of SG pertains to
information security and privacy-preservation, due to the usage of smart automated
devices which communicate between power providers, services providers and the con-
sumer. Obviously, the system would fall prey to malicious parties wishing to hack and
take control of system activities for monetary gain [4, 16]. Since smart grid faces various
challenges during this initial stages such as installation and implementation not limited
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to, network latency, interoperability and scalability issues, and reliable cyber-security
fortification [17].This calls for cyber-security solutions that safeguards the grid opera-
tions in different ways according to user or operations specifications. For example, there
is need to provide robust authenticated key agreement mechanisms that ensures secure
communications of concerned entities in the grid [18]. Furthermore, secure lightweight
data aggregation schemes that ensure efficient communication with significant band-
width optimization are also needed. Improving the techniques to include aspects of
privacy-preservation, efficient and certificate-less is most desirable according to many
smart grid application areas. Thus, it is against this background that our work indulges
to provide an adequate solution for secure management and adoption of the smart grid,
reflecting the advanced applications of the unified NIST smart grid system model [19].

1.1 Generic System Architecture for Smart Grid

The smart grid system is fast growing and incorporates many multifaceted technologies
by intertwining electrical and digital communication. Since smart grid is capable of
providing electrical power from multiple and wide variety of distributed sources such as
wind energy, solar power systems, and perhaps even PHEVs, it has captured research
interest from academia and the industrial sector to ensure its full adoption. All these
functionalities of smart grid are facilitated by bi-direction flow of information or are
there to support the bi-direction flow of electrical energy for system decision making
or monitoring purposes. The smartness in smart grid is enabled by key technologies
throughout the supply chain of electricity such as: smart appliances at home area net-
work (HAN) , smart meter (SM), smart substations, super conducting cables, phaser
measurement units (PMUs) , integrated communication media. Of greater interest in
this research are matters pertaining to information communication of different entities
in the grid. Integrated communication technology is central to the real-time needs
of the system and normal operations. Depending on the application scenario, band-
width requirements and the segment of the grid different communication technologies
are employed like wireless or wired communication technologies. In terms of wireless
technologies WiFi, Zigbee, blue-tooth, Wi-max and other Low Power Wide Area Net-
work (LPWAN) protocols are used whereas technologies such as fixed lines, Fiber optic,
Programmable Logic Controllers (PLCs) , Broadband over Power Line (BPL) , Digital
Subscriber Line (DSL) . To ensure smooth implementation of integrated communication
technologies special consideration should be given to related issues that arise which are
the ease of deployment, the latency factor, data carrying capacity, security, privacy-
preservation, network coverage capability, standards and interoperability. The bearing
of this work falls around the security, privacy-preservation and communication latency
reduction aspects.

The system architecture of the grid comprises of power grid system and the infor-
mation communication systems as depicted in Figure. 1.1 that is based on the NIST
reference model of the standard architecture [20]. Overall the architecture has seven

3
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main inter-operable domains altogether which are: the bulk generation, transmission,
distribution, customer, service provider, market and operations domains. So these do-
mains functions are based on communication and smart sensor technologies. However,
communication systems comes with the drawback of cyber-security threats associated
with the Internet and all wireless communications. Cyber-security is a complex field of
its own that involves the organization and collection of resources, processes, and struc-
tures used to protect network systems and critical infrastructure from digital attacks
[21]. Subsequently, smart grid falls prey to malicious adversaries existing on all public
channels capable of eavesdropping, doing data modification jamming system control
messages or causing high scale system failure.
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Figure 1.1: Generic System Architecture for Smart Grid

The importance of information security and privacy-preservation in smart grid ap-
plications cannot be overemphasized as it is a critical infrastructure operating in an
insecure communication channel. This is the major reason why there is need to achieve
security by design for concerned network environment. To this tune, several research
works have been done in a quest to provide privacy-preservation as well as security for
smart grid communications. So its a general challenge to first resolve the cyber-security
vulnerabilities that put smart grid at high risk with the specific of Distributed Denial
of Service (DDoS) attack to impede execution of some services to users, false data in-
jection(FDI) to dupe the grid of the actual status information. Thus, the grid’s threat
model that arises can be categorized into the following major areas of concern.
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e User privacy concerns: Its a concern to protect the customer’s identity as well
as the confidentiality of the transmitted data in SG. For instance, by using data
analysis tools an adversary would extract personal information of users like what
appliances are mostly used and at what times. This breaches in customer’s infor-
mation privacy can be used maliciously by an adversary like to plan house break-
ing when users are not there. For industrial customers, an adversary can learn
about production line pattern, which is vital information to be sold maliciously
to company’s competitors. This entails customer privacy and data confidentiality
are aspects that must be satisfied in the grid.

e Data integrity concern: As the adversary has full control of the channel of com-
munication, she is capable of manipulating or modifying data in transmission
between intended parties in the grid. This can either be done by a dishonesty
customer attempting electricity consumption data forgery to fraudulently pay
lower bills. The adversary can as well carry out FDI attacks on distributed mea-
surement units to spread misleading false information about the status of the grid
to lead stray the control center into irregular decision making. This ultimately
and largely disturbs overall system operations, there by affecting normal service
delivery.

o System resource availability concerns: An adversary here indulges to make the
services unavailable to legal users in DoD or DDoS attacks. The adversary under-
mines system to affect its performance capacity by means of blocking, delaying
or spoiling AIM information in an attempt to make services unavailable to users
in the grid. This attack is typically present in wireless networks where the access
point can be flooded with interrupting signal [22, 23|.

It is generally understood in the research world and industry that the integration
of communication technologies to the grid operations give rise to cyber-security chal-
lenges already existing in related communication technologies. So the grid risks from
data integrity, identity and data confidentiality, network resource availability as well as
information availability. Thus, the scope of this work is concentrated on developing the
cyber-security solutions modeled to address specific security requirements for specific
communications and applications in SG, posing threat to the entire smart grid unified
conceptual reference model [24]. Therefore, this research work focuses on addressing
the cyber-security challenges present in the SG networks applications in three distinct
scenarios, by designing efficient and robust practical cryptographic techniques. The
proposed works leverage the grid of excess computation overhead thereby ensures pro-
vision of security while improving the SG network performance due to elimination of
system latency, of which can negatively affect grid operations. Details of the specific
solutions and different application areas of the grid are discussed in appropriate chap-
ters ahead.
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1.2 Problem Statement

Although the advancement of wireless sensor network communication technologies in
smart grid enables two-way flow of both electricity and information, it tends to open
up the system to cyber-security vulnerabilities which obstructs normal operation of the
system. As SG technology employs Internet Protocol (IP) empowered by bi-directional
communication, it is therefore inherently susceptible to all sorts of cyber-security threats
in terms of privacy and security breach. This research work seeks to design suit-
able schemes in safeguarding smart grid infrastructure in application technologies like
VANETSs communications, service provider and customer advanced metering infrastruc-
ture (AMI) communications. This work utilizes the merits of elliptic curve algebraic
structure over finite fields as the fundamental building blocks for efficient security pro-
vision. The elliptic curve approach is choicest security primitive, forbearing its security
advantages over mere finite field cryptographic approaches. So the goal is to achieve
overall system fluidity in communication by avoiding unnecessary latency effects as
a result of heavier computation operations used when designing security mechanisms
in SG applications [25]. So this work seeks to provide robust security and privacy-
preservation mechanisms in smart grid communications. Such mechanisms should be
applied in practical operations and applications such as electricity reading aggregation,
regulation of AMI commands between the smart meter (SM) and the control center
(CC) side. There are different techniques of ensuring security in SG such as, secu-
rity provision by hardware fortification like firstly usage of tamper resistant devices to
manually conceal the secret credentials and data. This approach is however, disadvan-
tageous to deploy for each and everyone of the milliard devices in the system. A second
mechanism is by applying signal distortion functions on the transmitted data, which
will be recovered back by the receiver. However, the draw back in this technique is the
involvement of complex data mining reversal operations. Indirectly, this research work
assists in availability of quality electricity since a secure grid ensures multiple sources
of renewable energy integration into the grid such as solar, wind, and other sources of
clean energy. In a nutshell, all desirable services of smart grid will be realized once the
security and privacy protection in smart grid is guaranteed. On the other hand, cryp-
tographic techniques are employed to ascertain data and identity security and privacy.
Thus, various public key security model have already been proposed in different studies
to provide the security requirements for safe communication. Commonly, these models
employ bilinear pairings, homomorphism, paillier cryptosystems to achieve the sought
after security and privacy-preservation [26]. However, some of the technique bear the
high computation and communication complexity drawback, which is not ideal for re-
source constrained devices glutted, ubiquitous computing network like SG. Therefore, it
is imperative to save the network latency effect by employing computational and com-
munication overhead friendly security approaches to leverage the smart grid of excess
network costs |26, 27|.
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1.3 Research Aim and Objectives

The main aim of this study is to address cyber-security challenges by devising optimally
efficient secure and privacy-preserving cryptographic schemes in AMI and other user
side wireless sensor network or IoT integrated applications in smart grid network.

1. To Design a practically efficient and secure certificate-less privacy-preserving com-
munication model for real-time smart grid applications in vehicular ad hoc net-
works (VANETS) and demand-side management (DSM) applications, that sup-
ports overall system regulation against dishonest actors.

2. To device an efficient asymmetric anonymous key exchange model for secure AMI
data communication in smart grid that precludes escrow powers of a trusted an-
chor of the system. This intends to rigidly upholds the communications, free of
breaches with respect to data integrity, user identity security as well as confi-
dentiality by any other malicious party emerging as privileged inside attacker or
ordinary ones.

3. To develop an efficient privacy-preserving key agreement or data aggregation
model for energy usage reporting in SG with ideal bandwidth consumption to
resolve overall system latency effects due to high generation of network data.

In line with the aforementioned objectives, this research develops secure communi-
cation models for user side applications and AMIs in SG. The scheme’s construction
will be clearly presented and validated based on formal and informal security analysis.
Furthermore, a performance evaluation comparison with most related relevant works
will be conducted to underpin the achievement of significant efficiency, reliability and
robustness as highlighted.

1.4 Mathematical Primitives

The whole work discussed in this research is based on elliptic curve cryptography (ECC)
, which is a public key cryptosystem based on elliptic curve theory which has well
known advantage of being a structure for faster and more efficient cryptosystems with
robust security. Koblitz and Miller designed ECC to be applied in resource constrained
environments |28, 29|, and it is the choicest cryptographic primitive in pre-quantum
cryptography era. ECC cryptosystems have low computational requirement and uses
short keys whilst achieving equivalent security as RSA algorithm with very small key
size. As such ECC saves on key storage capacity and has reduced processing overhead
by default [30]. Its properties are therefore viable for securing resource constrained net-
work systems that require seamless and real-time operations like IoT and SG system|31].

Elliptic curve: Given a prime number ¢, the equation y®> = 2? + ax + b mod p
defines an elliptic curve over a prime field E(F),), where p > 3,a,b € F, and satisfies

7



Chapter 1. Introduction

A = 4a® + 27b* # 0 mod p. The points on F, together with the point at infinity O
form an additive cyclic group G. Let P be the generator point of order n, the scalar
multiple operation is defined as, nP = P+ P+---+ P, n times addition, where n € Z7,
is a positive integer. So, there are a number of intractable problems in an elliptic curve
group G of order n, suitable for cryptographic purposes as there is no polynomial algo-
rithm to solve them efficiently by brute-force within probabilistic polynomial time.

FElliptic Discrete Logarithm (ECDL) Problem: Given an element () € G, the ECDL
problem is to extract an element x € Z;, such that () = zP.

FElliptic Curve Computational Diffie-Hellman (ECCDH) Problem: Given two ele-
ments zP,yP € G, with unknown elements z,y € Z;, the ECCDH problem is to
compute Q) = xyP.

FElliptic Curve Decisional Diffie-Hellman (ECDDH) Problem: No any probabilis-

tic polynomial time algorithm can distinguish between the tuples (P, zP;,yP;,T) and
(Pr, 2Py, yP, vy Py) where P, T € G, with unknown elements x,y € Z.

Thus, the trusted authority (TA) initiates the system by deciding of the secure
parameters that would be used for formulation of security algorithms. The TA will
decide on the type of elliptic curve, F : y* = 2? + ax + b mod p, the prime field F,
determined by the prime number p. So, E), define the elliptic curve points over the field,
F,. TA runs a set secure algorithm say, G(1)" to obtain {G, ¢, P}.The TA as a root
administrator chooses a master private key, say w € Z;, where ¢ is a prime number,
with a respective master public key €2 = wP. Then the public parameter are defined
as {¢,p, P,G,E,, F,,Q, H}, where H is a chosen secure hash function. Variants of such
parameters are used in the preceding works in this study according to system design in
achieving privacy preservation in smart grid network environment.

1.5 Outline of the Thesis

This thesis is organized as follows, Chapter 2, expounds on the main security and
privacy-preserving problems pertaining to real-time SG applications in a VANETS sys-
tem, AIMs communications and privacy-preserving data aggregation in SG setting and
literature. Chapter 3, presents the proposed solution for security and privacy chal-
lenge in SG application in VANETS, focusing at safeguarding identity privacy and data
integrity of vehicle owners during charging\discharging. The scheme has merits in
terms of validated security analysis and performance evaluation. Chapter 4, portrays a
proposed solution for secure and anonymous authenticated key exchange for AIMS com-
munications in smart grid. Whilst, Chapter 5 presents a lightweight privacy-preserving
mechanism for secure data aggregation in smart grid. Lastly, Chapter 6 concludes the
thesis and sums up main contributions and projects the future research directions.



Chapter 2

Efficient Certificate-less Aggregate
Signature Scheme with Conditional
Privacy-Preservation for Vehicular Ad

Hoc Networks Enhanced Smart Grid
System

2.1 Introduction

Major advancement in wireless sensor network(WSN) | Internet of Things (IoT) and the
advent of big data paradigm has seen the birth of various network based advancement
in cross-cutting technologies such as Vehicular Ad Hoc Network (VANETSs) which sup-
port wireless communication of vehicles among themselves and road sign units (RSUs)
for numerous applications like: traffic safety, location based-services, electric vehicles
(EVs) and electricity exchange services among others [32-37|. Smart grid is one such
technology motivated by the development of WSN and IoT in its functionality. The
EVs technology will result in elevation of power consumption unsustainable by means
of traditional electricity grid [38]. An obvious solution to sorting out EVs electricity
demands is by formulating VANETs-enhanced smart grid, with coordinated charging
system that is responsive to efficient cost and electricity utilization by using commu-
nication technologies [39, 40]. Thus, it is recommended that algorithms for security,
authentication, information processing and data aggregation be of high-precision and
efficiency to allow low communication latency for real-time pricing and optimal electric-
ity dispatch decisions in a VANETSs enhanced smart grid system [41, 42]. The concepts
of VANET is an advancement of mobile ad hoc networks (MANETS) where there is
real-time communication between EVs and RSUs for electricity charging/discharging
[38, 43, 44]. Typically topology of VANETS includes trusted authorities (TAs), RSUs
and on-board units (OBUs) mounted on vehicles [45-47]. The OBUs constantly casts
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the traffic related messages about vehicles facilitating various smart applications and
technologies such as current vehicle location, time, speed, direction and traffic condi-
tion in every 100-300 ms [44, 48, 49]. As is the case with many communication network
based technologies, VANETS is not an exception to face various cyber-security chal-
lenges in terms of data security and user privacy [50-53]. With secure and privacy
protection addressed, the applications of VANETS in traffic management and control,
traffic accident avoidance features, traffic vigilance, gas emission, EVs charging and
fuel consumption will be fully implemented [54|. So if the VANETSs network system
is not protected adversaries may launch all sorts of attacks like data modification,
impersonation, replay, denial of service attacks amongst others. For instance, there
are attacks launched by rogue vehicles broadcasting fake instructions to cause traffic
accidents and general confusion. Thus, in terms of message senders legitimacy there
should be security features when sending messages to check authentication and integrity
[54, 55]. To this effect many authentication schemes have been proposed using tradi-
tional public key cryptography (PKC) to secure a VANETS system [56, 57|. In terms of
privacy concerns, anonymity must be provided in the design mechanism to lid against
eavesdropping adversaries. In this way the real identity of communicating party will
not be known nor communication transactions be analyzed and linked to a particular
VANETS participant. However, due to abuse of the anonymity feature, the pseudonym
given to participating entities should be traceable and revocable, so that the TA can
reveal the real identity of malicious vehicle under certain conditions [58]. Since OBUs
have limited computation and storage capabilities, the use of less computation intensive
cryptographic techniques is promoted, to handle large message flow in the system and
improve smooth communication. Certificate-less aggregate signature (CLAS) is one ef-
ficient technique that improves message authentication and saves bandwidth. In CLAS
n signatures on n distinct messages from n distinct users, are aggregated into a single
short signature that can be verified at once as combined [59] in a process known as batch
verification. This approach is very helpful in VANETSs where RSUs collect and aggregate
a large number of signatures from individual participants signatures into one signature
that is broadcasted to vehicles in the system to achieve a particular VANETs enhanced
smart grid application, and this greatly enhances efficiency in verification and commu-
nication overhead [44, 60]. Achieving efficiency by design is much encourage to cope up
with the computation capabilities of RSUs and OBUs by constructing the algorithms
with lighter computation operations. To this effect employing elliptic curve cryptog-
raphy (ECC) based cryptosystems improves computation efficiency by a great margin
and thereby a recommendable approach. Thus, we propose an efficient certificate-less
aggregate scheme with conditional privacy-preservation by using ECC approach. The
proposed scheme satisfies security and privacy requirements for VANETSs with optimal
efficiency and rigorous security proof is provided. There are different modes of com-
munications in VANETS such as vehicle-to-vehicle (V2V), vehicle-to-grid (V2G) and
vehicle-to-infrastructure (V2I), vehicle-to-everything (V2E) that use the short medium
range communication protocol called dedicated short range communication (DSRC) to
facilitate various vehicular network applications [61]. These computer sophisticated ve-
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hicles are being adopted for various smart services in intelligent transportation systems
(ITS) . The following security requirements are important for any WSN based system
such as VANETs:

Non-repudiation: Any electric vehicle transaction has economic value and this
can motivate fraudulent act by the entities selling or buying electricity. Therefore,
this measure of non-repudiation ensures that any electricity transaction can be
accounted for to the involved parties and any modification cannot be denied by
the party.

Message integrity and authentication: In a similar manner, any network transac-
tion once completed cannot be modified by any malicious entity and once thee is
an attempt to tamper with the transaction, then it should be detectable by any
legal entity of the system.

Privacy: The actual identity of a consumer nor the information of a transaction
in the network should not be known by any malicious party eavesdropping on the
communications involving a particular targeted entity.

Unlinkability: By observing transaction in the VANETSs network the entity’s ac-
tivities should still not be analysed and be associated with a particular RSU or
vehicle. Thus to say messages plying on the network for any participant should
still look random to an attacker and nothing associated with the participant
should be determined.

Traceability: However, for undesirable conduct of an entity in the network such
acts should be traced and be accounted for the individual. On the other hand the
vehicle should be hidden or inaccessible from other unauthorized entities.

Resistance to Attacks: Due to communication over a public channel, V2G security
scheme must withstand various general attacks such as: impersonation attack,
replay attack, modification attack, man-in-the-middle-attack and stolen verifier
table attack in VANETS.

Therefore, we propose a novel anonymous certificate-less aggregate signature scheme
for VANETs with conditional privacy-preservation in a smart grid system, that ad-
dresses common weaknesses of most existing certificate-less aggregate signature schemes.
The main contribution of the paper can be summarized as follows:

The proposed scheme achieves user anonymity with conditional privacy, such that
each domain stores a Certificate Revocation List (CRL) in all road sign units
located in that particular domain.

The proposed scheme achieves optimal efficiency for certificate-less aggregate sig-
nature while precluding complex cryptographic operations like bilinear pairings
and map-to-point hash operations.
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e The proposed scheme withstand escrow property powers of the KGC but use of
partial private key and user generated full private key for signature signing.

The rest of the paper is organized according to the outline given as follows. Section
IT reviews most relevant related works of CLAS schemes for VANETs. Section III
provides that mathematical building blocks for the proposed scheme. Section IV give
the detailed steps of the proposed work. Section V, presents an in-depth analysis of
the scheme in terms of security, privacy and performance assessment. Finally, in VI we
give concluding remarks about the proposed scheme.

2.2 Related Works and Limitations

In VANETS, source authentication and message integrity of traffic-related information
form a very important security requirements in the system. Satisfaction of these security
requirements ensure trust and proper functionality of all versatile technologies that
comes with VANETSs system by simply securing moving vehicles, RSUs, Application
Servers, and roadside sensors. To this effect many research works have been done to
provide the needed security to such an advent technology of smart city [55].

The key management problem posed by the certificate based PKI cryptosystem
paved way to the pioneering work of certificate-less public key signature (CL-PKS)
scheme by Al-Riyami and Paterson [62|. This idea caught much research interest in the
aspect of improving the security and performance. In [63], Yum and Lee presented a
general procedure to construct a CL-PKS scheme from any ID-based signature scheme.
The first CL-PKS scheme was bilinear pairing based proposed by Li et al. in [64].
Whereas in [65], Au et al. presented a new security model for CL-PKS schemes which
considers inside attack scenario. The first bilinear pairing free CL-PKS scheme was
first proposed by He et al. in [66], which was found to be vulnerable to other attacks
in [67]. In [68] a scheme ideal for IoT deployment was proposed, however it was found
to bear some flaws concerning inside attack performance by KGC in [69]. In order to
provide the needed security property of anonymous authentication in |70, 71] the idea
of pseudonym-based authentication was employed. Despite providing privacy preserva-
tion, the limitation of overburdened TA in storing these pseudonyms for each vehicle
was encountered as has shown out as the shortfall for their approach. In [72], having
foreseen the problem of overburdened TA and sought to provide a solution they de-
signed by using anonymous certificates but this was done at the expense of interactions
between the infrastructures. In [73] et al., privacy protection for VANETs communica-
tions was achieved based on the technique of ID-based ring signature, but they failed to
provide conditional privacy, since there was no any tracking mechanism in their algo-
rithm [74]. Many more researchers demonstrated the need to formulate robust schemes
in terms of security and privacy protection. To this cause, Bayal et al. |75] proposed
an anonymous authentication scheme, however it is deemed computationally intensive
in [76]. In [77], Cui et al. proposed a scheme that utilizes the methods of cuckoo filter
and binary search to facilitate batch verification for vehicular communication of V2V
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and V2I. He at al. [48] designed an ECC based certifcateless based signature scheme
for VANETS system with batch verification feature. However, Mahmood eta 1. [62]
states that their scheme still vulnerable to side-channel attack since some of sensitive
information like TA’s master private key is stored in a tamperproof devices (TPD) . A
scheme in [78] uses pseudonyms instead of real identities in trying to secure VANETSs
communications. The scheme in [78| achieves efficiency and provides batch verification
but falls short in terms of providing all security requirements like unlinkability.

S

5]

- |

g Gateway

® (@)

i;:_ TA & 2 Communication Technology:

[~ TR N 1, 1 . a S = e i i = e

< n o®° <—>» \Wired connection

\@ ;V# ------ Wikax

& w R 4~ IEEEB02.11p
e f&*’ Vehicle* .-~/ RSU

N Y " RSU 4 -

2 "] i S .

5 S N e

I ~\ r S ‘et

> NS - .«° T RSU -

E 44/ _‘.-" '.j:\ ;{{gGateway

" Venicle %

Figure 2.1: Two Layered VANETs Architecture.

2.2.1 System Model

In terms of communication process the VANETS’ architecture is categorized into two
layers namely the physical layer and the application layer. In which case the physical
layer comprises of the vehicles, the RSUs situated on designated points of the road.
Vehicles on the roads are embodied with OBUs as a communication enabling device to
connect with other vehicles, RSUs or other advanced smart city facilities. [79, 80]. The
OBU is equipped with a TPD device to secure stored sensitive information like secret
key and the global positioning system (GPS) . As such the vehicle is securely able to
carry out advanced VANETs communications in smart cities includes V2X, V2V and
V2I that are enabled by dedicated short range communication (DSRC) protocol specif-
ically identified as IEEE 802.11p. On the other hand, the application layers comprises
of the key generation center (KGC), the tracing authority (TRA) application server

13



Chapter 2. Efficient Certificate-less Aggregate Signature Scheme with Conditional
Privacy-Preservation for Vehicular Ad Hoc Networks Enhanced Smart Grid System

which are the major components doing the TA roles in a conditional privacy preserv-
ing VANETs based system. The TRA is responsible authority for RSUs and issuing
pseudo-identities to vehicle and can do real identity revocation whenever necessary. In
like manner the KGC is responsible for public and partial private keys generation for
both RSUs and vehicles. So in VANETSs schemes, it is usually assumed that the KGC
and TRA are trusted parties and hence assumed honest but curious [81]. Both KGC
and TRA have sufficient computation power but the OBUs and RSUs are the one with
limited computation and storage capabilities hierarchically with RSUs as most power-
ful one [54, 60, 82]. However, OBUs and RSUs are not trusted entities and therefore
any communication initiative originating from them must be authenticated. Thus, this
inspires devising of security protocols for VANETs with suitable computation require-
ments for OBUs and RSUs.

Table 2.1: Notations Used in the Proposed Scheme

Symbols | Meanings of Symbols in the Scheme

v it" vehicle
1D, A pseudo-identity of V; such that ID = (PIDy, PID,,T;)
psk; Partial private key for a vehicle, V;

(i, 2;P) | Secret key and public key for V;

sk; Full private key for V;
T; Validity period for the pseudo-identity ID; for V;
RID; A real identity for the vehicle V;

(Ppup, ) | KGC’s public key and master key respectively
(Tpuws, B) | TRA’s public key and master key respectively
M; Traffic-related message generated by V;

t; Current timestamp

2.2.2 Security Model for CLAS Scheme

As proposed first in [62], in CLAS we assume two types of adversaries termed Type 1
Adversary, A , and Type 2 Adversary, A,. Ay acts as a dishonest user and A, acts as a
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malicious KGC on the other hand. Type 1 Adversary: A; adversary does not control
the master key but is allowed to replace public keys at will with any desirable value of
its choice. Type 2 Adversary: A, adversary has access and controls the master key
but cannot replace public keys of users.

The classical security model proposed in Zhang et al. [83] presents a security adver-
sarial model for certificate-less key agreement schemes. The model is defined as a game
between a challenger ,C', and an adversary defined by a probabilistic polynomial-time
turing machine,A € {A;, As}. Thus A, has full control of the communication channel
of all parties and parties only respond to queries from A and cannot communicate di-
rectly with each other. As a controller of the communication channel A has powers to
actively carry out the following actions, such as relaying, modifying, delaying, inter-
leaving, deleting all the message flowing in the system.

2.3 The Proposed Certificate-less Aggregate Signa-
ture Scheme

In this section, we will explain the scheme design for VANETSs integrated smart grid
system titled Efficient certificate-less Aggregate Signature Scheme with Conditional
Privacy-Preservation for Vehicular Ad Hoc Networks Enhanced Smart Grid System
termed ECLAS for convenient referencing. The proposed scheme consists of eight algo-
rithms which are: Set-up, Pseudo-Identity-Generation, Partial-Private-Key-Extraction,
Vehicle-Key-Generation, Sign, Individual Verify, Aggregate and Aggregate verify, which
are explained as follows.

1. Set up: In this section, the TA comprising of two mutually exclusive principle
parts, which are the, TRA and the KGC will initialize the system, by generating
the system parameters. The TA takes as input the security parameter 1* the
algorithm outputs two large prime numbers, p, ¢ and a non-singular elliptic
curve defined by y* = 2* +az +b(mod p), where a,b € F,. This scheme algorithm
phase is well illustrated in Figure 2.2.

e The KGC sets a point P from E and with this point generates a group G
of order g. Then KGC randomly selects a number a € Z and sets it as its
master secret with its corresponding public key computed as P, = aP.

e Similarly, the TRA selects a points P on E and with it generates a group G
of order ¢q. Further, TRA chooses a random number 3 € Z; and computes
its public key T, = SP while setting 3 as its master secret key used for
traceability which is known to TRA only.

e All these principle entities (TA, KGC and TRA) choose three hash functions,
Hy:G— Z}, Hy: {0,1}* — Zr and Hj : {0,1}* — Z»

e Then the system public parameters
params = {P,p,q, E,G, Hy, Hy, Hs, Py, Tpup } are published. These params
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are then pre-loaded in the tamper-proof communicating devices and RSU of

the system.
1).Set-up Farams;
/, q.p, G H\{:{z <}
r" Earams £ / \\ Params;
Q) fe=——\ / \
/ \. -
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/ e
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Figure 2.2: TA set up system parameters

2. Pseudo-Identity-Generation | Partial-Private- Key- Extraction: In this phase the
TRA’s responsibility is to generate pseudo-identities for the vehicles while the
KGC’s responsibility is to create corresponding partial private keys to the pseudo-
identities. Thus, finally all vehicles under a TA are registered and pre-loaded
with their pseudo-identities and partial private keys. By use of pseudo-identities
that are closed linked to the real identities, the proposed scheme can achieve
conditional privacy-preservation when it is necessary to revoke the real identity
of an entity the TRA can ably do so. The process of pseudo-identity generation
and linkage with partial-private-key is executed by TRA and KGC in a sequential
manner as follows:

e A vehicle, V;, with its unique real identity denoted as RID; selects a random
number k; € Zy and calculates PID, = k;P. Then the vehicle, V;, sends
(RID;, PID;) to the TRA through a secure channel.

e The TRA first checks the RID;, if its acceptable then it calculates, PI Dy =
RID; & Hy(5.PID:||T;||Tpu), where T; indicates the validity period the
pseudo-identity. The pseudo-identity that is used to identify a vehicle, V;,
is ID; = (PID||PIDs||T;) and it is sent to the vehicle and KGC through
a secure channel. During revocation TRA obtains the real identity by com-
puting RID; = PIDs @& Hy(B||Ti||Tpup)-

e Upon receipt of the pseudo-identity, I D;, KGC chooses a random number,
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d; € Z; and computes ();p, = d;P and then computes the partial private
key, psk;, for the vehicle, V;, as psk; = d; + Ha(ID;||Q1p,) X a mod p.

e The KGC then sends the pseudo-identity and partial private key (Q;p,, psk;)
to the vehicle, V;, through a secure channel.

The vehicle is able to check the authenticity of the pseudo-identity and the par-
tial private key received from the KGC by verifying whether psk;.P = Qp, +
Hy(ID;||Q1p,)-Ppup- The conditional privacy-preservation is enhanced in the de-
sign by combining the secret contribution from the vehicle, V;, itself and the TRA
on the other hand. It is designed in such a way that the TRA is able to revoke
the real identity of the vehicle when needed to do so. At the end of it all, the
pseudo-identity and the partial private key are stored in the tamper-proof devices
in the vehicle. The interplay of the process is demonstrated in Figure 2.3.

2&3). Pseudo-ID \ Partial Priv. Key Generation
@ of PID; = RID; & Hy (8- PID:| T Tyus)
(o) > ID; = Hy(PIDy||PIDs||Tpup)

d; €27,
Q=d; P
psk; = d; +H(ID;]|Q)a

4. v; has (Qu, psk;)

Figure 2.3: TRA and KGC collaborates to generate partial private key

3. Vehicle-Key-Generation: The vehicle, V; proceeds by, randomly selecting a secret
value r; € Z; as its secret key noted as vsk; and then calculates its corresponding
public key vpk; = x;.P. Then V; set the full private key as sk; = x; + psk;.

4. Sign: Message signature is necessary for the sake of upholding authentication
and integrity of the message to the receiver of the message who rightly does
verification. The vehicle, V;, selects one of its stored pseudo-identity, ID;, and
picks the latest timestamp, ¢;. With the signing Keys (psk;, sk;) and the traffic
related message M;, the vehicle V; carries out the following steps to produce a
signature.

e Selects a random number r; € Zy and computes R; = r;P.

e Computes,
h; = HS(MZ'HIDiHQIDi

UpkiHRthi) (2-1)

and
S; = h;.r; + sk; mod p (2.2)
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. Then

is the computed certificate-less signature on the traffic related data M; for
latest timestamp ¢; and identification ID;.

e Then the final message that, V; sends the to nearby RSU and vehicles for
verification is (I D;, Qp,, vpk;, M;, t;, 0;).

These steps are routinely carried out every time, V; sends a message to RSU. The

individual signature signing and signature aggregation by RSU is illustrated in
Figure 2.4.

5& 6). Signature Signing, Aggregation, Ver

(] !
W o Vs

V; Generates: g; 01 W _

™ RSU AU 4

LU AN o) 02 G

- “Q ((\( /D/ -~

r €275 ‘%(W O3 W

Computes 22 y <>
‘ -

Ry =nP i o LU 4
hi = Hy(M;|11D;11Q;11vok; | 1R; 1 1t) ¥ n 5)

Si = hiri + Skl‘ n

G e § LU 4
o; = (Ri!'si) >Ig. Aggregation: ag; )
. i=1
Sends: (ID,-', Qi' Upki, Mi, ti! Ji)

Figure 2.4: Signature generation and aggregation

. Individual Verify: On receipt of the certificate-less signature o; = (R;,S;) on the
traffic related data M; and timestamped at t; signed by the vehicle along with

its public key vpk;, if the received T; in ID; and t; are both valid, then the RSU
performs the following procedures.

e Computes

hio = Hay(ID;]|Qrp,) (2.4)
and
hi = H3(M;|[1D;||Q1p,||vpki|| R;l[t:) (2.5)
e Verifies whether
S;.P = h;.R; +vpk; + Qrp, + hio-Ppup (2.6)

holds or not.

The RSU accepts the certificate-less signature if the verification holds. Correct-
ness checking works, since P, = a.P, Qp, = d;.P, psk; = d;+Hs(ID;||Qp,) X

18



2.3. The Proposed Certificate-less Aggregate Signature Scheme

a mod p, R, = r.P, sk = x; + psk;, hiy = Hy(ID;||Qrp,) and S; = h;.r; +
sk; mod p. Thus the computation proceeds as follows:

S;.P = (hi.r; + sk;).P
= hy.ri.P + (z; + psk;) P
= hi.R; + x;.P + psk;.P
= h;.R; + vpk; + [d; + Ho(ID;||Qrp, )]
= hi.R; + vpk; + Qrp, + (hip.c) P
= hi.R; + vpk; + Q1p, + hio-Ppub

However for purposes of saving computation cost, it is recommended to do data
aggregation and batch verification on the signatures from the network environ-
ment of a particular RSU.

6. Aggregate: Each RSU is an out-posted aggregate signature generator that collects
individual certificate-less signatures into a single verifiable one. The components

come for an aggregating set V' on n vehicles, {V3, V4, - -+, V,} whose corresponding
pseudo-identities are, {I Dy, I Do, -+ , I D, } with public keys {vpk, vpks, - - - ,vpk,}
and message signature pairs (M, t1,01), (Ms, ty, 09), -+, (M,, t,,0,) where o; =

(R;,S;) for i =1,2,--- ,n. The RSU or an application server for the traffic con-
trol center for instance computes the sum S = Z?:l S; and output an aggregate
certificate-less signature as,

o = <R1751)7 (R27 52)7 e 7(RTL7 STL) (27>
yfori=1,2,--- . n.

7. Aggregate Verify: On receipt of the certificate-less aggregate signature o from
n vehicle {V, Va,--- | V,,} whose pseudo-identities are {ID;,IDs,--- ,ID,} with
corresponding public keys, {vpk, vpks, - -+ ,vpk,} and the traffic related messages
{M||t1, Ms||ta, - - , M,||t,} then the RSU or the application server carries out
the following procedure if both 7; in I D; and t; are checked to be valid.

e RSU computes
hio = Hy(IDy]|Qrp,) (2.8)

and

fori=1,2,---,n
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e RSU verifies if the computation holds,

S.P = thRl—i—vakl +ZQ1D¢ +Zhi,0'Ppub (210)
=1 =1 =1 =1

If the verification holds, then RSU accepts the aggregate certificate-less signature.
The computation is valid by the correctness check, since P, = o.P, Qip, = d; P,
psk; = d; + Ho(ID;]|Qrp,) X mod p, R; + r;P, S; = h;.r; + psk; mod p, and
S =31 .S thus we obtain.

=1

= i hiri P+ i(mi + psk;) P
i=1 im1
i=1 i=1 i=1
_ th + zpk " ﬁ;{di + Hy(ID]|Qi, )] P
= i hi.R; + i vpk; + i Qrp, + i(hi,o.a)P
= Z:: h;.R; + Z:: vpk; + Z:: Qrp, + Z:: hio-Poup

2.4 Analyses

From here forth we will devote to give a formal security proof, security privacy preser-
vation analyses and then we will present the performance evaluation of the proposed
ECLAS scheme with conditional privacy-preservation for a VANETSs enhanced smart
grid.

2.4.1 Security Proof

In this section now, we will provide security proof for the proposed ECLAS scheme for
VANETs. We assume the security model for CLAS schemes where there are two types
of adversaries, which are Type 1 Adversary and Type 2 Adversary as demonstrated in
the security model for CLAS scheme.
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Theorem 1. Under the assumption that ECDL in G is intractable, then the proposed
scheme (€,t,qc, Gs, qn), 1S secure against adversary 1 in random oracle model, where
de, 9s, qn are the Create, Sign and Hash queries respectively which the adversary is
allowed to make.

Proof: Suppose there is a probabilistic polynomial time adversary A;, we construct
an algorithm F that solves the ECDL problem by utilizing A;. Assume that F is given
a ECDL problem instance, (P, Q) to compute x € Z so that @ = xP. Thus, F chooses
an challenging identity I D* for the identity I D to answer any random queries from 4
as follows:

e Set-up (/D) Query: The challenger F selects its random numbers o* and 5* as
its master keys and has a corresponding public key as P, = a*P and T}, , = 0*P

pub
then sends the system parameters {P, p,q, E, G, H, Hs, Bl T;ub} to Aj.

e Create (/D) Query: F stores the hash list L¢ of the tuple

(ID,Qrp,, vpki, psk;, ski, he). Whenever an adversary A; makes a query for /D,
and if the ID is contained in L¢, then F returns (ID, Qp,, vpk;, pski, sk, ha) to
Ai. Then F, execute the oracle as follows. if ID = ID*, F randomly chooses the
values a,b,c € Z; and sets Qrp = a.P,,,+0.P, vpk; = c.P, psk; = b, sk; = ¢, hy =
Hy(ID||Qrp) < amodg, then F adds (ID,Qrp,hs2) to the list Ly, and returns
(ID,Qip,, vpki, psk;, ski, ha) to Ai. as the equation psk;.P = Qrp + ha. Py,
thereby implying that the partial private key is valid.

e Hy; Query: Whenever an Hy query with (ID,Qp) is made, and ID is already
in the hash list Ly,, then F reply with a corresponding hs. On the other hand,
F runs Create(ID) to obtain hy and then sends hy to Aj.

e Partial-Private-Key-Extract (/D) Query: if ID* = ID, then F aborts the
game. Otherwise, F looks in the hash list L¢, if 1D is found in the list, then F
returns psk; to A;. If ID is not in the list Lo , F executes Create(/D) query to
obtain psk; and sends it to Aj;.

e Public-Key (/D) Query: Upon receiving the query on I D, when ID is already
in the list Lo, F replies with pk = (Qrp,vpk;). On the other hand, F executes
Create(ID) query to obtain (Qrp, vpk;) and sends it to A;.

e Public-Key-replacement (ID,pk’) Query: F stores the hash list Ly of tuple
(ID,d;,Qip, sk, vpk;). When A; executes the query with (1D, pk’), where @, =
d.P, vpkl = z,.P and pk! = (Qp,vpkl), then F sets Q;p = Q}p, vpk; =
vpkl, psk; =L and x; = x}. Then the challenger F, updates the list Lg to be
(ID’ d;, /ID> Upk‘/- iL").

Rk}

e H3(ID) Query: F keeps the hash list Ly, of the tuple (m, ID, R, vpk;, t, hy) and
if the I D queries are not in the list, F replies with hs. Otherwise, it selects a
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random number hz such that hy = Hs(m||ID||vpk;||R||t) then add it to the list
Ly, and returns hz to A,

e Sign (ID,m) Query: A; makes a sign query on (ID,m), once ID is on the
list L, F chooses random numbers a,b,c € Z;, and sets s = a, R = P, hy =
Hs(m||ID|lvpk;||R||t) < (a — b — ¢)modq and then inserts (m, ID, R, vpk;,t, hs)
to the list Ly,. The resultant signature is (R, s), and if /D is not in the list Lg,
then F acts according to scheme’s procedure.

As a result A; produces a forged signature o = (R, sg1y) on the message (ID,m)
which passes verification process. If ID # ID* F aborts the process. F keeps on
challenging A; up until it responds to the H3 query. A; will be prompted to generate
another valid signature o = (R, s{2) by using the same R. Thus we have:

, where i =1,2
By solving the two linear equations A; obtain from equation (2.2), the value of r by

S92 — 81

r (2.12)

 hpay — hyy

, similarly with continuous querying Hs will allow computation of x.

Probabilistic Analysis: The simulation of Create(ID) queries fails when the
random oracle assignment Hy(ID||Qrp) causes inconsistency with the probability of
at most 2. The probability of successful simulation of g. times is at least (1 — %)% >

1 - (%). Similarly, the simulation is ¢, successful with the probability of at least

(1—@)o > (1~ %) and ID = [D* with the probability of . Thus, in overall the
probability of successful simulation is

(1 - q’;qc> (1 - q—j) (ql) ¢ (2.13)

Theorem 2. Under the assumption that ECDL in G is intractable, then the proposed
scheme (€,t,qc, Gs, qn), 1S secure against adversary 2 in random oracle model, where
qe, qs, qn are the Create, Sign and Hash queries respectively which the adversary is
allowed to make.

Proof: Suppose there is a probabilistic polynomial time adversary Ay, we construct
an algorithm F that solves the ECDL problem by utilizing Ay. Assume that F is given
a ECDL problem instance, (P, Q) to compute x € Z so that @ = xP. Thus, F chooses
an challenging identity I D* for the identity 1D to answer any random queries from A,
as follows:
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e Set-up (/D) Query: The challenger F selects its random numbers o* and 5* as
its master keys and has a corresponding public key as P}, = a*P and T, , = 8*P

then sends the system parameters {P, p,q, E, G, Hy, Hs, P* ,, T, } to As.

pub’ = pub

e Create (/D) Query: F stores the hash list Lo of the tuple
(ID,Qrp,, vpk;, psk;, ski, ha). Whenever an adversary A, makes a query for 1D,
and if the ID is contained in L¢, then F returns (ID,Qpp,, vpk;, psk;, ski, ha)
to Ay. If ID = ID*, F randomly selects a,b € Z; and computes Q;p = aP,
vpk; = Q, he = Hy(ID||Qrp) < b, psk; = a + x.hy, sk; =L. If ID =# ID*,
F, randomly selects a,b,c € Z; and computes Qrp = a.P, vpk; = b.P, hy =
Hy(ID||Qp) < ¢, psk; = a+ x.hg, sk; =b. Then F, responds to the query with
(ID,Qrp,, vpk;, psk;, ski, he) and then appends (1D, Qp, ha) to the hash list Ly, .

e H,; Query: Whenever an adversary Ay makes an Hy query with (ID,Q;p), and
ID is already in the hash list Ly,, then F reply with a corresponding hs. On the
other hand, F runs Create(ID) to obtain hy and then sends hsy to As.

e Partial-Private-Key-Extract (/D) Query: Upon receipt of the query on ID,
F verifies from the hash list L¢, if 1D is found to be in the hash list F returns
psk; to As. If ID is not in the hash list, Le, F executes Create(ID) query to
obtain psk; and sends it to As.

e Public-Key (/D) Query: Upon receipt of query on ID, when ID is already
in the list Lo, F replies with pk = (Qrp, vpk;). On the other hand, F executes
Create(ID) query to obtain (Q;p,vpk;) and sends it to As.

e Secret-Key-Extract (/D) Query: On receipt of the queries from Ay, if ID =
1D*, F stops the simulation. While, if 1D is already in the list Lo, then F reply
with sk;. Whereas if, ID is not in the list Lo, F executes Create(ID) query to
obtain (I D, Q;p, vpk;, psk;, sk;, hy) and sends sk; to As.

e H3(ID) Query: F keeps the hash list Ly, of the tuple (m, ID, R, vpk;, t, hy) and
if the I D queries are in the list, F replies with hz. Otherwise, it selects a random
number hy such that hy = Hz(m||ID||vpk;||R||t) then add it to the list Ly, and
returns hs to A,

e Sign (/D,m) Query: As A; makes a sign query on (ID,m), once 1D # ID*,
F acts according to protocol flow. Otherwise, F randomly chooses the values
a,b, f € Z; and sets s = a, hy = Hs(m||ID||vpk;||R||t) < f, R =h3'(b ;‘ub—Q),

and returns the signature (R, s). If the verification, s.P = h3.R + Qp + vpk; +
ho.P* .. holds then the signature is valid.

pub?’

As a result A, produces a forged signature o = (R, s{13) on the message (ID,m)
which passes verification process. If ID # ID* F aborts the process. F keeps on
challenging A, up until it responds to the H3 query. Ay will be prompted to generate
another valid signature o = (R, sy2)) by using the same R. Thus we have:
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Sy = hg{i}.T’ +y+d; + hs.w (2.15)

where 1 = 1,2

By solving the two linear equations involving r and y as variables, we can derive
the value of y as an output of ECDL problem.

Probabilistic Analysis: The simulation of Create(/D) queries fails when the
random oracle assignment Hy(ID||Q;p) causes inconsistency with the probability of
at most 2. The probability of successful simulation of g. times is at least (1 — %)% >

1 - (%). Similarly, the simulation is ¢, successful with the probability of at least

(1— (2))# > 1 (%) and ID = ID* with the probability of L. Thus, in overall the
probability of successful simulation is

(1 - q’;qc> (1 - q—j) (ql) ¢ (2.16)

2.4.2 Security and Privacy-Preservation Analyses

This part of the part discusses the security and privacy-preservation features satisfied
by the proposed scheme specifically this is in respect to anonymity (identity privacy),
message authentication, data integrity, traceability, unlinkability and resistance to at-
tacks.

e Anonymity: In the proposed scheme the vehicle’s identification ID; is not the
real identification RID;, but rather a pseudo-identity as offered by the TRA for
purposes of achieving conditional privacy of the vehicle in VANETSs. The only way
for an adversary or any malicious party to obtain the real identity it by computing
RID; = 1D;® Hy(5.P1D:||T;||T,u). Without knowing the TRA’s master private
key £ no other party can know the vehicle’s real identity RID;, since it requires (8
to calculate Hy(8.P1D,||T;||T,u). This manipulation is infeasible for an adversary
to achieve since the extraction of 5 from 7},,, = 3.P, involves an intractable ECDL
problem. Therefore, this claims ascertain the satisfaction of user identity privacy-
preservation.

e Message Integrity and Authentication: By virtue of signing message before broad-
casting the legitimate users authenticity is verified. Based on the ECDLP assump-
tion the authenticity and integrity of the message (ID;, Qrp,, vpki, M;, t;,0;) is
upheld by verifying the computation S;.P = h;.R; +vpk; + Qp, + hi 0. Ppup. Since
hl‘ = H3<Ml| |IDZ| |Q1Di Upk'l‘ |Rz| |tz) and hl"g = H2(1D2| |Q1Dz‘> no malicious party
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can forge 0; = (R;, S;) which achieves the massage integrity and authentication
of which needs knowledge of full private key sk; = x; + psk; in its formulation.

e Traceability: Although the vehicle is identified by a pseudonym in necessary cir-
cumstances the real identity of a particular vehicle can mapped back from the
pseudonym. For instance, the pseudo-identity of a vehicle is
ID; = (PID,||P1Ds||T;) and the TRA can revoke the real identity by calculat-
ing PIDy = RID; & H,(B.PID:||T;||Tpu). As such, once a vehicle is flagged as
questionable the TRA is able to trace its true identity and thereby carrying out
whatever necessary procedures to curb any kind of malpractice. Once this is done
the TRA records the real identity RID; on the revocation list of the system and
as a result the vehicle cannot use its corresponding pseudo-identity ID;.

e Unlinkability: The message transmitted (I D;, Qrp,, vpk;, M;, t;, 0;) from a vehicle
Vi to others has the component PID; = k;P, where k; € Z7 is random, that
is randomly generated for any particular message transmitted. Since the PID;
is also a component for pseudo-identity generation, it means the randomness in
PI D results in the randomness of the publicized pseudo-identity ID;, hence any
two individual captures of the pseudo-identity ID; for V; stills seem random and
unrelated to the real identity RID;, in the eyes of eavesdroppers. So by virtue of
the identification being anonymous and distinct any captured signature cannot
be linked to previously captured identity nor to a particular true signer. Thus,
any communication is seen as random and new in the plying eyes of an adversary
and has no any relationship to previous communications for an eavesdropper to
learn any useful information from such communication.

e Resistance to Attacks: At this point we will present a demonstration of how the
proposed ECLAS scheme can resist against the main common attacks such as:
collusion attack, replay attack, modification attack, impersonation attack, and
stolen verifier attack.

— Replay Attack Resilience: In the message (ID;, Qrp,, vpki, M;, t;,0;) the t; in
the message helps in checking replay attacks. The recipients, RSUs or vehi-
cles will have to check the freshness of the message, and once the timestamp
is invalid the message is discarded. As such the proposed scheme, ECLAS,
could resist against replay attack.

— Modification Attack Resilience: In the scheme a valid message
(ID;,Q1p,,vpki, M;,t;, 0;) has a valid digital conditionally anonymous signa-
ture (ID;,0;). Any modification to the message (ID;, Qip,,vpk;, M;, t;, 0;)
can be detected during verification S;.P = h;.R; + vpk; + Qip, + hio-Poub
which simultaneously authenticates the sender, V;, and the TA side of TRA
and KGC. Therefore, the proposed ECLAS scheme stands against modifica-
tion attack.
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— Impersonation Attack Resilience: It is not feasible for an attacker to launch a
successful impersonation on the message (ID;, Qp,, vpk;, M;,t;,0;) of which
can pass verification as if it was generated by a legal user V;. However, it
is impossible for an attacker to obtain the KGC’s master key a and the
users private key z; from the publicly accessible parameters as it will involve
solving the intractable problems of ECDLP and ECCDHP from vpk; = z; P
and Py, = aP.

— Stolen Verifier Table Attack Resilience: The the proposed ECLAS scheme,
both the TA side comprising of TRA and KGC and the user side comprising
of RSUs and OBUs on the vehicle do not require a check list. This implies
resistance against stolen verification table attack as it means the table can
not be stolen.

— Key-Escrow Resilience: Although the TAs side has access to the master keys
used for generating the user’s partial private key, still more either TRA or
KGC cannot generate a valid signature o; = (R;, S7) for a valid message
(ID;,Qip,,vpk;, M;, t;,0;). This is due to the fact that, the vehicle adds a
secret value x; to the partial private key psk; when computing its full private
key sk; = x;+d;+H2(1D;||Q1p,)c which is used for signing messages. To this
effect although TRA knows the master key 5 and KGC knows the master key
« for the systems, they cannot forge messages to masquerade as V; illegally.
Thus, the proposed ECLAS scheme withstands the key escrow attacks.

Now we will present a comparison analysis of ECLAS with recent related works in terms
of security features satisfied. In Table, 2.2 the results of the comparison is provided
with the features coded as, SF-1, SF-2, SF-3, SF-4, SF-5, SF-6 to denote, integrity
and authentication, anonymity, traceability and revocability, unlinkability, key escrow
problem and resistance to common attacks respectively. In the Table, 2.2 the symbol
v'denotes the satisfaction whereas X, denotes not satisfaction of the security feature.
As shown by the comparison table the schemes in [78, 84, 85] fall short from fulfilling
some of the features.

2.4.3 Performance Evaluation

In this section, we will present the performance analysis of the proposed ECLAS scheme
in terms of comparable feature with related researches of the fields that gives merit to
the proposed scheme. As such performance comparisons features are discussed in terms
of computation cost analysis and communication cost analysis. We will assess the
performance evaluation of the proposed work in terms computation cost comparison
with other related works by adopting the method presented in [48]. In [48] bilinear
pairing on a 80 bits security parameter length is created as : G; X Gy — G, where G
is an additive group whose generating point of order ¢ is P on a super-singular elliptic
curve B : y?> = 23 + 2 mod p with an embedding degree of 2, where p is a 512 bits
length number and ¢ is a 160 bit length Solinas number prime number and the equation
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Security | Alazzawi Bayat Malhi | ECLAS

Feature | et al. [78] | et al. [84] | etal [85]
SF-1 v v X v
SF-2 v v v v
SF-3 v v v v
SF-4 X X v v
SF-5 X X X v
SF-6 v X X v

Table 2.2: Comparison Analysis of Security Features Satisfied

OPs pr pr.m pr.sm pr.a TH Te.m TeASm Te.a

ms 4.211 ] 1.709 | 0.0535 | 0.0071 | 4.406 | 0.4420 | 0.0138 | 0.0018

0.0001

Table 2.3: Execution Times of Cryptographic Operations

p+ 1 = 12¢gr holds. For the ECC based scheme to achieve a security level of 80 bits
G is an additive group that is generated by a point P on a non-singular elliptic curve
E :y* =13+ azx + b (mod p) of order g, where p and ¢ are two 160 bit prime numbers
for p >3, a,b € Z;.

For convenience, we will define the notations for execution time for different crypto-
graphic computations in the schemes under discussion as portrayed in Table 2.3, where
OPs stands for the type of operations involved. We borrow the execution time directly
from [48], which was evaluated using MIRACL cryptographic library, to assess the ef-
ficiency of schemes. Operations which are very light like addition operation in Z; and
multiplication operation in Z; will not be considered.

The clear description of the operations is given as follows.

Tp: Execution time for bilinear pairing operation, e(P, Q)), where P,Q € Gy

Typ.m: Execution time for scale multiplication operation x.P, related to pairing opera-
tion e(P, Q), where P,Q € Gy , and = € Z

Thp.sm: Execution time for small scale multiplication operation, v;.P, related to pairing
operation e(P, @), where P, Q € Gy , v;.P, v; € [1,2] is a small random integer , for a
small integer t.
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Typ.o: Execution time for point addition operation, related to pairing operation e(P, @),
such that R = P 4+ ), where R, P,Q € G}

Ty: Execution time for map-to-point hash function operation related to pairing oper-
ation e(P, @), where P,Q € G;.

T, n: Execution time for scale multiplication operation, x.P, over ECC group, where
PeGandzxe Z;.

T, on: Execution time for small scale multiplication operation, v;. P, for small exponent
test, where P € G and v; € [1,2'] is a small random integer , for a small integer ¢.

T, .:Execution time for point addition operation, R = P + @), where R, P,() € G, re-
lated to ECC.

T,: Execution time for one hash function operation.
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Computation Cost Analysis

In this section, we give a formal security proof on the proposed certificate-less sig-
nature scheme. While using the computation execution times for various dominant
time-consuming cryptographic operations summarized in Table 2.3, we carry out com-
putation analysis of related CLAS schemes [33, 44, 54, 58, 86| in terms the three
phases of message signing, individual verify and aggregate verify overhead in RSU.
The observation is clear that our proposed scheme, ECLAS, has better computation
performance to related works from Table 2.4. In [58], to generate a signature a ve-
hicle carries out three scalar multiplication, 37,,,over elliptic curve. This means
the computation cost for signing is 37,,, ~ 1.326ms. Whilst for verifying a signa-
ture, three bilinear pairings, one scalar multiplication over elliptic curve and one map-
to-point hash function operations are required. Thus, individual verification needs
2Ty, + Ty + Ty ~ 17.481. In aggregate verification phase, three bilinear pairings, n
scalar multiplication over elliptic curve and n map-to-point hash function operations are
required, 27y, + nTe,, + 1Ty =~ 12.633 4+ 4.4198n ms. In the proposed ECLAS scheme,
for signature generation a vehicle requires two scalar multiplication with respect to el-
liptic curve and one hash function operation, 27. ,,, +T},, amounting to the computation
load of 2T, ,, + T} ~ 0.8841 ms. For individual signature verification, ECLAS, similarly
requires two scalar multiplication with respect to elliptic curve and one hash function
operation, 27,,, + T}, amounting to the computation load of 27,,, + T, ~ 0.8841.
Whereas for aggregate signature verification, ECLAS requires 2n scalar multiplication
with respect to elliptic curve and n hash function operation, 2nT,,, + nT},, yielding
computation cost of 2nT,,, + n1} ~ 0.8841n ms. in a similar manner, the computa-
tion cost for other relevant comparable schemes [33, 44, 54, 86| can be calculated. The
computation cost for message signing and individual signature verification is illustrated
in Figure. 2.5, based on the summary results from Table 2.4 and Figure. 2.5, ECLAS
has allover computation efficiency to the rest of the scheme except [44], and although
it has slightly lower signing computation overhead it was found with security flaws in
[54] whereas the proposed scheme satisfy the security requirements and withstand KGC
escrow property. For simplicity sake, by regarding equal computation capabilities for
signing and verifying then we can lump up the computation load that the same signing
and verifying entity incurs for a single signature. As such the overall load for Horng et
al. [58] comes up to 1.326 + 17.481 = 18.807 and for Cui et al. [44] the overall load
is 0.4439 4 1.3298 = 1.7737. Proceeding in this manner for the rest of the schemes,
Xiong et al.[86], Tzeng et al. [33]|, Kamil et al. [54] the overall computation loads are;
24.3675, 19.664, 2.1887 respectively. Subsequently, ECLAS has an overall computation
load of 1.7682, which is better than the rest as shown in Figure. 2.5.

The relationship of verification time delay for particular number of aggregate sig-
natures that RSU takes to compute for the schemes [33, 44, 54, 58, 86|, against the
proposed scheme ECLAS, is portrayed in the Figure. 2.6.

As a requirement in VANETS, vehicles have to broadcast their messages every 100 —
300ms, thus it entails that an RSU or AS can receive about 180 messages every 300ms.
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Computation Overhead Comparison
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Figure 2.5: Computation Cost Comparison Per Unit.

Therefore, in one second an RSU is expected to verify about 600 — 2000 messages [54].
In Figure. 2.6, it endeavours to illustrate the time it takes to do batch verification for
2000 signatures. Thus, the comparative analysis shows that the proposed scheme has
less verification time delay for n signature aggregation and the number of signatures
has a direct proportion linear relationship to the verification delay.

Communication Cost Analysis

In this portion of the chapter now, we will present the communication overhead of
the proposed scheme against the related schemes [33, 44, 54, 58, 86| by borrowing
experiment results from [48] to account for transmission cost for sending packets from
vehicle to RSUs in V2I or V2V communication in VANETS,; the sizes of elements in
Gy and G are 128 bytes and 40 bytes respectively, in addition the elements in Z;, the
value of hash function and timestamps are 20 bytes, 20 bytes and 4 bytes respectively.
We will consider the message traffic load for signatures only.
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Figure 2.6: Verification Time Delays and Number of Signatures Relationship.

In [58], the vehicle broadcast the message (I D;, vpk;, M;, t;, 0, = (R;, S;)) to RSUs,
where ID;, vpk;, R;, S; € G and t; is a timestamp. Therefore, the communication over-
head is 3x40+4 = 124 bytes. In [44] the vehicle sends the message (I D;, vpk;, Qip,,0; =
(Ri, Si),t;) to RSUs or AS, where ID;,vpk;,Qip,,Ri € G, S; € Z} and t; is the
timestamp. Thus, the communication load on the network is 4 x 40 + 20 + 4 = 184
bytes. In [86] the vehicle sends (ID;, m;, upk;, signature(U;,V;)) to RSU, which re-
quires the bandwidth size of 4 x 40 + 20 + 4 = 184 bytes. Whereas, in [85] the
message sent from a vehicle to RSU is (PS;, PS1,, P, PP, 0, = (U, Vijx)) where
PS;, PS1;, P, PP, U;,V;jk € G. Therefore, the communication overhead is 6 x 128 =
768 bytes. In the proposed, ECLAS, scheme a vehicle sends traffic related signed mes-
sage (ID;,Qp,,vpk;, M;,t;,0;) to the verifier where ID; € G. Therefore, the total
communication overhead is 4 x 40 + 20 + 4 = 184 bytes. The proposed scheme has less
communication overhead load than [58, 85] and is at par with the schemes in [77, 82, 86|
as outlined in Table 2.5. However these comparable work are found to be insecure in
different aspects, like in [44], which so far has descent efficient output, was discovered
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2.5. Summary

Schemes Sending of one signature message Sending of n signature message
Horng et al. [58] 644 bytes 644n bytes
Cui et al. |44] 184 bytes 184n bytes
Xiong et al.[86] 184 btes 184n bytes
Malhi [85] 768 bytes 768n bytes
Kamil et al. [54] 184 bytes 184n bytes
ECLAS 184 bytes 184n bytes

Table 2.5: Communication Overhead Summary

that the scheme is insecure in [54, 58|.

2.5 Summary

In this chapter, we presented an efficient certificate-less signature scheme with condi-
tional privacy preservation for VANETSs enhanced smart grid system that is based on
elliptic curve cryptography and it provides user anonymity. The proposed work also
removes the inherently key escrow problem associated with identity based cryptography
by means of incorporating derivation of a full private key by the vehicle itself. Security
proof under the random oracle model approach, shows that the proposed scheme is
secure by virtue of satisfying all the security requirements for VANETS. In this scheme
certificate-less property is achieved without key escrow problem since the signature is
derived by using a vehicle’s full private key which is not known by the KGC . Fur-
thermore, the scheme does not require the computation intensive bilinear pairing and
map-to-point hash function operations but rather is just based on less intensive opera-
tion over elliptic curve group in the design, hence achieving efficient computation cost.
Even the communication overhead is within bounds with comparable schemes whilst
achieving higher security merits. Thus, it is a comparatively efficient certificate-less
aggregate signature scheme ideal for VANETs communications.
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Chapter 3

Certificate-less Authenticated Key
Agreement Scheme with Anonymity
for Smart Grid Communications

3.1 Introduction

The modern grid has various functionalities by using remote sensor automation in power
management, monitoring and controlling the system. Thus, it is imperative to ensure
secure communications for various agents in smart grid, since the system is informa-
tion communication based. Being information based the smart grid encounters security
and privacy challenges impeding its adoption. One way of dealing with these cyber
concerns is in devising robust cryptosystem for data encryption and authenticated key
agreement in the communications of these remotely controlled smart devices. However,
many proposed solutions are provided at the expense of computations cost. Thus, this
paper designs a novel authenticated key agreement scheme with anonymity based on
widely acceptable elliptic curve cryptography with efficiency. The scheme ensures opti-
mal computation and communication overload whilst achieving mutual authentication
and anonymity in the key agreement process. The scheme is proven in both formal and
informal security analysis in portraying its satisfaction of the standard and extended
Canetti-Krawczyk (eCK) security requirements. A comparative analysis with related
schemes indicates that the proposed scheme have merits over others. The modern grid
uses intelligent systems that seamlessly monitor all processes automatically in real-time
[87-91]. In smart grid, the smart capability in facilitating near real-time service delivery
relies on communication infrastructures like advanced metering infrastructure (AMI),
wide-area situational awareness (WASA) and wide area monitoring systems (WAMS)
, which have promising applications. However, the concentration of the discussion will
focus on the security of the AMI part of the grid. The AMI is a backbone network
of smart devices that ensures two-way information flow between the consumer and the
utility company [92|. It is an example of machine-to-machine (M2M) communication
infrastructure with the SM on the customer side and control center (CC) on the util-
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ity side. In between the SM and CC there are different kinds of intercommunicating
intelligent electronic devices (IEDs) working in system stabilization functionalities like
monitoring and system management such as, phasor measurement units (PMUs), pha-
sor data concentrators (PDCs) , circuits break monitors units, solar flare detectors.
This section of the AMI employs smart data aggregation approaches and technologies,
as a way of leveraging the computation load of the devices involved in an IoT con-
text, to facilitate fast data exchange and reduce unnecessary delays. The considerable
amount of data generated by these devices needs efficient handling and security as-
surance for smart grid applications [93]. It is apparent that smart grid cybersecurity
and user privacy protection is a critical issue [91, 94, 95]. As such SG requires in-
built security mechanism by design to maintain the systems operations securely and
preserve users privacy. Therefore transactions in the modern grid bear a lot more eco-
nomic value than in the ordinary grid. Some of the transactions with economic value
in smart grids are dynamic pricing, demand response, distributive electricity trading.
Thus, the system attracts fraud and cyber attacks. Therefore, there is need for good
management to check without tampering of data or loss of information by using robust
cryptographic measures. As a rule of thumb mutual authentication must be provided
as a first recommendation to ensure trust in secure communications by ascertaining the
true identity of the communicating party, before indulging in the exchange of sensitive
information over the open channel. Even further, anonymity is a required technique
that can help check user privacy and traceability concerns when carrying out regular
transactions [96]. Thus, the importance of robust authenticated key agreement schemes
comes into play to ensure smart meter’s anonymity and untraceability on the network.
Smart meter anonymity prevents an adversary from discovering the real identity of a
smart meter, therefore the smart meter is not traceable and all its transmissions seem
random to the adversary. Much research has been done and is still on-going in order
to provide security and privacy protection. However, most of the recent work [97-104],
have the drawback of involving time-consuming computation especially on the resource
constrained smart meter side. Although,in the subsequent communications two entities
are universally secured by symmetric key algorithms such as the AES , 3DES among
others, however there is need of getting a shared key in advance. This calls for key
establishment mechanisms to generate a symmetric key for a particular session, which
is the focus of this work and most similar works in literature. The session key is gen-
erated by using public key cryptosystem, usually known as key agreement. The main
contributions of the current paper are listed below as follows.

e An anonymous and untraceable key agreement scheme is presented, where the real
identity for smart meter is never transmitted in plain text in the authentication
process.

e Maintains the classical security requirements of confidentiality, integrity, and au-
thentication while ensuring overall good performance.

e [t achieves ideal performance in terms of computation and communication costs
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as it excludes heavier computation operations.

e A careful security analysis shows that the scheme is provably secure in extended
Canetti-Krawczyk (eCK) model amidst fulfilment of the security requirements in
heuristic approach.

The rest of the paper is organized according to the outline given as follows. Section
IT reviews most relevant related works of AKA schemes for smart grids communication.
Section III provides that mathematical building blocks for the proposed scheme. Section
IV give the detailed steps of the proposed work. Section V, presents an in-depth analysis
of the scheme in terms of security, privacy and performance assessment. Finally, in VI
we give concluding remarks about the proposed scheme.

3.2 Related Works and Limitations

In SG, there has been continuous research in authentication and key exchange cryp-
tosystems for securing AMI communications [97-99, 101-103, 105-110]. In this section,
a critical scrutiny of the schemes will be presented thoroughly. In [102], a secure privacy
preserving authentication scheme based on elliptic curve cryptography was proposed.
Their scheme has merits in computation and communication efficiency and provides
security requirements besides fulfilling anonymity and mutual authentication. Further,
the analysis was presented in random oracle and validated in AVISPA security analysis
tool. However, we feel there are some inconsistencies in the some elliptic curve point
multiplication operations. Mahmood et al. [111], designed a hybrid Diffie-Hellman
authentication scheme for smart with the goal of authenticating a smart meter and
the gateway. Nevertheless, Li et al. [105], noted that their scheme is weak against
identity leakage, impersonation attack and session key leakage. In [108|, another ECC
based scheme was proposed, however it is highlighted in [112] that their scheme fails to
ensure password guessing attack, insider attack, privacy protection and impersonation
attack. In [100], an efficient and secure authentication and key agreement protocol for
5G networks using block-chain was presented. The presented work employs digital sig-
nature and bilinear pairing technique to resolved distributed denial of service (DDoS)
attack. Though deemed to have low computation overhead, it can still be improved by
removing the computation intensive bilinear pairing operations. In [103] an anonymous
key distribution scheme was presented by using identity-based signature that does not
require a trusted anchor in the process. nevertheless, in [109], Odelu et al., exposes
the scheme in [103|, as being vulnerable to ephemeral key leakage attack. In [113],
another anonymous furnished scheme was proposed, designed to withstand key escrow
issue which was found in the work of [98, 103, 109]. The scheme was validated to
be secure by using proverif tool and is purported to be comparatively more efficient.
However, we notice computation in-consistence in key establishment process, especially
the misuse of the bilinear pairing operations. Although, authentication cryptosystems
have been widely worked on in recently years, still more research work needs to be
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done to realise practical schemes suitable for resource constrained network environment
[106, 109]. Generally, most of proposed schemes fall short in providing anonymity, re-
silience to common security attacks and untraceability security requirements. So to
this effect, achieving robust security and privacy preservation with optimal computa-
tion cost in cryptosytems is still an open research issue. Although Mohammadali et
al., [106], proposed a lightweight scheme based on ECC which was formally validated
by using AVISPA tool, it is noted in [114] that their scheme does not consider privacy-
preservation during authentication. In a quest to provide a solution to user privacy
concern, Chen et al. [101], proposed an authentication scheme. However, the scheme
was based on bilinear pairings and Diffie-Hellman problem. Although, explicit formal
analysis was done using BAN logic and random oracle model, the bilinear pairings de-
merits the scheme in terms of required computation cost. The scheme in [98], by He et
al., was devised with the aim of striking a balance between computation cost and provi-
sion for robust secure with privacy preservation by supporting smart meter anonymity:.
The authors in [99], however claim that, the scheme in [98] falls short of providing
key escrow attack resilience, inferring that the trusted anchor (TA) can generate the
session key, negotiates by entities under it. Additionally, the scheme in [98] suffers from
private key leakage and known session-specific temporary information attacks. Wazid
et al. [115] proposed, a three factor authentication protocol based on ECC by using
lighter operations such as XOR and hash operations among others. In the same vain,
Kumar et al. [97|, designed an ECC based authenticated key exchange scheme, but
was flawed by having time synchronization clock for the timestamp. So the scheme
in [99], was proposed to provide novelty in efficiency and being ideal for anonymous
authentication with formal proof and implementation experiment presented. However,
the schemes in [97-99, 101] were quashed by [114] that they still bear relatively heavy
computation load. Use of certificate-less cryptosystems to achieve robust and efficient
security mechanism, formulated by combining the advantages of tradition public key
cryptography and identity-based techniques in the construction, while solving the key
escrow problem has inspired this work [86, 116, 117].

3.3 Preliminaries

This section, presents the mathematical primitives used, the system model, security
requirements and the threat model for the against the proposed scheme.
Security Requirements

Any secure AKA scheme must ensure satisfaction of default security requirements which
are key in any network based communication outlined as follows.

e Mutual Authentication: This is a means of ascertaining two-way authentica-
tion, whereby either of the two communicating entities authenticates the coun-
terpart before indulging in the communication. This can be done presentation
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of a valid verification token such as a digital certificate before the occurrence of
subsequent communication. In our case, the smart meter and the service provider
authenticates each other.

¢ Anonymity and Untraceability: The real identity of a smart meter is con-
cealed and can not be linked to a particular session of communication. Any two
completed session can not be related to a certain identity, but rather they all
appear as random in the eyes of eavesdropping adversary.

e Perfect Forward Secrecy: In this feature, we are assured that the session key
will not be compromised even in the case whereby the long-term private key of
a user is compromised. Thus, an adversary in possession of a private key would
not be able to derive any previously established session key and thereby access
the previous communications.

e Availability: This aspect gives assurance that the system and data is accessible
to any authenticated user whenever needed.

e Integrity: Integrity means the accuracy and completeness of transmitted data.
Incorporating this feature in the design of a scheme entails that the data is secured
from modification, or misuse by unauthorized party.

In cryptography, forward secrecy (FS), also known as perfect forward secrecy (PFS),
is a feature of specific key agreement protocols that gives assurances that session keys
will not be compromised even if long-term secrets used in the session key exchange are
compromised. The notations used for the main scheme are outlined and described in
Table 3.1.

3.4 The Proposed CL-AKA scheme for Smart Grid

This section presents the details of the proposed, Certificate-Less Authenticated Key
Agreement Scheme for Smart Grid Communications, christened as (CL-AKA). CL-
AKA follows a hierarchical communication model, with the SM at the lowest level and
the control center as the highest while intermediate gateway point, link the two major
communicating networks as illustrated in Figure 3.1.

The scheme has four main phases which are: (1) System Initialization Phase , (2)
Entity Registration Phase, (3) Entity Self Key Generation and (4) Authenticated Key
Agreement Phase, with the detailed description given as follows.

3.4.1 System Initialization Phase

The utility as the system trusted anchor (TA), initializes the system to produce the
parameters used in the authentication process and it proceeds as follows.

39



Chapter 3. Certificate-less Authenticated Key Agreement Scheme with Anonymity

for Smart Grid Communications

Table 3.1: Notations Used in the Proposed Scheme

Symbols | Meanings of Symbols in the Scheme

SM; ith smart meter, where i =1,2,--- ., n

AP; 4" access point, where j =1,2,--- ,m

1D, An identity for a smart meter, SM;

ID; An identity for an access point, AP;

psky Partial private key for an entity identified by k

(zg, zxP) | Secret key & public key for an entity identified by &
Sk Full private key for an entity 1Dy (i.e. SM; or SP;)
T; Validity period for the pseudo-identity ID; for V;
RID; A real identity for the vehicle V;

(Ppup, ) | TA’s public key & master key respectively

M; Session key established between two parties 4, for 1 = 1,2
t; Current timestamp, for ¢ = 1,2

e The TA takes a k-bit prime ¢ as its system security parameter and produces the
set of {F(b q,p; Pa G7 E\Fq}

o TA selects a € Zx,, as its master secret key, with the corresponding public key
computed as P,,, = aP € E\F,.

e Then TA selects hash functions defines as, H :{0,1}* — Z7.

e TA publishes the final system parameter,
{an q,D, P7 Ppuba G; E\Fq, H}

3.4.2 Entity Registration Phase

This phase explains how the communicating entities which are, the smart meter and
the service provider, under the the same overall TA are registered and issued with
key parameters that enables secure session key between them. An entity identified
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Control Center g

Insecure Network

Figure 3.1: CL-AKA hierarchical communication model

by ID;. € {0,1}*, undergoes the following steps for registration. The I D, is used for
simplicity sake as the process stands for either smart meter or service provider.

e A user submits its identification, I Dy, to the TA.

e The TA chooses a random number dj, € Z*, and then computes @), = d;P and

e TA sends the partial private key to an entity Dy as (pskx, Qx) through a secure
channel.

3.4.3 Entity Self Key Generation Phase

In this phase the concerned entity, I Dy, chooses a random number x, € Z*, and sets
it as its private key with corresponding public key, pky = . P. Finally, I Dy, formulate
its full private key by combining the self derived key materials with the partial private
key material, psky, received from the TA during registration. So the full private key
used for verifiable authentication is s, = xy + pski. The preceding three phases are
summarized in Figure 3.2.

3.4.4 Authenticated Key Agreement Phase

This phase allows mutual authentication between two entities /.D; and ID; under the
same TA. Here, ID; stands for a smart meter whereas ID; for 