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Abstract 

Vehicle based logistics are hinged on their ability to timely deliver goods, services, and people. 

The classical expression of “time is money” comes alive in the logistics industry yielding 

potentially huge financial and health consequences in case of missing deadlines. This is especially 

the case for time sensitive pharmaceuticals, delivery of perishable goods, delivery of people 

travelling, delivery of services in fault fixing/recovery sector. All these use cases motivate the need 

for an immutable, secure, and immortalized process of tracking time. To solve this challenge, this 

thesis presents prototype-based research that integrates the 4th industrial revolution technologies 

of vision Internet of Things (IoT), Artificial Intelligence (AI) Object detection, Optical Character 

Recognition (OCR) and blockchain. The developed prototype features a Raspberry-PI board 

embedding a camera, an Artificial Intelligence (AI) model to recognize plate letters from the image 

and a crypto wallet to sign the logging of plate number and time events on the NEAR blockchain, 

an emerging sharded, layer-one blockchain that uses proof-of-stake and is simple to use, secure 

and scalable. The effective operation of the developed prototype has been validated inside a 

campus parking and shows an accuracy range of 92-98%. The benefits of transparency, security, 

and immutability of the blockchain combined with the intelligence, data capture, and processing 

of IoT will help to improve the development of accountable solutions trusted by all different 

logistic stakeholders. As one of the main achievements of this research, a related paper has just 

been accepted for publication in the conference 8th International Conference on Machine Learning 

Technologies (ICMLT 2023). 
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Chapter 1: Introduction 

We are currently in the time frame considered to be leading into the 4th industrial revolution. New 

emerging technologies are being developed and matured enabling us to effectively harness them 

to make our lives better. Blockchain and Internet of Things (IoT) are considered part of this 

revolution [1]. 

The Internet of Things looks at connecting everyday objects to the internet. Large amounts of data 

are collected using sensors and pre-processed using microcontrollers, actuators act upon the 

environment IoT systems are deployed. Data collected is sent to the cloud using communication 

devices attached to microcontrollers for processing and data modelling. This data is relevant in 

data science fields and artificial intelligence to learn and understand our environments. [2] 

Blockchain is a distributed ledger technology that allows for peer networked nodes to share and 

track assets on a decentralized network. The blockchain-based ledger is immutable and require 

consensus algorithms to verify and allow for the data to be allowed on the network, data is stored 

in blocks and chained together to form part of the distributed ledger and decentralized network. 

This has several benefits like safety, it is computationally expensive to hack and change data on a 

blockchain, data is transparent and open [3,4]. 

Transport and logistics are a critical part of today’s society. Late arrival of transport vehicles, 

whether buses trains, planes, and even last mile transport systems like motorbikes can have 

economic and social effects [5]. For instance, businesses and organizations suffer economic effects 

from late arrival and departure times of staff to their workplaces [6]. A study on lateness of staff 

in the US estimated a financial cost of 737 dollars per employee per year for mid-sized tech 

companies in 2002.  This value may have tripled to reflect current market value; indirect costs may 

include loss of motivation and morale among other staff [7, 6]. Other business sectors such as 

pharmaceuticals have time constraints that may even impact the health safety of people such as 

timely delivery of perishable goods and critical pharmaceutical drugs and test samples [8,9]. As 

stated in [10], recording of vehicle plates, departure and arrival times can help to improve safety 

and timely delivery of drugs. The aforementioned areas need clear open and immutable ways of 

quantifying times of arrivals and departures, quantifying the value of deadlines being missed or  
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met, and the transfer of the cost when times are not met. These critical data need to be stored in a 

transparent manner that is verifiable and auditable by all parties concerned.  

Advances in Artificial Intelligence (AI) and vision Internet of Things (IoT) sensing make it 

possible for edge devices to be able to use imaging to identify and classify objects, detect features 

and group objects which can then be used for image processing and decision making. In our case, 

AI models can be trained to detect the location of number plates on a vehicle’s image, then use AI 

again to recognize letters from number plates from the plate image. Using wireless communication 

protocols, this information can be submitted to a smart contract over a blockchain for further 

analysis and reading [6]. 

This thesis presents prototype-driven research to prove the concept of how the three industrial 

revolution technologies leading to the 4th generation, namely IoT, AI and Blockchain, can be 

integrated to develop an immutable tracing of departure and arrival times of vehicles in a logistic 

value chain. The outcome prototype features a Raspberry-PI board embedding a camera, an 

Artificial Intelligence (AI) model to recognize plate letters from the image and a crypto wallet to 

sign the logging of time events on the NEAR blockchain, a sharded, layer-one blockchain that uses 

proof-of-stake and is simple to use, secure and scalable.  

 

1.1 Problem Statement 

Vehicle entry and exit from facilities or stations can be tracked through number plate detection 

using various techniques. Myriad industries, services and personnel stand to benefit from the 

tracking of vehicle times and arrivals. For example, vehicles that are part of logistic chains or 

systems that allow for time sensitive delivery of goods are a key consideration; this might include 

pharmaceutical delivery vehicles, transport of perishable consumables, or last mile delivery. 

Moreover, vehicles that are part of core organizational needs, such as service operators, network 

engineers, fault responders, and transport systems could utilize such a system to render their 

services more efficient, effective, and accessible [11, 12].  

IoT edge devices can be an effective way of tracking these vehicles via plate recognition. Using 

algorithms that detect contours in images of vehicles, plates can be detected and the position of  
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the number plate in such an image can be accurately determined. The position of the plate can then 

be cropped and magnified, then using OCR techniques characters of the vehicle plate can be read 

and stored for future use [13,14]. 

Moreover, AI models can be developed, trained, and deployed to an edge device for plate 

detection. Over time, object detection models have been developed for different objects and these 

models can be used in inference learning to be specified and adapted towards identifying number 

plates. The OCR techniques can be used to read number plate details from the cropped image in 

the location where the number plate is detected with a high accuracy [15,16]. 

However, there are some challenges and limitations to using a centralized Web2 database to store 

departure and arrival times. The main challenge of a centralized database is data integrity since 

data can be modified/changed if one has administrative rights [17]. Additionally, given that it is 

centralized, it means the database is at risk when faults happen as the central point remains the 

point of truth [18]. Centralized are open to malware and malicious attacks from hackers and the 

information is not typically open and transparent [17]. The value of this system and extra use cases 

depends on the transparency and safety of the data. When a value is placed to the cost or gain of 

time lost or made from departure and arrival times of vehicles, the collected data requires guarantee 

to be without fault or interference [19].  

Thanks to its decentralized feature, Web 3 technologies enable open verification natively. Indeed, 

Web3/Blockchain solutions offer storage that is distributed which makes it secure and reliable 

[20]. Data stored on the blockchain is immutable and therefore can be trusted to be effective since 

it is open and transparent in nature. Blockchain technologies using smart contracts inherently 

attach value to transactions on the blockchain for reading and writing, the value can be transferred 

between entities and/or ‘things’ within the system, which means faults and penalties can be 

transferred without bias inherently on the blockchain. Gains/losses realized can also be quantified 

inherently on the platform and then at a later stage mapped to a stable coin or currency value for 

payments [21]. 
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1.2 Study Objectives 

  1.2.1 General Objective 

This MSc research projects seeks to demonstrate the feasibility of arrival and departure times open 

verification in delay-sensitive transportation services 

   1.2.2 Specific Objectives 

To achieve the main goal the following specific objectives will be used as guides: 

• SO1: To identify a transportation vehicle at a given geo-location by automatically reading 

its plate number 

• SO2: To verify departure and arrival timing compliance using transportation blockchain 

smart contracts   

• SO3: To validate the good operation of the prototyped end to end system at the university 

entry gate 

The above specific objectives intend to respond the following research questions: 

• RQ1: How do we identify and collect arrival and departure times of a vehicle by reading 

its number plate using IoT and AI? 

• RQ2: How do we develop an open verification ecosystem for tracing timing contract 

failures using Blockchain? 

• RQ3: How do we confirm that the integration of IoT, AI and Blockchain can provide a 

working solution for open verification in delay-sensitive transportation services? 

1.3 Hypotheses  

The general hypothesis of this study is that value can be attached to recording time in an immutable 

manner.  

Time can be captured in an immutable, safe, and open manner and the value ascribed to this time 

factor can be determined by a community of system users. 

A vision base IoT system linked to a blockchain with a smart contract can be used to store a time 

factor and determine its value for users. 
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1.4 Study Scope 

The study focus of this research includes: 

1. Developing a vision enabled IoT device using a web camera and OpenCV for pragmatic use 

of an edge device to capture images and then program the IoT device to manipulate and extract 

data from the image.  

2. Use of machine learning (ML) model to detect objects in images for more accurate object 

detection which leads to more accurate extraction of data from the image.  

3. Studying blockchain smart contracts and the benefits of blockchain systems in the logistics 

industry and how the benefits impact day to day lives of system users. 

1.5 Significance of the Study 

This study aims to demonstrate a viable use case for using IoT and blockchain technology. 

Time and vehicle plate date being store in a secure, immutable manner will be relevant for future 

systems that require security, like pharmaceuticals 

The open nature of the data stored, and group verification of the data makes blockchain suitable 

for instances of goods that affect communities like water supply or perishable goods 

Departure and arrival times being recorded and tracked over time with penalties and rewards built 

into fair smart contracts that are not centrally controlled will lead to more effective transport 

systems and trust from users. 

1.6 Organization of the Study 

Chapter one introduces the project, aims and objectives of the prototype-based research. Chapter 

two discusses the literature review and gaps identified to achieve the aims of this project. Chapter 

three looks at the methodology used to carry out the research. Chapter four discusses the system 

design, simulation, and prototype development. Chapter five discusses the results and findings 

from the study and finally chapter 6 explores challenges. Limitations, recommendations, and 

conclusions from the prototype-based research. 
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1.7 Conclusion 

This chapter presents the introduction of this study, problem statements and justification for this 

study. The integration of these two emerging technologies will be critical to fully harness the 

benefits of their existence. The intrinsic value of blockchains make the storing of time data 

valuable, this time specific data can be captured using smart IoT devices at the computing edge of 

the logistics value chain for vehicles transporting goods 
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Chapter 2: Literature Review 

The internet of things (IoT) allows for a myriad of devices to be connected, collect data, and make 

intelligent decisions [22]. IoT however suffers from vulnerability of privacy and security breaches. 

Blockchain technology can be used to address these concerns. It has the inert capabilities of 

transparency, immutability, and data encryption [22]. Blockchain technology has also been used 

in the creation of digital currencies, which makes it suitable for transferring value between 

connected nodes/things, one of its most famous applications being Bitcoin [23] 

The integration of IoT and blockchain also has its limitations, because of the consensus algorithms 

used in public blockchains for Proof of work or Proof of stake the computational cost of using a 

blockchain and the cost of data storage can be high [24].  Therefore, decisions must be made on 

what data to store and read from blockchain. 

Previous researchers have looked at the subject matter of blockchain and integration with IOT in 

different fields and applications and from an overarching point of view, we will look at some of 

these to see the lessons learnt and apply to our experimental project research.   

An overarching paper on blockchain and IoT integration highlights the use cases of blockchain 

and IOT in different uses cases and seeks to provide technical support for parties interested in 

deploying Blockchain IOT projects (BIoT) [25].  

The work highlighted the distributed ledger technology of blockchain and how these have the 

characteristics of making the network Decentralized as nodes work together to make the system 

distribute, trustless; nodes are capable of trusting each other as the system runs on full 

transparency, Collective maintenance; the system is not owned by no one specific the nodes are 

responsible for maintain the system and exercising the consensus algorithms, Reliable database; 

every node has a copy of the ledger, the reliability increases as the network grows, Anonymity, 

there is no need to trust in the network so nodes can remain anonymous. 

Blockchains because of their trust and distributed nature can be used to create crypto currencies. 

They also have ability of storing smart contracts, which are self-executing pieces of code that live 

on the blockchain. The paper analyzes different blockchain IOT infrastructure design architectures. 

IoT traditionally sent data to the cloud for supercomputer processing and data storage.  
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A hybrid architecture was interesting in capturing the current benefits of cloud computing in IOT 

and blockchain benefits for verification and distributed applications. 

Some challenges noted from the paper for the integration of blockchain and IOT applications were 

scalability, processing power and time, storage sizes and cost of running such networks at large 

scales. Some recommendations were made around the technical challenges of decentralization, 

blockchain infrastructure, government, regulations, and legal aspects of use of blockchain. The 

most important contribution was around the hybrid architecture considering that IoT and 

blockchain are arguably in their infancy, as they grow more solutions will be solved and their 

integration will be more seamless.  

Their conclusion predicts that IoT is here to stay and that Blockchain IoT integrations will become 

more widespread and that there isn’t a one size fit all answer for these integrations and so 

implementors must weigh their options and make decisions accordingly. 

When deciding which data to store and read from the blockchain we look at an IoT-Health solution 

that integrates with blockchain. 

A study proposed for the “Healthchain” a use case for IOT and Blockchain in health care system 

[26]. IOT technology has be used in health care to improve efficiency and accuracy, break 

geographical restrictions with remote monitoring, conduct disease risk assessment and construct 

disease prediction. The amount of data generated can be large and therefore needs cloud assisted 

health care systems to data and for further processing. Large scale smart health devices need high 

computing and the storage of cloud servers, but this can lead to centralized systems that can be 

affected by attacks. Health data is highly sensitive and should be well protected. Medical disputes 

require trust from all parties that data was not tampered with.  

This work proposed the use of blockchain technology to cover most of these problems.  The paper 

proposed Healthchain, a blockchain-based privacy preserving scheme for health data. In 

Healthchain, users can periodically upload the health data collected by IoT devices and publish 

them as a transaction. Doctors or artificial intelligence (AI) health analyzers can diagnose anytime 

and anywhere based on the IoT data and publishes the diagnosis as a transaction.  
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Blockchain technology is not designed to store large amounts of data so recording of a user’s 

complete data will not be necessary and will lead to computational problems when maintaining, 

searching, or verifying. 

The work proposed InterPlanetary File System (IPFS), which is a content-addressable, distributed 

file system to store data with high integrity and resiliency.  

Data is distributed and stored in different nodes all over the internet, they have no single point of 

failure and efficiently distribute large amounts of data without duplications. Hash string of data is 

stored on the blockchain and mapped out to the IPFS storage.  

 

Figure 1: Health Chain System Model 

 

Figure 2:Health Chain architecture diagram 
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IoT devices are used to track the data of the user and they are connected to one user node which 

aggregates the data and sends it to the user chain. They can only generate and publish data. The 

doctor nodes can be doctors or artificial intelligence and can be used to diagnosis of data that is 

received from the user blockchain. Accounting nodes are deployed by the consortium to verify 

doctor nodes’ transactions are correct and valid. Storage nodes are used to store data. The 

Userchain and Docchain are the blockchains used to store transactions and data.  

The rest of the paper shows the algorithms used to add patients and doctors and dives into 

evaluations of usage of traditional systems to the proposed solution. The paper shows how IOT 

and blockchain can be integrated in the space of smart health care where data is being generated 

in large quantities and needs to be kept secure and still manageable for analysis, processed for 

reactions at IOT layer and even used in cases of disputes.  

Recent research has also been conducted in the storage of vehicle On-Board diagnostics (OBD) 

data to the blockchain using an InterPlanetary File System (IPFS)[27].  

 

Figure 3: System architecture 

The proposed system uses an OBD scanner to read vehicle data and a Decentralized application 

that connects to a smart contract and the IPFS. The smart contract makes decisions on what data 

to store and read from the file system. The data recorded is encrypted and safe, it is also distributed 

across multiple nodes which makes it hard to breach. These benefits come with a high cost to 

upload data and the need to filter the data to store the relevant data on the blockchain. 



 
 
 

20 | P a g e  
 

 

 

 

In India a study was done using SOBEL Edge detection techniques to detect number plates in cases 

of traffic offenses and parking management [28]. Edge detection techniques are used to separate 

license plates from segments of images before optical character recognition techniques are used to 

extract characters from number plates [28]. The study showed how the IoT system could be 

integrated with camera’s and send processed data to a database for further review. Edge detection 

techniques can however struggle with multiple objects in an image. 

A study done for “Automatic License Plate Recognition (ALPR)” showed high accuracy for object 

detection using a machine learning object detection model using YOLO detector. The object model 

was fed a large data set of images and trained to detect license plates from images, this increased 

accuracy of plate detection and character reading from images.[29] 

Similar work involved the use of ‘Open License Plate Detection for private parking systems” [30]. 

The benefits of image detection of license plates from IoT systems were reflected in a proposed 

solution for parking management. 

Smart contracts have been used to transfer value in popular blockchain applications like Bitcoin 

[31]. Smart contracts using the blockchain offer a trustworthy distributed peer to peer system that 

is resilient and can be audited [31]. Smart contract payments have been used in construction 

projects where progress data is captured by unmanned aerial vehicles and sent to a smart contract 

for disbursement of payments [32] 

The blockchain provides data assurance and resilience for data collected from IoT systems [33]. 

Users will need to trust proposed systems if the system have rewards and fines involved. The 

transfer of value, including monetary value hinges on the accuracy and reliability of data being 

used. 

From the above studies, we see examples of IoT and blockchain integration solutions. Factors to 

consider include: 

• An emphasis on the type and volume of data that can and should be stored on the 

blockchain. 
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• The stage of the IoT system pipeline where the blockchain integration should happen is 

considered, whether at sensor level, pre-processing, storage, or analysis. 

• The stage of the IoT system pipeline where the blockchain integration should happen is 

considered, whether at sensor level, pre-processing, storage, or analysis. 

• The transfer of value between users of the system. 
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Chapter 3: Research Methodology 
In this chapter the methods and approaches used to conduct the study are outlined. This includes 

the steps undertaken to complete the study, the research process/ideology and tools used in 

prototyping of the proposed solution.  

3.1 Research Process 

The research process was first initiated to investigate how to incorporate IoT technologies and 

Blockchain technology. The prototype research was then narrowed down after comprehensive 

literature review and business case analysis to vision integrated IoT integrated with the NEAR 

blockchain to immutably record vehicle departure and arrival times in the logistics sector. 

Proposed prototype steps: 

i. Literature review 

ii. State of the art analysis 

iii. Smart contract design, functions, and storage 

iv. Set up prototype with Raspberry Pi 3B+ with Canny method 

v. Set up prototype with Raspberry Pi 4 with YoloV4 MODEL  

vi. System test and debugging 

vii. Blockchain submission analysis 

viii. Results analysis  

ix. Thesis preparations and publication of analysis 
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3.2 Research Design 

 

Figure 4: Design Concept models [34,35] 

The requirements of the projected are collected then the design of the system is developed. The 

implementation of the research project follows the prototyping system of developing, refining the 

idea, demonstrating then iterating from the feedback collected. 

1. Requirements 

In this phase, we collect all the requirements based on the problems statement and get feedback 

from the stakeholders and other service providers involved in this study. These requirements are 

analyzed, and the system requirements documented. 
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2. System Design: 

This is the phase where the system level design is done. This includes the system architecture, 

block diagram and prototype design. 

3. Implementation 

This is where we combine the input data and output data to create a complete system. It involves 

the development of the different prototypes of the system for vision integration and license plate 

detection. This section involves both the hardware configuration and software programming to 

create a working prototype that implements the end-to-end design. 

4. Testing 

This is the phase where the system is tested in an experimental environment to simulate vehicle 

positioning. 

5. Analysis 

We analyze the system and make recommendations for future applications. 
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Chapter 4: System Analysis and Design  

In this chapter we look at the overview of the prototype from a block diagram then we dissect the 

internal workings of the system using an end-to-end architectural design. Then we discuss the 

design of the smart contract, techniques used for plate detection and image manipulation. We 

discuss some of the libraries used for text extraction and the specific components used in the 

prototype.  

The overview of the prototype is consisting of a web camera as an input device to a 

microcontroller. The microcontroller sends data to a blockchain using an inbuilt Wi-Fi module that 

connects to the internet. The microcontroller is supplied with power to make it a mobile unit that 

can be used on the processing edge. 

 

Figure 5: System Block diagram 

 

4.1. System architecture 

Figure 5 shows the end-to-end architecture that incorporates a vision sensor (camera), algorithms, 

and AI models to detect plate numbers. Once the plate numbers have been identified, the system 

then submits the details to a smart contract on the NEAR blockchain, to be read and written.  



 
 
 

26 | P a g e  
 

 

 

 

The NEAR protocol is a blockchain that uses proof-of-stake and is simple to use, secure and 

scalable. [36]. NEAR differentiates itself by being developer friends and offers scalability via 

‘sharding’ and shared security 

 

Figure 6: End-to-end prototype system design 

 

 

Figure 7: Full system design with AI model 
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4.2. Blockchain Smart Contract Design 

The smart contract has 2 states, you can either evoke a call or a view method on the blockchain. 

Call methods are primarily used to write to the blockchain, but they can also be used to read and 

write to the blockchain. These would be considered two transactions, even though the same method 

makes the process call. Our smart contract has a call method to record the number plate details. 

The view method is used to read from the blockchain, and our smart contracts evoke several 

methods to read from the smart contract. We read details of recent/last transaction, request 

transactions of a specific vehicle and of a specific group of vehicles listed as part of a fleet. 

 

 

Figure 8: Contract code with Call function for submitting plate details 
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Figure 9: Code extract with Submit Plate Details Model 

 

 

 
Figure 10: Code extract with plate details storage definition 

 

The Smart contract [37] is deployed over the NEAR protocol using the Assembly Script SDK [39], 

which is a TypeScript/JavaScript like language that compiles down to WebAssembly.]. Smart 

contracts developed in WebAssembly are then deployed on top of the protocol and can be used to 

make calls to the blockchain to read or write [39].  

The NEAR protocol employs ‘sharding’ for processing every single transaction. This solution was 

proposed to solve problems with other blockchains which are noted as having low throughput, 

since each node would process each single transaction, which would in turn lead to high ‘gas’  
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prices (the cost of using the blockchain). ‘Sharding’ helps to solve the high cost of blockchain 

storage, bandwidth, and processing by splitting tasks to smaller processing units, this makes it 

easier to scale and affordable [40]. The NEAR protocol provides both main accounts and test 

accounts for developing concepts and ideas before launching. These come with wallets and 

explorers for tracking transactions that are happening on the blockchain and smart contract specific 

activity. 

4.3. Vision IoT Device Design  

The Internet of Things (IoT) defines a network of thing that are attached with sensors, run software, 

for the purpose of connecting and exchanging data with other devices/things and systems over the 

internet [41]. IoT devices will typically have a control/processing unit to handle edge processing 

of data collected from sensors and transfer data collected and processed using communication 

devices and different protocols to other devices, processing systems or cloud storage over the 

internet. In this research we used two processing units to simulate computer vision and transferring 

of data from processor to the internet. 

4.3.1. Process one: 

A Raspberry Pi 3B+ was used in conjunction with a webcam for computer vision to read images. 

The Raspberry Pi is a low cost, credit-card sized computer. It is a capable, compact device that 

enables edge computing and programming with Python [42]. Using the Python programming 

language and a library called OpenCV, we captured images from a webcam and stored them for 

further processing. The images were run through an algorithm built off the Canny Edge Method 

to mark out the edges in the image. After edge detection, a list of contours is detected then 

subsequently filtered to detect rectangle shapes and closed figure among the obtained results [43]. 

After detecting the number plate, the boundaries of the number plate are masked and then the 

image is cropped out prepping it for Optical Character Recognition. The Pytesseract library is used 

to read characters on an image. It has a function for reading images to strings [44]. The string read 

is stored as the number plate value before making a call to the smart contract using the values 

detected and overloaded for time and device details. The NEAR protocol provides a command line 

interface for deploying smart contracts, adding keys associated with accounts and smart contracts,  
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and calling methods in smart contracts [45]. The methods can be evoked from an operating system 

CLI call from a python script. Calls can also be made through an http request or gRPC call. The 

blockchain responds with a transaction ID if there are no errors or connection problems that can 

be viewed on the NEAR transaction explorer. 

4.3.2. Process two: 

The second process involved adding an artificial intelligence model for number plate detection. A 

Raspberry Pi 4 was utilized, with a TensorFlow lite model that was pre-trained with images of 

vehicles and bounding values for number plates. Inference learning techniques were used to 

develop the TensorFlow lite model that was developed on top of the YOLOV4 object detection 

model [46]. YOLOV4 provides the benefits of faster and more accurate object detection. Weights 

can be adjusted to allow for detection of objects of distinctive features; in this case the weights 

pertain to number plate features. Images are taken from a webcam using the OpenCV library in a 

python script, and the image is then fed to a TensorFlow lite model for number plate detection. 

Once the plate is detected, the bounding area of the number plate in the image is masked and 

cropped. The cropped image is then run through the PyTesseract optical character recognition 

library for reading the characters off the cropped image. Once the characters are read and stored 

in a variable, the script calls the smart contract to write the value of the plate and overhead data 

for raspberry pi and vehicle details for storage on the NEAR protocol blockchain. 

 

4.3.3. Component Overview 

1. Input device 

Web Camera: Logitech C510 HD 720 

 

Figure 11: Web Camera 
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Figure 12: Technical specifications of the Web Camera 

2. Processors 

Microcontrollers:  

• Raspberry Pi3B+  

 

Figure 13: Raspberry Pi3B+ 
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Figure 14: Raspberry Pi3B+ specifications 

 

Figure 15: Comparison of the 3B+ vs 3B 
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• Raspberry Pi4 

 

Figure 16: Raspberry Pi4 

 

 

Figure 17:Raspberry Pi4 Technical specifications 
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Figure 18: Raspberry Pi4 specifications 

4.4. Overview of License plate detection Techniques 

4.4.1. OCR techniques with canny method [47] 

License plate detection using the canny edge detection uses image manipulation to find patterns 

and objects in images.  

Open CV (Open-Source Computer Vision) provides a function for canny edge detection. 

Canny edge detection is an edge detection Theory developed by John F. Canny. It is a multi-stage 

algorithm which uses Noise reduction and a function to find the intensity gradient of the image. 

Noise reduction is used to remove noise on the image using a 5 x 5 Gaussian filter. Images are 

converted to a gray scale and the edges are smoothed out. 
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To find the smoothened edges, the image is filtered with a Sobel kernel in both horizontal and 

vertical direction. To get angle and direction of each pixel we use the formulas below: 

 

Equation 1: Angle and direction formulas 

The next step is to apply non-maximum suppression. After gradient magnitude and direction, a 

full scan of image is done to remove any unwanted pixel which may not constitute the edge. Every 

pixel is checked if it is a local maximum in its neighborhood in the direction of the gradient. 

 

Figure 19: non-maximum suppression 

Point A is on the edge (in vertical direction). Gradient direction is normal to the edge. Point B and 

C are in gradient directions. So, point A is checked with point B and C to see if it forms a local 

maximum. If so, it is considered for the next stage, otherwise, it is suppressed (put to zero). 

The final stage is Hysteresis Thresholding which is the stage used to decide which edges are really 

edges and which are not. For this, we need two threshold values, minVal and maxVal. Any edges 

with intensity gradient more than maxVal are sure to be edges and those below minVal are sure to 

be non-edges, so discarded. Those who lie between these two thresholds are classified edges or  
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non-edges based on their connectivity. If they are connected to "sure-edge" pixels, they are part of 

edges. Otherwise, they are also discarded 

 

Figure 20: Hysteresis Thresholding 

The figure below shows an example of an image processed with edge detection and image 

results. 

 

Figure 21: processed image example 

In vehicle plate detection the same concept is applied to find contours which can be mapped to 

rectangles and assumed to be a vehicle number plate. 
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4.4.2. Vehicle license plate detection using Canny method applied in vehicles overview [48] 

An image of a vehicle is taken using a camera and supplied to the program programmatically. 

  

Figure 22: Vehicle image 

The image is then converted to a gray scale image using open CV. 

 

Figure 23: Image conversion using openCV 

A filter is then applied to the image to sharpen edges and prepare it for the canny method for edge 

detection. 
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Figure 24: Filter application (1) 

 

Figure 25: Filter application (2) 

 

Figure 26: Vehicle after filter application 

 

Figure 27: Canny Edge detection 
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After applying the Canny image processing the preceding image is produced with edges 

highlighted. 

 

Figure 28: Processed image 

Using OpenCV we can now detect contours in our image.  

 

Figure 29: Contour detection using openCV 

After detecting the contours, we can apply a count over the counters to detect rectangles and ratios 

that would evaluate to a license plate. 
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Figure 30: Rectangles and ratios detection 

 

 

Figure 31: Plate detection 

 

 

Figure 32: Plate masking 

After the plate is detected, the bounding area is highlighted, and the section is cropped for text 

extraction. 

 

 

 



 
 
 

41 | P a g e  
 

 

 

 

 

Figure 33: Number plate boundaries marked 

 

Figure 34:Cropping code 

 

Figure 35:Extracted number plate image 

 

Figure 36: Image to text conversion code 

 

Figure 37: Result from Pi3b+ of number plate 
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After text extraction the details are ready for submitting to the blockchain. 

4.4.3. YOLO V4 explanation/Overview 

YOLO or You Only Look Once, is a real-time object detection algorithm. YOLO uses a single 

neural network to perform both classification and prediction of bounding boxes for detected 

objects. it is heavily optimized for detection performance and is fast. It works by repurposing 

traditional image classifiers to be used for the regression task of identifying bounding boxes for 

objects. 

The Original YOLO — YOLO was the first object detection network to combine the problem of 

drawing bounding boxes and identifying class labels in one end-to-end differentiable network. 

YOLOv2 and Yolov4 presented incremental steps in the detection model. 

YOLOv4 is the model used in this research. The building blocks of YOLOv4 include inputs of 

images and patches. The “Backbone” uses different engines including CSPDarknet53, SpineNet, 

“Neck” for collecting features using path-aggregation blocks and “Head” for final object detection 

using dense prediction or Sparse prediction (Faster R-CNN). 

 

Figure 38: YoloV4 two stage detector 

Backbone is the deep learning architecture that acts as a feature extractor. The Neck collects feature 

maps from different stages of the backbone. Head is the object detector that gives the co-ordinate 

to the location of the object in the image. Yolov4 helps to customize the model for object detection 

and can be adapted for the specific features of a license plate. 
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4.4.4. Library for text extraction 

• Pytesseract 

Pytesseract or Python-tesseract is an OCR library for python that helps programmers interact with 

the Tesseract-OCR Engine. It can read and recognize text in images and is commonly used in 

python ocr image to text use cases. 

The Pytesseract library was used to read the characters from the cropped image of the license. 
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Chapter 5 Results and Analysis 

In this section we discuss the different results from different approaches experimented with 

emphasis on YoloV4 model plate detection and results post submission of details to the blockchain. 

Post Canny method detection for license plates in images, research was done to develop an ML 

model using Edge Impulse for plate detection. 

5.1. Edge Impulse: 

Using Edge Impulses’ web application and CLI tool, a target device was added to ease of 

deployment of final model. 

 

Figure 39: Target device 

Initial process involves adding sample images with bounding boxes to mark license plates. The 

images are used to train and test the model. 301 images were used to train a model and test a model 

on edge impulse. 

 

Figure 40:Labelling of training data 
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Images are split 80/20 for training and testing of the model.  

 

Figure 41: Data acquisition 

 

Figure 42: Data splitting 

The final output is a Faster Objects More Objects MobileNet model that can be used for object 

detection.  

The best model generated in this research had an accuracy of 75.5%. This accuracy was sufficient 

for initial round of testing, a YoloV4 was used for higher object detection accuracy. 
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Figure 43: Model training score 

 

5.2. YoloV4 detection 

The second phase of the research involved using the YoloV4 object detection model that was 

customized for plate detection. Accuracy increased to 92%-98%. Below are sample images of 

different vehicles used to show accuracy of model. 

 

Figure 44: Image of sample vehicle 
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Figure 45: Image of vehicle with plate detected and confidence levels of model 

 

Figure 46: Cropped image of area with detected plate 

 

.  

Figure 47: Image of second sample vehicles from rear view for plate detection and reading 
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Figure 48: Cropped image 

Using PyTesseract the text from the cropped image is extracted for submission to the blockchain 

 

Figure 49: Submission to the blockchain 

The near protocol provides a command line interface for calling contracts. The Python code uses 

the operating system functionality to call the contract [20]. 

• An example of a call to the contract to submit plate details to the blockchain 

near call $CONTRACT SubmitPlateDetails '{"vehiclePlate":" RAF459B ", 

"datetime":23344.1234}' --accountId marusichweb3.testnet 

• Sample response from the command line interface 

Scheduling a call: dev-1657889824160-52385125116901.SubmitPlateDetails({"vehiclePlate":" 

RAF459B ", "datetime":23344.1234}) 

Doing account.functionCall() 

Receipt: 5egLDBBEFMVDQ4ET4uLeQcyehJGtJAPy3QNDvwquHWLU     

Log [dev-1657889824160-52385125116901]: Data added to plate details 

Log [dev-1657889824160-52385125116901]: Data added to Plate details 

Id: 8HoKuRJ3mo46KhYAHxcHSbb5Q3JTtMcLhNaYNuSr9dwP 

https://explorer.testnet.near.org/transactions/8HoKuRJ3mo46KhYAHxcHSbb5Q3JTtMcLhNaYN

uSr9dwP 
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'' 

The transaction Id is useful for tracking contract details, cost of call, call signers and results of 

transaction. 

The block the data is added to can be traced and used for time verification. 

 

 

Figure 50: Block data 

 

Figure 51:Near transaction details of submission 
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Chapter 6: Conclusion and Recommendation 

The integration of IoT, AI and Blockchain offers a new range of innovative solutions for state-of-

the-art open challenges. As explored in this research, one of the challenges is to trace the departure 

and arrival times of vehicles in a logistic value chain especially when missing deadlines can yield 

huge financial and even health consequences.  

This study presents a research-driven design and prototyping process to build an end-to-end system 

that uses a Raspberry Pi embedding a web camera, a trained AI model to detect location of the 

vehicle plate on an image and recognize the plate numbers from image, a wallet to sign the logging 

of events on a remote blockchain ledger based on the NEAR protocol. NEAR blockchain has been 

selected thanks not only to its scalability and low transaction features but also its developer 

experience making the development of smart contracts easier for traditional web 2 developers.  

The experimentation carried out in the campus parking shows that the proposed system achieves 

a range of 92%-98% of accuracy for object detection. The NEAR blockchain provides an 

immutable, open, and secure store for vehicle plate data. This prototype can serve to provide time-

based accountability solutions trusted by all different logistic stakeholders.  

6.1. Recommendations 

This system can be used in public transport systems to determine fines and rewards for buses and 

trains arriving on time or being delayed. 

Medical delivery systems and medical test facilities using samples can use this system as part of 

their accountability line for users, to gain trust from parties involved and increase efficiency of 

service delivery. 

Fault management systems in the energy and telecommunications sector can benefit from a system 

of recording time in an immutable manner to verify response times to faults and allow end users 

to transfer value when faults are resolved in time and for companies to pay penalties for not 

addressing faults in a reasonable time. 
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6.2. Future Works 

Future works will focus on improving the accuracy of the plate recognition AI process and to 

implement automated smart contract business logics that enable to automatically charge a faulty 

stakeholder from its collateral tokens to be deposited when accepting a logistic mission. 
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