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SUMMARY 

 

Natural disasters are one of the leading causes of death worldwide. Statistics show that many 

people die in various catastrophic events. The damage to property and infrastructure from these 

types of disasters is worth millions of dollars, and many more dollars are spent on disaster 

recovery. In many countries, including the East African region, indoor fire outbreaks are the most 

common natural disasters with fatalities. Least developed or developing countries do not have 

efficient mechanisms to detect, count or predict human occupants in buildings in the event of a 

fire.  

In Rwanda, common strategies to reduce the risk of fire outbreaks include emphasizing the 

use of firefighting equipment and following fire codes to enable firefighters to intervene and rescue 

a reasonable number of casualties. These methods do not guarantee that trapped people have the 

skills to use the device or know these guides in case of panic. The internet of things and machine 

learning are now available. The former will play a key role in developing data collection prototypes 

to collect and monitor environmental parameters and report them to the cloud in real-time. The 

latter helps predict occupancy using sensor-captured data from indoor environments.  

This research aimed to reduce the risks of fire outbreaks in public buildings by identifying 

and analyzing the environmental factors to be considered as indicators for fire existence, and the 

recent technologies adopted to fight against the matter. After identification of parameters and 

devices capable to support on fire detection and human counting, the development of a scalable 

spruce fire IoT-based system aiming to warn and predict humans in case of fire is done.  The 

system uses wireless sensors to collect real-time environmental data, report estimated occupancy, 

and then predict the human presence. By using the developed IoT system, the building 

environmental parameters were collected, and machine learning techniques have been used to 

predict human presence. The IoT framework was containerized to support system scale-up and 

performance metrices were assessed. 

The research was conducted in three systematic phases: The data acquisition IoT prototype 

was developed, calibrated, and tested to gather real-time data to be used in the prediction. In this 

phase, the environmental parameters’ thresholds were experimentally captured. In the second 

phase, the IoT framework has been improved with machine learning model integration. The data 
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generated was used to build the insight between people’s presence and the environmental 

parameters in a room using machine learning prediction techniques. Different machine learning 

models were tested, and the long and short-term memory model was selected with accuracy of 

96%.  

In the third phase, the framework was designed using the microservices paradigm, to analyze 

the performance during the increase of the distributed sensor nodes over the same managerial 

process. The performance was measured experimentally on 3 nodes by varying different requests 

0, 100, 10.000, 100.000, and 1.000,000 respectively. Using Grafana and Prometheus, the system 

resources considered are CPU utilization, memory usage, as well as data transmission (receiving 

and transmitting bytes). The results showed that due to the containers, the CPU used did not cost 

high by increasing the number of requests. For memory resources, the increases do not cost any 

attention. The transmission increases considerably to the bytes received starting from 10.000 

requests. The system prototype was successfully tested at the selected site and shows the better 

performance in case of scaling up. The study area of this research is the University of Rwanda, 

Kigali City, and Nyarugenge districts in Rwanda. 
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Chapter 1  

BACKGROUND OF STUDY 

 

This chapter presents the background of the study where the problem area is defined together 

with the aims and objectives. Further, it discusses the contributions of the research and the structure 

of the thesis and the organization of the rest of the chapters. 

1.1 Introduction 

In Rwanda and worldwide, natural, and human-induced disasters result in a serious loss of 

infrastructure, monetary costs, distress, injuries, and deaths. The internet of things (IoT) has 

inspired solutions that are already available for addressing problems in various application 

scenarios. For instance, IoT systems have been used in building automation and comfort 

management [1]. Among a variety of emerging technologies, the demand-driven HVAC (heating, 

ventilation, and air conditioning) method is mostly adopted to optimize the building operation cost, 

while achieving sustainable smart buildings [2].  

Most buildings are managed when affected by disasters (fire, earthquakes, etc.) with smart 

properties. There are mechanisms to rescue and properly search trapped victims using evacuation 

policies [3]. However, its accuracy is not efficient. This thesis is adopting the use of IoT and 

machine learning (ML) technologies to propose an enhanced framework to discover efficiently, 

accurately, and automatically predict the occupants in a building. Further, warn the trapped people 

and the emergency response coordinators (ERC) for facilitating the evacuation process. 

Artificial and natural disasters are unexpected daily events that are creating a big concern in 

worldwide nations. Every year, extreme weather conditions, hurricanes, earthquakes, droughts, 

floods, heat waves, and fire outbreaks cause considerable damage to infrastructure [4]. This leads 

to monetary loss, mass evacuations, distress, injuries, and deaths. Like any other country in the 

region, Rwanda experiences internally displaced persons due to environmental disasters, 

especially fire outbreaks [5].  

Rwanda disaster management policy stated that fire hazards including unplanned and massive 

burning may destroy equipment, settlements, property, and lives [6]. Hazardous electric wiring, 

limited construction standards, and accidents are among many factors that cause fire hazards. Fires 
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are common in commercial buildings, industries, congested human settlements, learning 

institutions, and marketplaces. The community requires preparedness for the management of fire 

hazards by the intensification of sensitization for public awareness. Apart from the manual 

mechanisms of guiding people within modern buildings, there are more ways like showing signs 

for the position of fire extinguishers, exit routes, etc. This requires additional training for users/the 

public to be able to use them during an emergency. However, there is no appropriate way of 

warning, searching, and rescuing the victim during an emergency. 

1.2 Fire Outbreak in the Context of Rwanda  

Rwanda is a country with a fast-growing economy along with infrastructure development 

involvement [7]. Due to its cities with regular expansion, there is an increase in fire risks as more 

houses are constructed and a growing number of populations without knowledge about fire safety 

measures, laws, and regulations.  

The main root cause of fire hazards includes unplanned and massive burning that destroys 

equipment, settlement, property, and lives. Fires are mostly present in industries, congested human 

settlements, learning institutions, and marketplaces. For the readiness, preparedness as well as 

management of fire hazards and for the intensification of sensitization with the public, there are 

guidelines designed to overcome those hazards [6]. The fire hazards in Rwanda are classified into 

different categories such as wildfires, industrial fires resulting in methane gas extraction, and fire 

outbreaks in public and private settlements. Forest fire in other words knows us wildfire has been 

affecting different regions, especially in national parks [8], and this is a serious concern in many 

ecosystems across the globe due to environmental and human life loss. 

As per the East African Community (EAC) [9] on disaster risk reduction and management 

strategy in 2012–2017, the abundant natural hazards such as floods, droughts, urban fires, and 

earthquakes negatively contribute to the impacts on the security of lives as well as economies of 

their partner states. It is stated that the cause behind the fire hazards such as haphazard electric 

wiring, disregarding construction standards, accidents, and uncontrolled burning including bush 

waste materials burning [9].  

Rwanda as an Eastern African country has managed to establish a law for the fire and rescue 

brigades under the Rwanda national police [10]. All control strategies of the buildings in the 

capital/secondary cities are inspected regularly to handle fire incidents and other possible disasters. 
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The law again enforces naming commercial houses for better allocations for smart city 

management.  

Figure 1.1 displays all fire damage observed between the period 2010 to 2019 [5]. According 

to the graph, data for 2015 is not available. 

 

Figure 1. 1: Fire damages in Rwanda in the last 9 years. 

The impact of natural disasters on remittance flows toward low- and middle-income countries 

had been discussed [11]. A proposal for global expected risk analysis of fatalities [12], injuries, 

damages by natural disasters [13], and earthquakes inclusive of fire hazards are global issues to 

care about [14] [15]. Most of the efforts have been done to fight against the loss of human lives, 

the unexpected disasters causing the buildings to collapse or be burnt. The buildings require regular 

evacuation drills causing expenses, and loss of productivity. Still many occupants are not 

experienced with the usage of firefighting equipment. Any automation to assist in these drills 

during real-time actual evacuations would mean saving cost, time, and life. 

1.3 Motivation  

Rapid urbanization and growing city centers such as Kigali present the rise of commercial 

growth where huge commercial buildings, trade centers, and private as well as public 

infrastructures have been established [16]. The growth in infrastructure and population results in 

high exposure to fire hazards and increasing vulnerability. After accidents involving motor 

vehicles, falls, and drowning, fires are the fourth-leading cause of accidental injury worldwide, 

accounting for over 300,000 fatalities each year [17]. In an urbanizing world, there is a strong 

correlation between the risk of burn injuries and densely populated urban areas [18]. Due to the 
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high population density and high economic value of the buildings and their contents, fires in high-

rise buildings and residential complexes are one of the major urban disasters [19]. 

The inspections and assessments conducted in [20] revealed that most public and private 

buildings and houses are not equipped with firefighting equipment and the public is not aware of 

laws as well as regulations related to fire safety management. Firefighting and evacuation efforts 

are very difficult in the fire event due to the high concentration of people and property [21]. The 

economic value of the structure itself, the interior construction, and the possessions of the 

building's occupants highlight the significance of the fire crisis management issue [22]. 

During the emergency case in the building, the key factor is to know the number of people in 

the building for the evacuation assistance systems to rely on the attendance of humans in the 

specific building. Normally, this number is calculated by counting the number of people gathered 

at the assembly points to the last known number of people inside the building. The problem of the 

current attendance can be done in the office building by knowing the already present employees. 

However, the system will not consider visitors. 

On the other hand, technologies have been used to make decisions about some events that 

may happen. Research had been conducted on commercial buildings for context-aware computing 

[23], here estimation of occupancy in indoor environments using different kinds of sensors data 

analysis had been conducted. Knowing the number of occupants in a living environment facilitates 

the management of buildings more intelligently for human evacuation in case of emergency. It 

also controls ventilation, heating, and cooling for energy consumption management. Efficiency 

ratings of most LEED (Leadership in Energy and Environmental Design) certified buildings 

require such sensor systems. The concept of smart building arose through a combination of the 

IoT paradigm with the smart object approaches. Smart environments focus on looking at 

occupancy in the specific indoor area, like tracking, detecting, and identifying occupants to offer 

quality services, while considering factors [24]. 

The IoT and Machine Learning is one of the emerging technologies that may be used to 

address the issue of fire outbreaks by remotely collecting data and delivering it to the cloud 

platform to notify concerned people of the specific area. The importance of using IoT techniques 

for fire disaster monitoring and prediction is its rapidness to respond to the changes in data, by 

providing accurate information on the imminent disaster before its occurrence. By using IoT, many 

parameters can be gathered and analyzed to increase the accuracy of occupant prediction. In this 
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thesis, various parameters of the indoor environment have been considered by conducting 

experiments in the respective areas of study, and different methods were considered that leverage 

the improved accuracy of the prediction and operationalization of the framework. 

IoT deployments have grown in number at an unprecedented rate in smart buildings [25].  It 

helps industries and researchers to address the solutions in the direction of time management while 

evacuating people struck by either natural or artificial disasters. It has been observed that the ERC 

easily panics causing a high probability of not reducing survivability [26]. Most buildings have 

evacuation guidance marked with specific signs. However, they look inadequate and are not 

considered when people are on the intensive run for their lives. In general, Rwanda and the East 

African region have been known for fire outbreak cases in the past few years [27]. The "life cycle" 

of comprehensive emergency management, also known as the phases of the traditional disaster 

model to assist emergency managers, consists of four stages: mitigation, readiness, response, and 

recovery. The cycle of disaster framework aims to reduce fatalities in disasters by choosing the 

best courses of action and establishing timely and adequate levels of human and financial resources 

[28, 29]. 

1.4 Problem Statement 

The big challenge among others is the lack of knowledge for building occupancy at a specific 

period. It seems impossible to get the precise number of people in a building. It is even hard to 

inform the ERC for intervention. Most recent buildings in the region lack automatic little 

prevention mechanisms while waiting for help with real fire-fighting equipment. The problem is 

how to precisely know and predict the number of present people in a building so that ERC can 

locate them in real-time.  

This research focused on the development of an integrated machine learning model into an 

IoT Sensor-based system to predict and count human occupants in public buildings. It suggested 

performance measurement of the system due to scale-up with the large data ingestion.   

1.5  Research Objectives 

The main objective of this thesis was to develop an IoT-based framework and undertake a 

performance analysis in case of fire outbreaks in buildings in an urban area. 

 

 



 

6 

 

The specific objectives are: 

1. Assess the current fire emergency scenario in Rwanda and review current trends of home 

automation mechanisms for detecting victims in buildings using the IoT. 

2. Develop an innovative IoT architecture for occupant counting with alerting mechanism. 

3. Select and integrate a machine learning algorithm into the IoT framework architecture 

for occupant prediction, and response applied to public buildings. 

4. Test and validate an IoT framework architecture using performance metrics for scalable 

system scenarios. 

1.6 Research Questions 

The main objective of developing the framework is to contribute to preventing the cases of 

increased fire outbreaks with the loss of human beings. This thesis aims to provide a smart 

framework that can intelligently detect fire outbreaks leading to prevention and occupant 

prediction.  The solutions proposed in this work aim to address the identified research questions 

listed below: 

1. Conduct a literature review on what are the current fire incidences trends and their prevention 

measures using IoT in Rwanda? 

2. What are the suitable IoT deployment technologies to be applied?  

3. What is the appropriate IoT-based framework to address the machine learning models of fire 

prevention, discovery, prediction, and response for public buildings? 

4. What are the best testing and validation methods for performance metrics to assess system 

scale-up and count the occupants and notify the existence of fire outbreaks? 

1.7 Research Methodology 

This research employs both modeling and IoT integration approaches to propose solutions for 

improving building occupant detection from fire outbreaks.   The solution proposed in this thesis 

is relevant for countries struggling for improved fire prevention safety systems by highlighting the 

process to achieve intelligent mechanisms for fire detection and occupant prediction.  To achieve 
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the objectives of this work, qualitative, quantitative, and experimental approaches were combined. 

These three approaches complemented each other to achieve the objectives of this research [30]. 

The research was conducted by literature review both online and offline. To capture the real 

scenarios, we conducted different site visits. Various stakeholders including the Rwanda National 

Police (RNP) and the ministry in charge of emergency involved in firefighting incidences were 

consulted. From the discussions, the idea was to contribute to the measures of reducing the problem 

of fire detection, alerting, people counting as well as predicting fire incidences before time using 

emerging technologies. 

The data related to fire incidences, and the application of emerging technologies to detect, as 

well as predict fire outbreaks and alert humans has been discussed as the outcome of research 

objective 1. After data collection, the analysis phase was conducted to identify different parameters 

implying the fire outbreaks. The main outcome in this phase was to come up with a feasible sensor-

enabled system to detect environmental parameters that do not expose human privacy. And 

develop an IoT solution for alerting fire brigades as planned in research objective two.   

The third objective aims to select and propose a machine learning integrated-IoT framework 

architecture. The LSTM was chosen as the best model among many tested from the dataset 

collected with the developed IoT solution.  

Due to the downtime based on system overload issues reported by most IoT solutions handling 

a lot of data ingestion coming from deployed sensors in real-time, continuous development and 

continuous integration (CD/CI) paradigms using DevOps were analyzed and applied to the 

developed framework. Testing of the system scale-up using varying requests with variant 

infrastructures was conducted as planned in research objective four. 

1.8 Overview of the Major Contributions 

The major contributions of this thesis are as follows: 

- Literature survey for IoT and ML applied to fire outbreaks in an urban building, 

- Development, and deployment of an embedded device for fire detection and data 

acquisition for room occupant counting with real-time data visualization, 

- Prediction analysis using different ML algorithms from the gathered fire-related sensor 

data. 
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- Development of a containerized framework to handle or manage multiple concurrently 

deployed IoT edge devices. 

- Performance evaluation based on the system scalability for IoT resources utilization. 

The above contributions have been developed based on the research questions and linked to 

the objectives. The outcomes are grouped into three research papers published.   

1.9 Thesis Outline 

Chapter 2 presented the literature review on fire outbreaks, their causal factors, and the 

mechanisms used to reduce their risks. Chapter 3 discusses the study of fire outbreaks by designing 

and developing an IoT-based application for spruce fire. The implementation of the system is done 

and tested on the detailed parameters. The data visualization is done, and the recommendation is 

addressed for prediction and performance evaluation. Chapter 4 details the proposed IoT 

framework implementation and its occupancy prediction using deep learning methods. The chapter 

comprises a description of the framework and the parametric characteristics of the observed 

variables. The results from the experiments are presented with the recommendation. Chapter 5 

describes the development of a framework with performance evaluation analysis. The components 

of the system are described, and the evaluation is experimented based on reliability and throughput. 

Chapter 6 concludes the thesis. The reference to the thesis structure is found in Figure 1.2. 
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Figure 1. 2: The structure and organization of the thesis. 
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Chapter 2  

LITERATURE REVIEW 

 

This section details the literature review regarding the fire outbreaks in Eastern Africa and 

Rwanda in general. It discusses the fire outbreak categorization, risk reduction strategies and use 

of emerging technologies such as internet of things, machine learning to fight against fire 

outbreaks. 

2.1 Introduction  

Nowadays, global observations of natural hazards show a massive increase in the number of 

disasters with their total economic impacts [31]. Fire hazards were reported worldwide many times 

as a global significant problem and the root cause of natural ecosystem degradation, with loss of 

people’s lives [33]. The East African Sub-Region is known for natural hazards such as floods, 

droughts, earthquakes, landslides, fires, strong winds, lighting, and their secondary impact on 

diseases and epidemics [32]. Rwanda is among the vulnerable country to a wide variety of natural 

and manmade hazards.  

Over the last decade, the frequency along with the intensity of natural hazard-induced 

disasters, particularly fire, and flood have significantly increased, raising the toll of human loss as 

well as economic and environmental losses.  

One of the main problems today that seriously harms the environment and has an impact on human 

life is fire detection. Most of the time, fire accidents are more serious and cause environmental 

destruction.  However, it is possible to reduce danger and save lives by identifying and detecting 

the high-risk factors and the early stages of a fire accident.  It is important to inform the appropriate 

caring unit and those who are closest to the burning area to leave and extinguish the fire source.  

This chapter discusses different situations related to fire risks and the technologies used to 

facilitate the prevention and rescue of fire victims. Its main purpose is to survey the state of the 

arts of the current situation and proposes the way forward for this research. 
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2.2 Fire Outbreak Categorization 

Fire risk can be classified into different categories based on the scenario [34].  For example, 

it can be classified based on location. In this category, there is indoor and outdoor fire. The former 

is categorized into the urban fire. The latter is classified as forest fire and wildfire. The fires classes 

are discussed based on fire sources: (i) class A – ordinary solid combustibles, (ii) class B – 

flammable liquids such as alcohols, (iii) class C – electrical equipment, and (iv) class D – certain 

flammable metallic substances such as sodium and potassium [34].  

There is the occurrence of temperature increase over time during the fire’s ignition and 

development phases in addition to the production of smoke and toxic gases [35, 36]. Due to a high 

concentration of combustion (CO, CO2, HCN, SOx, NOx), most victims pass away from 

asphyxiation and intoxication [37]. Even if the subject was not directly exposed to the flames, 

those gases, at high temperatures, can cause burns, eye irritation, and breathing difficulties, leading 

to death [38]. Due to the smoke’s tendency to reduce visibility and its color, which is determined 

by the materials burning, it is difficult for the victim to flee and for the rescue team to assist [39]. 

Examining factors like the fire position, the quantity of combustibles, and the length of ventilation 

openings that may affect the potential occurrence of the flashover, which occurs just after the fire 

has fully developed, is crucial for maintaining a safe environment indoors [40]. 

When it reaches this stage, the only course of action that can be taken is to keep the fire under 

control until the combustible flame has been put out [41]. The values of the RHR (Rate of Heat 

Released), which is related to the thermal power [kW] released and to the velocity of the process 

[42], have an impact on the various stages characterizing the development of the fire (pre and post 

flashover). Determine the value of the RHRlim, which, if not exceeded, will prevent the fire from 

reaching the flashover. The RHR is influenced by the flame speed, amount of available air, and 

exchange rate. This is because of the high temperatures in the area, which must be avoided because 

they could break windows at a temperature of about 500°C. It is possible to distinguish between 

two methods for the analysis of the fire during the post-flashover phase. The first one adopts a 

prescriptive methodology and investigates the thermal effects of the nominal fire on the building 

materials. The second employs performance-based assessment codes whose complexity can be 

altered by the level of accuracy required by the evaluation [43]. 

This section discussed the fire categorizations and next section shows the risks associated as 

well as the strategies proposed by the concerned policymakers to reduce those risks. 
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2.3 Fire Outbreak’s Risks Reduction Strategies 

The main challenges for fire risk mitigation are the lack of information about the fire outbreak 

happening, and what is about to happen [44]. Broadly, some relevant measures for fire risk 

mitigation rely on (i) planning area, (ii) community by considering whether the structure was built 

under current Wildfire and the wildland-urban Interface (WUI) building codes, (iii) community 

design (by checking the lot size, density, and internal road system), (iv) general property hygiene 

[45]. In modern strategies, there is a plan for every country to codify each building to ease 

localization and accessibility. 

Among many strategies, this section details the ways of assessing vulnerability causing the 

fire incidences, reducing risks by applying structural techniques, using emerging technologies such 

as drones, imaging, internet of things as well as machine learning methods to reduce risks caused 

by fire outbreaks in indoor buildings. These measurements are the key important points to assess 

the feasibility study of our proposed research in the context or East African and Rwanda in general. 

 

2.3.1 Fire Outbreak Susceptibility Assessment 

Even though indoor fire outbreaks are unforeseen and undetected, there are various ways to 

lower their risks. One of the recommended methods for a forest fire is to apply the zonation 

technique. For the case of indoors, the most recommended measure is to use proper construction 

tools and make the building accessible to help fire brigades. The other method is susceptibility 

assessments of electrical wiring failures in various areas. These two techniques may be used to 

reduce risks. These analyses provide information on which areas are highly susceptible and which 

have moderate to low susceptibility.  Remote sensing [46, 47], geographic information systems 

(GIS) in conjunction with bivariate statistical analysis methods [48], data mining techniques [49], 

and multi-criteria decision-making [50] are all used in the mapping of fire susceptibility and other 

types of hazards. 

The laws governing the construction of homes, schools, hospitals, commercial buildings, and 

other types of infrastructure are known as “building acts” and are found in many nations. It is 

stated that no building should be in dangerous and inaccessible areas, they should be constructed 

with minimal prevention measures (possession of firefighting equipment). 
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2.3.2 Fire Outbreak Risks Reduction by Structural Techniques 

Structural techniques for fire risk outbreak mitigations rely on technical materials used in 

construction and applying safety measures. Modern buildings are frequently made with fewer 

resources and designed to be lighter, stronger, and more resilient due to global trends of population 

growth, the high cost of resources, and a growing need for sustainably sourced building materials 

[51]. Without additional treatments, however, this could also mean that the materials are less fire-

resistant [52], especially if they are not strengthened to meet standards like those outlined by the 

National Fire Protection Agency (NFPA) [53] or in regional, national, or international building 

codes. From a life safety standpoint, fire-resistant materials are particularly crucial in residential 

construction because residential fires are the main cause of fire fatalities in Rwanda [54] and 

around the world [55-58]. 

This section focuses on catastrophic events that are out of sight right now rather than 

addressing worries about a disaster that is already underway [59, 60]. This could entail modifying 

local building codes to fortify structures, updating zoning and land use regulations, bolstering 

public infrastructure, and other initiatives to increase a community's resilience to a catastrophic 

event [61, 62]. In the meantime, risk assessment is crucial to both the planning process and disaster 

risk management. A risk assessment's goals are to describe the risk's nature, pinpoint communities' 

vulnerabilities, and determine their potential exposure to specific hazard events. Some factors go 

into determining the order in which risk management measures should be implemented. They 

include the probability and impact of potential events, the cost-effectiveness of preventative 

measures, and the availability of resources [63]. 

With the information discussed on this section, this resource learnt that with the deployment 

or identification of the building to assign the prototype, it is important to care about what kind of 

the materials used during the construction, this helped to take strategies and recommend to the 

building owners. 

 

2.3.3 Digital Technology 

In recent decades, however, researchers have investigated disaster management using 

different emerging technologies. AI techniques, along with other cutting-edge technologies like 

remote monitoring, high-resolution sensors, high-speed computation, and data-driven methods, 
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have been increasingly applied in fire safety engineering since the recent boom of big data and 

deep learning in the 2010s. 

There are specific challenges that cannot be met without combining spatial and attribute data 

[64, 65]. Geospatial information science (GIS) is essential to disaster management as disasters are 

fundamentally spatial in nature [66, 67]. Urban fire risk assessment methodologies could be 

upgraded by developments in crowdsourcing using geospatial data creation, and collection as well 

as GIS-based risk and vulnerability assessment methods [68]. Urban planners, emergency 

managers, and community organizations working in resource-constrained environments can 

identify as well as evaluate pertinent fire risk factors with the help of vulnerability maps. However, 

modeling the risk of fire is necessary and requires data from numerous sources. Therefore, using 

information fusion techniques as a tool can help decision-makers come up with mitigation and 

policy plans. 

In the meantime, information fusion has a wide range of applications, ranging from basic pan-

sharpening to feature-based fusion, decision-based fusion, data fusion, 3-D fusion, and information 

fusion, as well as advanced sensor fusion. The fusion of remote sensing data with information from 

a GIS and other spatial data sets is one of the challenges in information fusion. In the context of 

determining fire vulnerability, the current study used both high-rise building characteristics and 

urban structural factors. For creating fire risk maps, UAV (unmanned aerial vehicle) images are 

combined and analyzed data from various sources using information fusion techniques in GIS [69].   

The Wireless Sensor Network (WSN) with handheld devices is recommended for smart 

building establishments [70]. An intelligent workplace used to monitor and assess the efficiency 

of building systems along with user comfort was developed and employed in smart construction 

[71]. Electrical usage was tracked in buildings using a sophisticated integrated real-time 

monitoring system [72]. To improve the efficacy of the emergency protocol the human-centric 

theory with WSN was used to collect and deliver information [73]. For detecting temperature and 

humidity in a subway, the proposed integration between BIM-based models and facility 

management processes using WSN is applied [74]. 

An intriguing example of a multifunctional building (offices, laboratories, lecture hall) in 

Riyadh City used a thermal simulation for a building by applying an as-built BIM model, as well 

as a comparison of sensor data [75]. Each space had a defined purpose, and the settings were 

changed by that purpose. The solar path was defined based on the building orientation after the 
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building was accurately located on the map in its precise location using Google Earth. The weather 

file was then attached to the 3D model. Due to their sensitivity to changes in the external 

environment, critical spaces were identified. Building efficiency in terms of energy use and carbon 

emissions was tracked using energy analysis [75]. 

 

2.3.4 Internet of Things (IoT) for Fire Outbreak Data Acquisition and Notification 

Due to its popularity, WSN is used in a variety of applications, including localization [76], 

smart transpiration [77], target tracking [78], healthcare [79], industrial automation, and 

environment [80]. Different techniques are used to implement its technologies. WSN is used for 

surveillance monitoring both automatically and with the assistance of users [81]. Applications 

based on WSNs aid in monitoring humans, animals, and industry monitoring (underground 

applications) [82].  

IoT has not been left behind for fire monitoring as well. Applications for detecting fires used 

sensors and sensor-based circuits [83]. A new approach to mine fire detection was put forth by 

using the WMSS (WSN-Based Mine Safety System) sensor network. By analyzing the gas level, 

gas sensors are used for fire detection in mines. For detecting fires in remote forest areas, the author 

of [84] proposed a Zigbee-based WSN. Temperature sensors are used to measure the temperature 

to assess the severity of the forest fire that occurred there. To accomplish this, the sensor network's 

hardware uses the CC2430 chip.  

For fire detection, the use of a variety of clustering techniques along with communication 

protocols was used [85].  To prevent false alarms, a novel method for fire detection using multi-

sensor and cameras connected wirelessly via IP is implemented. The method used a gateway in a 

cloud environment, for data transmitting, uploading, and downloading [86].   

The safety monitor system is implemented to keep an eye on the release of hazardous gases 

from a building in northern Taiwan. The system could be utilized for extra tasks like temperature 

and humidity measurements [87]. An integrated system needing to use a BIM-based interface is 

developed that communicates with Bluetooth, wireless networks, and other sensors. The system 

provides the following data: (a) environmental perception; (b) fire sense; (c) locating/evacuation 

rescue; (d) fire location; and (e) global information [88]. 
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It was observed that most of the used CCTV cameras mapped to the WSN network was 

reported as privacy exposure as it may expose occupant privacy. Also, other techniques focused 

mostly on fire detection and alarming.  

 

2.3.5 Machine Learning for Fire Risk Prediction 

The fundamental idea behind AI techniques is multi-dimensional fitting using artificial neural 

networks (ANNs). It is possible to identify and forecast real-time fire information, such as HRR 

(heat release rate) and the probability of flashover, based on the sparse sensor data by training the 

dataset of fire tests [89, 90] and numerical fire simulations [91- 94]. 

To date, various machine-learning algorithms [95, 96] have been put forth to train databases 

and establish the intricate connection between sensor data and fire to forecast fires in real-time. 

The long short-term memory (LSTM) RNN loop structure can be unfolded into a chain of cells. 

Recurrent neural networks (RNNs) are specifically designed for the prediction or classification of 

temporal data. The LSTM-RNN model has been used in many domains as a deep learning model 

to predict future effects.  

In the air pollution domain, the prediction model based on the fine Particulate Matter (PM) 

concentrations demonstrated in 24 stations is developed in Seoul [97]. In environmental disasters, 

the LSTM neural network model for flood forecasting is implemented. They used daily discharge 

and rainfall data for prediction purposes [98]. It was used in traffic forecasting [99]. A design of a 

novel custom power demand forecasting algorithm based on the LSTM regarding the recent power 

demand patterns [100]. They collected the power usage data every five-minute resolution in the 

day from some groups of residential, public offices, hospitals, and industrial factories buildings 

for one year. The feasibility of LSTM in the water quality analysis from samples across the 

Yangtze River in Yangzhou has been explored [101]. The LSTM is more feasible and effective in 

applications like this research, where the data comes from various IoT sensors contributing to big 

data analysis. 

For identifying fire scenario information and predicting upcoming critical fire events, RNNs-

based AI algorithms are especially helpful [102, 103]. Convolutional neural network (CNN) 

algorithms are better suited to support decision-making by fire commanders and field firefighting 

operations when it comes to forecasting fire scenes and images [104, 105]. To produce images 
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displaying the distribution of temperature, smoke visibility, and gas concentrations in fire scenes, 

an LSTM model, and a Deep CNN (DCNN) model are combined. 

The adaptive neuro-fuzzy inference system (ANFIS) and its combinations with meta-heuristic 

algorithms have been a group of the most widely used models for forest fire susceptibility 

management (FFSM) among the various attempted forest fire susceptibility (FFS) modeling 

approaches [106, 107].  As opposed to the ANFIS, support vector regression (SVR), a more recent 

modeling methodology, has been one of the most effective models in hazard mapping as well as 

other applications [108, 109].  

A combination of more technologies has been conducted [110]. A novel technology-

integrated framework for developing a building information management (BIM), IoT, and 

augmented reality/virtual reality (AR/VR) proof-of-concept system based on the theory of 

situational awareness is developed. To assess the framework's performance, a pilot test based on a 

fake fire scenario is carried out. The results show that the firefighting department can use the data 

produced by the system to quickly find the locations of indoor fires, and the VR gamification 

scenarios can hasten the trainees' development of situational awareness. 

The introduction of a cost-effective and automatic system design for fire detection and 

monitoring in IoT was discussed [2011]. Their solution enabled users to remotely keep track of a 

building's status through an easy-to-use dashboard that presents all relevant data on a single page. 

If any monitored parameter surpasses its predefined limit, the homeowner receives a notification 

on their mobile phone, including a buzzer, a red light, and a text message. This prompt allows 

them to quickly contact the authorities for immediate assistance. Additionally, the approach 

included a feature to count the number of people present at the site of the fire, simplifying the 

evacuation process. The work looks like ours done in objective 2 presented in Chapter 3. However, 

the main emphasis of our objective 4 as discussed in Chapter 5 was to improve the performance 

due to the system overload which is different from the work mentioned in [2012] too. 

The main contribution of this chapter is to assess the state of the arts regarding the application 

of emerging technologies to reduce fire outbreaks in indoor buildings. The main gap figured out 

is to find the IoT time-series dataset well enough to be applied to our context. The data should be 

exclusive to any human privacy as more technologies such as security cameras expose human 

privacies. This chapter gave us insight to design an efficient calibrated IoT-based prototype to 

gather environmental parameters as discussed and developed in Chapter 3.  
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Chapter 3  

INTERNET OF THINGS (IoT) APPLICATION FOR SPRUCE 

FIRE DETECTION IN RWANDA 

 

In Rwanda, installing fire extinguishers is mandatory in all buildings. The number of staff 

trained in its efficient usage is still insufficient. Many are not aware of fire extinguisher handling. 

Although, alerting a fire outbreak detection on a real-time basis is still a big challenge. 

Furthermore, as people delay informing fire brigades, the administrative procedures are also 

delayed resulting in several people having fire injuries with asset damage.  Developing a system 

that detects fire smartly and records the building's occupants by sending alert information to the 

fire brigade with other stakeholders on a real-time basis is the motivation of this research. This 

research presents a system based on the Internet of Things (IoT) that detects spruce fire in a 

building. The IoT system consists of various sensors that measure important factors like recording 

the number of occupants in the buildings through an Infrared proximity sensor. The smoke sensor 

sends the notification updates to the fire brigade’s dashboard providing an alert in case of fire. The 

actuators (LEDs) are initialized for a quick exit from the spruce fire. The developed system helps 

to evacuate buildings' occupants against fire outbreaks in real-time information.  This reduces the 

number of casualties, decreasing the extent of property damage to save resources during fire 

outbreaks. 

3.1 Chapter’s Article Details with Authors Contribution 

Hitimana, E., Bajpai, G., Musabe, R., Sibomana, L., Kayalvizhi, J. “IoT Application for 

Spruce Fire Detection in Rwanda”. In: Fong, S., Dey, N., Joshi, A. (eds) ICT Analysis and 

Applications. Lecture Notes in Networks and Systems 2022, vol 314. Springer, Singapore. 

https://doi.org/10.1007/978-981-16-5655-2_79. 

Personal Contribution: The idea of writing this feasibility study arose out of a meeting with 

Gaurav Bajpai, Louis S. and Richard M. Formal analysis was done by B. Gaurav, I did 

methodology together with B. Gaurav; I implemented the application for data acquisition under 

supervision of Louis S. M. Richard brought the idea of sensor calibrations with B. Gaurav.  I wrote 

the first version under guide with B. Gaurav. B. Gaurav, S. Louis and M. Richard performed paper 

https://doi.org/10.1007/978-981-16-5655-2_79
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review and editing. I produced all the figures and tables. All authors read and agreed to the 

published version of the manuscript. 

3.2 Introduction 

Rwanda is a fast-growing economy country with increasing infrastructure development. Its 

cities are gradually expanding with city dwellers [111]. This leads to an increase in fire risks as 

more buildings are constructed. There are a growing number of people with inadequate knowledge 

of fire safety measures, regulations, and laws. This results in high exposure to fire hazards leading 

to increased vulnerability. The firefighting equipment installed in the building could handle small 

fire incidences. Most buildings are unequipped with upgraded fire safety equipment. Sensitization 

of the population on fire safety-related matters is irregular. Building codes for geographical 

identification based on fire safety regulations are not fully reinforced.  

Real-time information is critical to fire emergency response for recovery measures. The 

collation, assessment, verification, and dissemination of information require an appropriate 

information management system. This system's decision-making provides external information 

that allows members of the public to make informed decisions to ensure their safety. Fire outbreaks 

have increased in recent times with 326 fires registered across the country from 2010 up to 2019. 

Investigation of causes of the fire outbreaks found that 61%, 22%, 9%, 4%, 3%, and 1% were due 

to short circuit causes, arson, road incidents, hazardous domestic activities, and chemical explosion 

respectively [112]. Fire outbreaks cause loss of life with property damage. Early detection of fire 

sources with effective countermeasures is an issue in fire prevention [113]. Efforts to develop fire 

management systems worldwide by applying information communication technology (ICT), are 

being conducted in practice. The utilization of ICT includes cloud computing with the IoT.  

The main characteristics of the smart city are integrating scalability, interoperability, limited power 

consumption, multi-modal access, and robustness [114]. 

The main objective of this chapter is to detail the development of a highly efficient system 

that detects a fire and records the building occupants by notifying the stakeholders in real-time. 

This also cares about users’ privacy by detecting them using an Infrared proximity sensor. 
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3.3 Related Works 

The building monitoring system using Raspberry Pi, radio-frequency identification (RFID) 

technology, temperature sensor, and video monitoring compromises privacy [115]. It is capable of 

motion and disturbance detection at entry points along with a security alarm system having alerts 

containing pictures with privacy concerns. However, this system avoids static individuals such as 

people sleeping or in places that have no cameras such as toilets. It has been observed that cameras 

do not provide privacy [116]. A non-intrusive approach for indoor occupancy detection enhances 

smart environments by focusing on the detection, localization, and identification of people. Many 

techniques to detect human presence by using wearable devices and cameras also suffer from 

intrusiveness issues.  

The development of an algorithm for the detection of carbon dioxide (CO2) based occupancy 

was implemented. It detects CO2 concentration monitored in buildings to assess indoor air quality. 

It has the drawback of detecting the concentration of CO2 or other gases in places such as cooking 

areas. The use of different methods for inferring occupancies such as data streaming and video 

streaming [117] to handle ingesting along with analyzing with the IoT sensors. Different platforms 

such as Intel Edison, Raspberry Pi, and Arduino with sensor parameters including vibration, light, 

CO2, temperature, and humidity, with live video streams were used. The reasons can be to improve 

space utilization, locate people during an emergency, or understand flows within buildings over 

time [118].   

Personal detection techniques and emergency evacuation assistance were developed to 

minimize the loss of mishaps [119]. However, some corporations trained employees to be 

emergency response coordinators (ERCs) recording manual entries of occupants. Nowadays, 

emergency evacuation is linked to electronic attendance providing baseline numbers in the 

building.  It scanned ID of a person to detect movement. This assumes that moving machinery is 

not interfacing too.  The system has the drawback of detecting static people or visitors. Counting 

all people in the whole building or people based on some predefined zones [120] is to know the 

total number of occupants. The zones are defined using heating ventilation, and air conditioning 

(HVAC) zones, offices, or wireless fidelity (Wi-Fi) access point coverage areas. The granularity 

of the zones differs case by case. 

The IoT connection control has four common methods: internet control (Wi-Fi), area network 

control (WebSocket), Bluetooth, and serial port.  It has nodes connected with multi-hop to transmit 
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and reinforce continuous monitoring in real-time [121]. Mainly fire alarm systems use wireless 

sensor networks (WSN) [78]. The key characteristics of an IoT setup include the following: (1) 

instrumentation, (2) interconnectivity, (3) intelligence, and (4) facilitation of smart services 

through instrumentation and networking technologies. The IoT enables various devices that are 

attached to microsensor chips. Earlier, fire detection used visual analysis through video and image 

processing techniques to detect fires [122]. Nowadays, advances in sensor microelectronics are 

used in fire detection technology monitoring [123]. 

Traditionally, single-point heat along with smoke detectors was widely used for limited areas. 

In large rooms with high-rise buildings, smoke particles, and heat take a longer detection time. 

Detection of fires preferably uses video-based fire [124]. They can also perform high-rise building 

fire monitoring along with outdoor fire detection [125]. These detections use visual characteristics 

of fire, including color, texture, geometry, and flicker, with motion [126]. Since smoke is 

translucent, the edges of the high-frequency image frame lose clarity as an indicator of smoke. The 

distinction between different types of smoke is through the examination of changes in background 

tones, smoke pixels, and blurred backgrounds, with illumination segmentation. Establishing a 

sensor-based safe cooking kitchen environment requires in-depth risk analysis. Kitchen disaster 

risk consists of three factors: fire, burn, and intoxication. The sensor-based fire detection 

technology is highly accurate. It is easy to install the hardware and deploy the software. Integrating 

sensor and vision-based visual fire detection algorithms for fire color modeling with motion 

detection sensors seem to be an appropriate combination.  Although it increases system overhead 

with complexity.  

3.4  Proposed Methodology for Internet of Things Deployed Prototype. 

In the system, the proximity sensor will detect building occupants. This is recorded in 

persistent database (Firebase) and data displayed in the dashboard with the process of sending 

messages through a short message service (SMS). Also, a buzzer and light-emitting diode (LED) 

shall be activated for warning and show direction exiting in the building. In case of smoke in a 

building, it has smoke sensors that will provide a warning light alert when surpass the threshold. 
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Figure 3. 1: The architecture of the system’s overall diagram 

The proposed system as shown in Figure 3.1 will enhance the accuracy of detecting building 

occupants by using an IR proximity sensor. It will ensure the privacy of people by knowing the 

location of each person in the building without using the camera. Consequently, the system 

provides an alert to deliver real-time information to the fire brigade. This reduces the number of 

injuries during a fire outbreak. 

 

3.4.1 The Protype Design for the Proposed Internet of Things Detection Methodology 

IoT-based applications use sensors for sensing the environment factors.  NodeMCU Amica is 

an ESP8266 Wi-Fi Module-based development board. Proximity level is reported as the distance 

from the sensor to the closest visible surface. A smoke sensor can detect smoke by alerting through 

a sound alarm while LED gives an alert to the building occupancy. A piezo buzzer is a tiny speaker 

connected directly to an Arduino. LED is a semiconductor that illuminates when charged and 

satisfy the condition. 

The use case identifies the users that are called actors for implementation. Figure 3.2 describes 

the actors of the proposed model. The system is implemented to notify concerned users. Sound 

alerts to notify the occupant of the threat to evacuate. Also, the LED will be blinking to direct the 

evacuation path to be followed during an event. Light indicators with sound alarm notifications 

are for occupants in range of the threat. However, the remote administration units will get SMS 

notifications for action to be foreseen. The information assimilated through data sent on the 
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dashboard generates analytics that is visualized promptly through dashboard management. 

Furthermore, the fire brigade will log in for information access about rescue during an event.  

 

Figure 3. 2: Use case for the proposed systems. 

The activity diagram in Figure 3.3 shows the data workflows with activities followed by 

actions made according to the choices taken. 

 

Figure 3. 3: Activity diagram for the proposed systems. 

 

The sequence diagram of the proposed system describes sequenced interactions as shown in 

Figure 3.3 among classes in terms of the exchange of tasks over time. This sequence diagram 

contains seven (7) objects having different names.  
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Figure 3. 4: Sequence diagram of the proposed system. 

3.4.2 Acquired Results and Discussions 

This research used IoT techniques to develop smart fire detection. The system architecture 

integrates the microcontroller, sensor elements, and actuators, and send notifications through SMS 

to concern stakeholders. Further, the data is stored in Firebase DB later to display events on the 

dashboard for rescue and evacuation of occupants in the building. This leads to data visualization 

through the Adafruit I/O Platform. The process diagram of the proposed model follows in Figure 

3.5. 

 

Figure 3. 5: Process diagram of the proposed model. 

The system implementation contains six parts described in the IoT framework structure shown 

in Figure 3.5. It has an application layer, management layer, services, communication, security, 

and device layer.  

The system developed and shown in Figure 3.6 collects data and stores them in the centralized 

database. Here, the client occupancy is detected with two sensors, proximity sensors, and smoke 
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sensors in every room in the building. This assists in calculating the exact number of people on-

site.  

 

Figure 3. 6: System setup. 

The smoke sensor detects the presence of CO2 concentration if greater than 1000 ppm. The 

data is sent every 2 minutes to the cloud storage service as shown in Figure 3.7.  

 

Figure 3. 7: Firebase data store.  

The global system for mobile communications (GSM) module is used to alert the user by 

sending an SMS. In this research, the notification is sent from the microcontroller directly to 

administrators and the ERCs. The users access that real-time information by subscribing to the 

MQTT broker. MQTT allows them to subscribe to the system. MQTT is a lightweight 

publish/subscribe protocol. It allows administrators to publish and receive the message as the client 

after subscription.  

In this section, the input from sensors is kept in a firebase like the number of people in a 

building from the proximity sensor including the amount of smoke from the smoke sensor. 



 

27 

 

Consequently, in case of a fire outbreak, the fire brigade will receive records of real-time 

information for occupants trapped. This database always records the data and the content that is 

received from the microcontroller.  

This provides real-time information that is recorded in Firebase. Administrators feed 

information statistics to ERCs. The research proposes including a control room manager for each 

building. The fire brigade unit's focus is to quickly rescue victims depicted on the dashboard. It 

also archives the record for predictive analysis. Adafruit I/O platform is a cloud service used to 

manage traffic information in real-time. The administrators view real-time data online by using 

any PDA (Personal Digital Assistant) device as depicted in Figure 3.8. 

 

Figure 3. 8: Sample real-time data for building occupants and smoke display dashboard.  

Table 3.1 shows all information accumulated from the system, such as building Id, Room Id, 

NodeSensorId, building occupancy, smoke quantity, time, and status. The system analyzes the 

status of any spruce fire detection to ease the ERCs for automatic recognition. 

Table 3. 1: Sample dataset generated by the system. 

Building ID Room ID Sensor Node ID Number of occupants Smoke Quantity Time Status 

50 21 34 1 650 1:02: 50 Normal 

50 21 34 1 650 1:02: 52 Normal 
50 21 34 1 650 1:02: 54 Normal 
50 21 34 1 650 1:02: 56 Normal 
50 21 34 2 750 1:02: 58 Normal 
50 21 34 2 750 1:03: 00 Normal 
50 21 34 2 750 1:03: 02 Normal 
50 21 34 2 750 1:03: 04 Normal 
50 21 34 2 890 1:03: 06 Normal 
50 21 34 2 1000 1:03: 08 Fire 

50 21 34 3 1060 1:03: 10 Fire 
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This chapter details the detection of spruce fires in buildings. The research objective of 

developing an IoT algorithm to detect fire and count the occupants which may contribute to the 

data sharing with the responsible entities is achieved. The system implemented was deployed to 

send a notification to the institutions in charge such as the fire brigade and building control room 

officers.  

Future research work should focus on android applications for notifying using email over the 

cloud instead of using SMS notifications. Moreover, advanced prediction methods could be used 

for predictive analysis.  

This section discusses the implementation of the IoT prototype to detect environmental 

parameters, while the next section details the full framework application with deep learning 

algorithms on the selected data. 
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Chapter 4  

INTERNET OF THINGS (IoT) FRAMEWORK WITH DATA 

ANALYSIS USING DEEP LEARNING METHODS FOR 

OCCUPANCY PREDICTION IN A BUILDING 

 

Many countries worldwide face challenges in controlling building incidence prevention 

measures for fire disasters. The most critical issues are the localization, identification, and 

detection of the room occupant. IoT along with machine learning proved to increase the smartness 

of the building by providing real-time data acquisition using sensors and actuators for prediction 

mechanisms. This research proposes the implementation of an IoT framework to capture indoor 

environmental parameters for occupancy multivariate time-series data. The application of the 

LSTM deep learning algorithm is used to infer the knowledge of the presence of human beings. 

An experiment is conducted in an office room using multivariate time series as predictors in the 

regression forecasting problem. The results obtained demonstrate that with the developed system 

it is possible to obtain, process, and store environmental information. The information collected 

was applied to the LSTM algorithm and compared with other machine learning algorithms. The 

compared algorithms are Support Vector Machine, Naïve Bayes Network, and Multilayer 

Perceptron Feed-Forward Network. The outcomes based on the parametric calibrations 

demonstrate that LSTM performs better in the context of the proposed application.  

4.1 Chapter’s Article Details with Authors Contribution 

Hitimana, E.; Bajpai, G.; Musabe, R.; Sibomana, L.; Kayalvizhi, J. “Implementation of IoT 

Framework with Data Analysis Using Deep Learning Methods for Occupancy Prediction in a 

Building”. Future Internet 2021, 13, 67. https://doi.org/10.3390/fi13030067.  

Personal Contribution: The idea of writing this feasibility study arose out of a meeting with 

Gaurav Bajpai, Louis S., and M. Richard. Formal analysis was done by B. Gaurav, I did 

methodology together with B. Gaurav; I implemented the algorithms for data analytics under 

supervision of Louis S. M. Richard brought the idea of sensor calibrations with B. Gaurav.  I wrote 

the manuscript under guide with B. Gaurav. B. Gaurav, S. Louis and M. Richard performed paper 

https://doi.org/10.3390/fi13030067
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review. I produced all the figures and tables. All authors read and agreed to the published version 

of the manuscript. All together worked on review feedbacks and agreed for submission.  

4.2 Introduction  

Several fields are involved in the influence of the advanced use of IoT techniques by taking 

advantage of the way these embedded devices offer efficient and affordable functionalities. The 

monitoring and actuating functionalities facilitate the development of various solutions in real-life 

[127]. 

Among the areas that have received great attention from the used IoT is smart building, which 

has been considered mostly for energy conservation and people’s comfort [128, 12]. While people 

are in buildings something disturbing can happen. Those issues in the category of disasters like 

earthquakes, and fires take a huge toll in terms of both money and life even though most 

governments have special organizational units that handle them. When it happens, there are 

considerable expenses comprising construction costs, equipment, recruitment, retention, and 

training. As reported by the East African Community [9] on disaster risk reduction and 

management strategy in 2012–2017, it declares that abundant natural hazards happened. 

Those hazards such as floods, droughts, urban fires, and earthquakes negatively contribute to 

the impacts of security of lives as well as the economies of their partner states [129]. Their 

observations mentioned the cause behind the fire hazards such as haphazard electric wiring, 

disregarding construction standards, accidents, and uncontrolled burning including bush waste 

materials burning. 

Rwanda as an Eastern African country has managed to establish a law for the fire and rescue 

brigades under the Rwanda National Police [130]. All control strategies of the buildings in the 

capital/secondary cities are inspected regularly to handle fire incidents and other possible disasters. 

The law again enforces naming commercial buildings for better allocations for smart city 

management.   

Most of the efforts have been done to fight against the loss of human lives the unexpected 

disasters causing the buildings to collapse or be burnt. The buildings require regular evacuation 

drills causing expenses, and loss of productivity. Still many occupants are not experienced with 

the usage of firefighting equipment. Any automation to assist in these drills during real-time actual 

evacuations would mean saving cost, time, and life [131].  
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As far as the occupancy monitoring of a building is concerned, it can be categorized into 

group-based and individual monitoring. The group-based occupancy method refers to the 

estimation of aggregated space occupancy, while the individual based is to track each specific 

occupant’s location. In the latter case, the system extracts the identity of an occupant to provide 

tracking information showing the locations of a past time-period [132, 133]. Group-based 

occupancy monitoring is divided into two categories according to occupancy granularity. The first 

is occupancy detection, referring to the detection of presence in a controlled environment. The 

second is occupancy estimation referring to the inference of the number of occupants. Occupancy 

estimation refers to the estimation of the exact number of occupants along with an estimation of 

occupancy density. Occupancy detection is the most feasible task but the estimation of the exact 

number of occupants in space is the most challenging task. 

To respond to occupancy detection, intrusive methods were used, like cameras and wearable 

devices, but these methods suffered from the privacy of occupants, later, non-intrusive 

mechanisms were adopted by using sensors to capture the human presence based on different 

considerable characteristics. It is observed that the deployment of a sensor network in the whole 

building is cost-effective. This idea led researchers to start focusing on the estimation and 

prediction methods. At this point, identifying good features considered to increase accuracy 

depends on two essential criteria. The first is to select a high-accuracy algorithm. The second is 

the computation time. In the case of fire rescue, human life and resources need accurate methods 

to be efficient [134]. 

In case of emergency, especially in densely populated buildings with complex floor plans, it 

is a challenging task to evacuate people to a safe place. The sensor data must be sent in such a way 

that it will ease the information complexity. This research is mainly reflecting on the building 

occupant prediction, as it is tackling the problem of indoor victims trapped when there is a natural 

disaster (fire or earthquake). The proposed mechanism is to use environmental parameters captured 

using a designed IoT system. The IoT time series multivariate data captured in a timely manner 

allows the LSTM deep learning model to infer the occupant of the specific rooms so that the fire 

brigade can respond automatically without any delay. 

The main objective of this chapter is to detail the development of an IoT system to gather 

time-series-based data from an indoor building. Further is to aggregate those data in the cloud 

storage by using a deep learning prediction model with multivariate predictors resulting to draw 
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the inference of building occupancy. The motivation for choosing deep learning is (1) the use of 

ordered time-series data requiring the previous sequential information to work on the current and 

next sequences, (2) keeping the memory state of the previous layer, and (3) the expectation of the 

huge amount of data as they are accumulated in every one-minute time interval. 

The experiment used LSTM as a deep learning model to predict the building’s occupancy by 

considering multivariate parameters that infer the knowledge of human presence in a room. The 

prediction model is tested using the acquired sensor data captured by the developed IoT system 

deployed on the University of Rwanda site.  

It is composed of four main components such as (1) the sensor nodes deployed in different 

rooms of the building with wireless capabilities to subscribe to topics and sent real-time messages 

(data) through the broker (EMQ) to the database. (2) The broker’s role is to allow real-time data 

transmission from the sensor node to the persistent database (resides in UR-CST Datacenter) which 

acts as a subscriber to the broker.  The data acquired from the rooms are CO2, temperature, 

humidity, and occupancy. (3) The data stored in the persistent database are ingested into the LSTM 

model for prediction purposes. The model is selected among many tested machine learning models. 

(4) The data such as the location of the incidences and the amount of data at that location, are 

visualized through the responsive user dashboard. 

Figure 4.1 is the view of the proposed framework for gathering room parameters such as 

temperature, humidity, lighting conditions, CO2, and occupancy. 

 

Figure 4. 1: Proposed architecture of data gathering. 
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The purpose of this research is to provide data acquisition architecture using IoT technology. 

It also conducts a comparative analysis of other occupancy prediction models. 

4.3 Materials and Methods 

4.3.1 Node Layer  

The conducted research had been implemented in the University of Rwanda building located 

in Kigali city Rwanda. The developed protype consisted of the selected sensors according to the 

designed architecture to acquire environmental parameters to be used for further prediction. These 

sensors are namely temperature sensor, humidity sensor, lighting sensor, CO2 sensor, and the 

passive infrared sensor also known as a motion sensor for occupant detection as listed in Table 4.1 

A global positioning system (GPS) is used to locate the building. Besides, all buildings with 

their corresponding rooms are labeled to allow precise locations for the quick rescue of victims 

done by emergency response coordinators.  

Table 4. 1: Sensors used in the development of prototype. 

Component Characteristics Manufacturing 

DHT11 Temperature, humidity Adafruit 

PIR Motion Occupancy Adafruit 

MQ-135 CO2 Adafruit 

LM393 Light Detector Light Adafruit 

All sensor modules are connected to an ESP 8266 microcontroller NodeMCU. It has an inbuilt 

Wi-Fi module to allow data transmission to the gateway followed to the cloud respectively as 

shown in Figure 4.1. Table 4.2 describes each component used with its characteristics in this 

research context. 

Table 4. 2: Components of the developed architecture 

Component Characteristics 

Mist node - Composed of sensors and a microcontroller, 

- Quick decision for controlling actuators, 

- Allow data access control and privacy mechanism. 

Fog node - Located in the University of Rwanda Datacenter, 

- Allow real-time data storage, data processing, data 

monitoring. 

Cloud node - Uses third-party cloud services, 

- Data is sent there for public access and decision 

making, allow prediction analysis  
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The reason for choosing this architecture is to make a flexible framework to decide at any 

point in time based on the criticalities of the situation. In case of fire, the mist node takes a quick 

reaction by activating the actuators in a specific room, for example, the sprinklers act by spraying 

water. At the fog node, all possible collected data is stored in the data center of the institution for 

real-time analysis/data processing by reducing the latency of the wide-area network.  

At the cloud node, third-party cloud services are selected, allowing public data access for 

decision-making followed by prediction analysis. The mist node had been deployed in a selected 

room for 15 days. Data was transmitted using Wi-Fi technology to the back-end server database 

within a one-minute time interval. The collected data are extracted into comma-separated value 

(CSV) format for prediction purposes. 

4.3.2 Global Positioning System (GPS) Sensor 

GPS is a satellite-based radio navigation system. GPS-enabled devices are used as navigation 

and orientation tools as well as to capture traveled routes [135, 136]. It has been used in several 

sectors such as travel mode detection [137], physical activity detection and informing classifiers 

for detecting physical activity types [138]. GPS data has composite types of parameters that are 

used to allocate a specific object relying on the earth. GPS data include latitude, longitude, date, 

time, horizontal dilution of precision, vertical dilution of precision, number of satellites, altitude, 

and instantaneous speed [135]. 

The latitude and longitude parameters captured by the GPS allow the localization of the 

affected building. To alleviate the problem of locating victims in the vertical direction, the sensor 

node is labeled based on the room number along with the building’s floor number indicating the 

deployed microcontroller.  

4.3.3 Message Queuing Telemetry Transport Protocol 

Message queuing telemetry transport (MQTT) is an application layer protocol adopted for 

different applications such as monitoring data [139], user energy management [137], notification 

systems [140], handling mobility [141], heart and electrocardiogram monitoring [142, 143], it was 

adopted in the past by large-scale companies for messenger application [144, 145]. 

Building an IoT system requires IoT data transmission using IoT communication middleware. 

A topic is identified by a unique string. That string represents the hierarchy of topics themselves. 

All information is organized on different topics. Each client connected to the broker could be either 
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an information subscriber or publisher. As the protocol exchanges data through topics while all 

devices with the same topic are connected to the broker, its location is important for MQTT broker 

based IoT middleware [146]. 

Every time a publisher (mist node) posts a new message on a topic (sensor data), the MQTT 

broker (EMQ) forwards that message to all subscribed clients (MongoDB) to that topic. In this 

way, publishers and subscribers could send or receive data ignoring the existence of the locations 

of other clients. Another important MQTT feature is the possibility of setting different Quality of 

Services (QoS) in client connection to the broker. A different level of QoS determines a different 

security level regarding the delivery of the message to the destination [147, 148]. 

The MQTT protocol has been chosen from HTTP even though they have a considerably 

smaller footprint. The MQTT protocol is suitable for resource-constrained environments. All 

MQTT-based brokers have similar or comparable abilities. The mosquito broker by default does 

not provide security for its messaging scheme. Here authentication information is sent in plaintext 

therefore, it requires security mechanisms to protect the transferred information [149]. 

In this context, from the available MQTT brokers explored, the two open sources (Mosquito, 

and Erlang MQTT) had been explored, the latter is chosen. EMQ broker provides a scalable, 

reliable, enterprise-grade PUB/SUB MQTT message Hub for IoT. It is written in Erlang/OTP 

under Apache Version 2.0 that is cross-platform, which was deployed on different operating 

systems and even Raspberry Pi [150]. EMQ implements both MQTT V3.1 and V3.1.1 protocol 

specifications and supports MQTT-SN, CoAP, WebSocket, STOMP, and SockJS at the same time 

[151]. 

In the framework displayed in Figure 4.2, the environmental parameters are acquired from a 

room, including the room name, floor number, and the geo-location of the building. This data is 

sent to the EMQ broker followed by the MQTT client subscriber.  
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Figure 4. 2: The proposed framework for data acquisitions and prediction mechanism. 

4.3.4 Data Storage 

Mongo is an open-source schemeless, not only SQL (NoSQL), but document also-based 

database that stores and retrieves documents as extensive markup language (XML), JavaScript 

Object Notification (JSON), binary JSON (BSON) [152]. In this research, Mongo is selected as it 

can support the variety, volume, and velocity features of big data. The system implemented 

includes horizontal scalability, linearization, high availability, and fault tolerance. The database 

server is responsible for recording room physical environmental parameters every 1-minute 

resulting in a huge amount of data. The retrieval is simple for the different real-time user interfaces.  

4.3.5 Prediction Model Based on Long Short-Term Memory Networks 

RNN methods are a special type of neural network designed for sequence problems. They 

have been used to create sequential information data for deep learning applications such as object 

tracking [153], image classification [154], speech recognition [155], and language translation 

[156]. One of the RNN types is LSTM. LSTM overcomes the limitations of RNN with the lack of 

full information on how to train the network with backpropagation. It also enables stopping 

gradients from vanishing or exploding during training.  

A common LSTM unit shown in Figure 4.3 is composed of a cell, an input gate, forget gate, 

and an output gate. The cell remembers values over arbitrary time intervals. The three gates 

regulate the flow of information into and out of the cell.  
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Figure 4. 3: Common LSTM unit without details.  

The LSTM cell as shown in Figure 4.4 is composed of inputs, outputs, vector operators, and 

nonlinearities that are responsible for keeping track of the dependencies between the elements in 

the input sequence. The input gate denoted by It controls the extent to which a new value flows 

into the cell. The forget gate controls the extent to which a value remains in the cell. The output 

gate denoted by Ot controls the extent to which the value in the cell is used to compute the output 

activation of the LSTM unit. The candidate gate denoted by Čt controls what data to write to the 

cell state. 

 

Figure 4. 4: LSTM cell gate complexity. 

  

The inputs are of three types. The first is Ct−1 that indicates memory from the previous/last 

LSTM unit. The second is ht−1 which indicates the output state of the previous/last LSTM unit. The 

third is Xt indicating the current input. The outputs are of two types. The first is Ct which indicates 

new updated memory. The second is ht that indicates the current output state. The vector operations 
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are of two types. The first is x indicates the scaling of information while the second + indicates 

adding information. The nonlinearities are of two-three types. The first one is the sigmoid layer 

denoted by σ. The second is the tanh layer denoted by tanh. The third is the bias denoted by bi.  

The activation function of the LSTM gates is often a logistic sigmoid function denoted by σ. 

There are connections into and out of the LSTM gates, a few of which are recurrent. The weights 

of these connections that need to be learned during the training of the model determine how the 

four gates inter-operate. 

The first step in LSTM is to decide the information that needs to be discarded away from the 

cell state. This decision is made by a sigmoid layer called the forget gate layer. It takes ht−1 and Xt, 

and outputs a number between 0 and 1 for each number in the cell state Ct−1. Here, 1 represents 

keeping it while 0 represents discarding it. 

The next step is to decide the new information to be stored in the cell state. This has two parts. 

First, a sigmoid layer called the input gate layer decides the values to be updated. Next, a tanh 

layer creates a vector of new candidate values, Č 
t, which could be added to the state. The next step 

is to combine it and Č 
t to create an update to the state. 

The next step is to update the old cell state, Ct−1, into the new cell state Ct. In order to obtain 

a new cell state Ct, the old state is multiplied by ft, forgetting the things decided to be forgotten 

earlier. Then add it ∗ Č 
t. These are the new candidate values, scaled to update each state value. 

This output will be based on the cell state but will be filtered. The sigmoid layer decides the 

parts of the cell state to output. Then the cell state is put through tanh (to push the values to be 

between −1 and 1) and multiplied by the output of the sigmoid gate so that the decoded output is 

achieved. 

The operator 0 presented in the formula for Ct and ht denotes element-wise multiplication 

(labeled as the scaling of information in the diagram with a multiplication symbol as shown in 

Figure 4.4). Thus, the output at each time step depends on previous inputs and past computations. 

In the context of occupancy prediction from the acquired data as the research is proposing the 

use of multivariate features, the input of data features is denoted as 𝑋 = (𝑥1, 𝑥2, 𝑥3, 𝑥4, 𝑥5) where 

1, 2, 3, 4, and 5 represent temperature, humidity, CO2, occupancy, and date respectively. The 

hidden state of memory block ℎ = (ℎ1, ℎ2, ℎ3, . . ), depends on the number of LSTM state networks 

used with the real output sequence 𝑂 = (𝑜1, 𝑜2) (where 1 and 2 denote occupant and time 
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respectively) are been iteratively calculated by the equations mentioned in Figure 4.4. In case the 

data needs iteration bias is added.  

In the context of environmental time-series data, the prediction process, and the construction 

of an LSTM neural network shown in Figure 4.4 using the LSTM series of the cell are unfolded in 

Figure 4.5.  

 

Figure 4. 5: The structure of series prediction LSTM neural network.  

At time t − 1, the input of the network is the observed historical data Xt−1 and the output is the 

predicted future data where X is the observed occupancy time sequence. There are two weights 

namely W stating the weights for transforming X to LSTM hidden state (not prediction) while V 

states the weights for transforming LSTM hidden state to prediction. Figure 4.5 describes the series 

of LSTM gates to construct the prediction architecture. 

4.4 Results for the Implemented Model 

4.3.1 Data Acquisition 

In the experimental setup configuration, the developed system including humidity, 

temperature, CO2, light, and proximity sensors is implemented in a working office and gathers 

data for 15 days. The sensors are connected to an ESP8266 microcontroller board with its WiFi-

enabled module enabled to send data to the locally configured MongoDB database server. The 

selected indoor environmental parameters are considered by different researchers to detect the 

presence of human beings. However, the key additional parameter is the use of a proximity sensor 

to detect any human presence along with the other captured variables. The geolocation information 

is captured to allow localization of the victims in case of a fire or any incidents that occur. The 
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output of the system displays on the web interface linked to the google map of the experimented 

building location.  

The presence of human beings is indicated by the increase of CO2 as it is the gas produced 

during exhalation [157]. The other is also used to infer the knowledge of human presence in a 

specific room. The experiment did not consider the windows open or closed which can increase or 

reduce the amount of CO2 concentration in the room. The position of the prototype was centered 

in the room. The room is a shared room with a proximity sensor placed near the door to capture 

any movement of humans. 

Figure 4.6 shows the developed system in its operational mode during the testing phase. The 

data are sent to the back-end database in 1-minute time intervals to avoid redundancy of similar 

records. Figure 4.7 shows the close-up of sensor node localization on the google map with 

minimum average parameters. 

  

Figure 4. 6: (a) Prototyping setting up for data acquisition. (b) Closeup side of the data acquisition 

system. 
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4.3.2 Preparation of Data for Multivariate Forecast Model 

The time series acquired data from the experiment to the gateway server are converted to CSV 

format to be used in LSTM as input data. Before LSTM data preparation in Anaconda package of 

Python, a separate environment was created by the installation of Keras with Theano, as 

TensorFlow proved the slowness of the system used for implementation. Scikit-learn, Pandas, 

NumPy, Seaborn, and Matplotlib libraries are also installed for data preprocessing, visualization, 

and machine learning algorithms implementation support. Preprocessing of the data was conducted 

as an initial phase for the prediction that is required for missing values tracking and elimination. 

At this step, the time-series data is to fill the missed values. The interpolation of the variables 

before and after a timestamp is used for missed values. Table 4.3 shows the sample of the first five 

rows retrieved using the head() method in pandas among 19,879 records of the dataset.  

Table 4. 3: Sample captured data in a selected room. 

 

 

 Figure 4. 7: (a) Sample of captured data appealing on MongoDB user interface. (b) Close-up 

geographical location map of the sensor node placement with some parameters omitted. 
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4.3.3 Collinearity of the Data 

In the assessment of the correlation between the variables for better prediction, the collinearity 

is computed to check how they are associated with each other. In this operation, the heatmap 

function of the seaborn library of Python is used. Figure 4.8 shows how data are correlated for the 

selected Karisimbi building in the experimental office, omitting some variables (geo-location 

data). 

Figure 4.8(a) some parameters are correlated in the sense that gives an insight into their 

relationship. The fully correlated data has a value of 1, while the worse correlated data has around 

zero value. The acquired data shows an obvious correlation between the occupancy variable and 

the light data. Moreover, there is a better correlation between occupancy with CO2 and temperature 

parameters respectively. Figure 4.8(b) describes how all parameters are related to occupancy data. 

 

Figure 4. 8: Relationship between variables: (a) Showing the collinearity of the data set; (b) Describing 

the pairplot of the data set used.  

 

4.3.4 Data Preparation for Long Short-Term Memory Networks Model 

The occupancy dataset preparation for the LSTM model must be framed as a supervised 

learning problem. The data are multivariate data that require input variables to be normalized 

[158]. The data set is composed of multiple variables of different units. The reason for the re-

scaling technique to be used as a normalization technique is to stretch and squeeze the values in 

the datasets to fit on a scale from 0 to 1. The model setup is considered to predict the occupancy 

at the next hours from the previous measurements at the prior time steps of five input variables 

used [temperature, humidity, light, occupancy, and CO2] in the experiment.  
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The dataset is split into two parts which are train and test sets with 70% and 30% respectively. 

Then the train and test are split into input and output variables. The LSTM model expects 3D 

dimension variables namely [samples, timesteps, features] reshaped from input variables. 

Different configurations are done progressively, which is to define the first hidden layer with 1 

neuron for predicting occupancy. The input shape will be a 3-times step with 5 features. The 

efficient Adam version of stochastic gradient descent is used with the Mean Squared Error (MSE) 

loss function. This research used 50 training epochs with a batch size of 64 of four iterations for a 

better-fit model. The research explored the appropriateness justification of deep learning towards 

the usage of automatic feature extraction. The adoption of real-time experimental data is something 

that was inspired to adopt in this research [159]. The importance of multivariate or multimodal 

data has been explored [160].  

 

4.3.5 Performance Metrics 

In this research, the evaluation of the experiment was conducted using Naïve Bayes Classifier, 

SVM, and Multilayer Perceptron Feed-Forward Network against LSTM, which is one of the RNN 

methods LSTM for occupancy prediction. In each experiment, the results were assessed by the 

following evaluation measures such as root square score, mean absolute error, root means squared 

error, accuracy, and standard deviation. The modeling scenario used in this research is considered 

a regression problem that is a set of statistical processes for estimating the relationships between a 

dependent variable (often called the outcome variable) and one or more independent variables 

(often called predictors, covariates, or features). 

 

4.3.5.1 Root Square Score (R2) 

The performance metric of the model is evaluated using a root-squared score. It is the 

coefficient of determination [161], that represents the proportion of variance that has been 

explained by the independent variables in the model. It provides an indication of the goodness of 

fit and therefore a measure of how well-unseen samples are likely to be predicted by the model 

through the proportion of explained variance. The metric has crucial importance in measuring the 

efficiency of the model which means that its values range from the closed interval of zero to one 

[0, 1]. Here zero (0) illustrates that the proposed model does not improve the prediction over the 

mean model while one (1) implies the perfect prediction. 
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 𝑦𝑖̂ is the predicted value of the ith sample and 𝑦𝑖 is the corresponding true value for the total 

samples, the estimated R2 is defined as follows.  

      

     

(1) 

4.3.5.2 Mean Absolute Error (MAE) 

The mean absolute error is a risk metric corresponding to the expected value of the absolute 

error loss. It measures the distinguished values between two continuous variables [162]. If 𝑦𝑖̂ is the 

predicted value of the ith sample and 𝑦𝑖 is the corresponding true value for total 𝑛 samples, then 

the MAE estimated over 𝑛 samples is defined as follows.  

 

(2) 

4.3.5.3 Root Mean Squared Error (RMSE)  

The RMSE is the standard deviation of the residuals (prediction errors). Residuals are a 

measure of how far from the regression line data points are. RMSE is a measure of how spread-

out these residuals are [163]. In other words, it says that the concentrated data is around the line 

of best fit.  RMSE is commonly used for experimental results verifications [159]. A framework 

capable of solar power forecasting in a smart grid is proposed [164]. It is achieved through 

Autoregression (univariate) framework, and the optimization is achieved through RMSE. In this 

research incorporation of multivariate data analysis was done for better result accuracy.  

If 𝑦𝑖̂ is the predicted value of the ith sample and 𝑦𝑖 is the corresponding true value for the total 

 samples, then RMSE estimated over samples are defined as follows.  

 (3) 

4.3.5.4 Standard Deviation (SD) 

It is the measure of the dispersion of statistical data. Dispersion computes the deviation of 

data from its mean of average position. A large standard deviation indicates that the data points 

can spread from the mean and a small standard deviation indicates that they are clustered closely 

around the mean. Let the sample size be n with a mean of 𝑌̅, the standard deviation (SD) is 

calculated using the following equation: 
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(4) 

These performance measures give the indicators for the determination of the effectiveness of 

the model for forecasting the daily stock index [165-167].   

A new forecasting model is proposed to outperform conventional autoregression and vector 

autoregression models [168]. This was made possible by incorporating the least absolute shrinkage 

and selection operator (LASSO) framework, as the case study involves sparse placements of wind 

power. This paper has inspired our future work when we are planning to expand the work across 

various places in the cities of Rwanda. The importance of spatio-temporal autocorrelation arriving 

from various data sources will be an added advantage to avoid inaccurate predictions [169]. The 

application explored is the energy domain, as mostly in these domains many papers have usually 

explored only temporal data. This work is reflected in this current research work through the 

adoption of spatiotemporal data in our data set. 

The change detection in the application that involves streaming data is significantly described 

[170]. The approach has improved the quality of results by overcoming false positive detection, 

and additional changes in new incoming data. The research will be crucial in the future when 

deployed across cities, which creates the possibility for more and more new data, whereby the 

training and test datasets need to be rewired accordingly. 

4.3.6 Training Results 

The learning process for the recurrent neural network that uses LSTM cells is configured as 

an iterative process of the optimization of the weights. The weights are updated in each epoch. 

Once the training starts, the aim is to generate predictions by minimizing the loss function. The 

performance of the network is then evaluated on the test set. The training process ends when the 

error on the validation set begins to increase as this could mark the beginning of a phase of 

overfitting the data. 

The model training and validation loss of the implemented LSTM recurrent neural network is 

presented in Figure 4.9. The observation shows that as the number of epochs increases the training 

model becomes the best fit. 
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Figure 4. 9: LSTM model training versus test loss graph: (a) showing the training model with 8 epochs, 

(b) showing the training model with 50 epochs. 

4.3.6.1 Comparative Analysis of Machine Learning Results 

The results of the LSTM model are compared to two machine learning algorithms and one 

deep learning algorithm tested against the same dataset to evaluate the efficiency of the proposed 

model.  

Table 4. 4: Model parameters optimal values in the experiment. 

Parameter Optimal Model Values for Occupancy Dataset 

Train dataset lot 70% 

Test dataset lot 30% 

Input layer 1 

LSTM cells 2 cells 

Activation function Rectified Linear Unit (ReLu) 

Dropout wrapper 0.4 

Dense Layer 1 

Optimizer Adam 

Number of Epochs 50 

Batch size 100 

Look back window 8 

Loss function MAE 

 

Figure 4.9 shows the training and test loss of the proposed LSTM model at optimal parameters 

values described in Table 4.4. The diagrams show that the train and test losses decrease for larger 

epoch values and that train as well as test losses both stabilize at closer points. The loss instability 

in the occupant model resulted from data complexity due to the continuous changes of light 

intensity during one or more combinations of the daylight or/and the windows open.   
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Figure 4.10 describes the actual and predicted values of the selected parameters such as 

temperature, humidity, CO2, and light from the LSTM model described in Figure 4.4. As shown 

in the legends the true values are in orange while the predicted values are in blue. 

 

Figure 4. 10: Actual and predicted results: (a) for temperature, (b) for humidity, (c) for CO2, and (d) for 

light models.  

 

Table 4.5 presents the comparative minimum error values as well as model performance 

accuracy of the proposed model with other models (Naïve Bayes Classifier, Support Vector 

Machine, and Multilayer Perceptron Feed Forward Network). The results show that LSTM has a 

high accuracy compared to other models and the error values are minimized in comparison to 

them.  

In the selected model to compare the obtained errors, the minimum model loss that is attained 

on the hyperparameter values is shown in Table 4.4. 

 



 

48 

 

Table 4. 5: Performance measure values. 

Approaches Accuracy MAE RMSE R2 SD 

LSTM 0.968 0.02317 0.08397 0.9566 0.347 

Naïve Bayes Classifier 0.867 0.13294 0.36461 0.0908 0.4626 

Support Vector Machine 0.822 0.17785 0.42172 −0.2163 0.0000 

Multilayer Perceptron FFN 0.967 0.03193 0.17871 0.7815 0.44669 

 

Table 4.5 is described in another form to represent the algorithmic comparison. The graphical 

representation is shown in Figure 4.11. 

 

Figure 4. 11: Prediction results: Comparative analysis of LSTM with Naïve Bayes Classifier, Support 

Vector Machine, and Multilayer Perceptron Feed-Forward Network.  

 

In Figure 4.11, the LSTM network presents better performance than the other selected 

algorithms namely, Naïve Bayes, Support Vector Machine, and Multilayer Perceptron Feed-

Forward Network in all error measures. The predicted RMSE of those compared machine learning 

algorithms is 0.36, 0.42, and 0.17 respectively, while the predicted RMSE of the proposed model 

is 0.083. The prediction result of those compared machine learning algorithms enhanced to 

77.57%, 80%, and 53.37% respectively compared to the deep learning recurrent neural network 

LSTM model. While the root means squared error (R2) of the LSTM model is 95% indicating to 

be amongst the best. The support vector machine algorithm is showing the worst results that seem 

like it is not responding to the data set parameters used in this research. Multilayer Perceptron FFN 

results are presentable with its accuracy almost like LSTM as both algorithms for deep learning 
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algorithms use FFN to train the data. The Standard deviation comparisons also confirm LSTM to 

provide the least deviated predicted values. 

4.4 Discussions and Conclusion   

This research implements a method for an IoT-based framework to collect environmental 

indoor room parameter-based multivariate time-series data to be uploaded on the central gateway 

database using MQTT protocol. The collected data was analyzed with deep learning algorithms 

for the presence of human beings to be rescued from the building. This is to inform the fire brigade 

of the location of the presence of human beings in a building. Comparative analysis of deep 

learning algorithms was also conducted with error measurement techniques. 

The reason for choosing MQTT over HTTP communication protocol is to allow real-time data 

ingestion into the database as HTTP protocol considered as client/server presents a communication 

overhead. The system was configured in the publish-subscribe paradigm. The sent parameters are 

considered as topics and the continuous sent data are considered as messages, in another word it 

is topic/message policy. The configuration of the mist node is an MQTT-client publisher to the 

MQTT-broker with the role of publishing data to the broker. The database is configured as an 

MQTT-client subscriber to be precise. 

LSTM shows to over-perform the widely used machine learning algorithms such as Naïve 

Bayes and Support Vector Machines model. The implemented LSTM model is compared with 

another deep learning algorithm such as Multilayer Perceptron FNN (Feedforward Neural 

Network) that confirms a reasonable result compared to the other machine learning techniques as 

shown in Figure 4.11. In conclusion, the proposed LSTM model using captured real-time collected 

data is compared for performance metrics with other algorithms. The LSTM model’s accuracy is 

96.8% on the tested multivariate captured data that is nearly 16% better than the best of the others. 

The LSTM model does not over-fit from the used data and minimizes the loss that can infer their 

prediction.  

The various limitations in this research use different parameters such as temperature, 

humidity, light, humidity ratio, and occupancy as data to predict the presence of an occupant within 

the room. A lot of observations have been explored as limitations of variables or biases to affect 

the prediction results. CO2, pressure, and humidity parameters were reported to be noisy when the 
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experimental setup is not conducted in a controlled environment hence, it brought unconvincing 

prediction results. 

Research shows that the light parameter can be noisy too due to daylight differentiation. While 

other researchers used dust sensors, noise sensors, and cameras to precisely predict dust, noise can 

be interrupted by other external and internal factors like dragging chairs and so on. Data captured 

by the camera shows that they can expose privacy and thus are currently eliminated from the 

discussion. 

The experiment took advantage of a mixture of different parameters as multivariate data in 

the prediction models instead of univariate data for each parameter among temperature, humidity, 

light, humidity ratio, and occupancy to enhance the experimental accuracy of the models. 

In future research, the consideration of collecting data from additional similar enclosed 

environments using deployed IoT sensor kits at various places across cities of Rwanda will be 

taken care of.  Further, FIWARE, an open-source platform for smart environments will be 

explored. Moreover, the temporal dependence of data on the occupancy level should be examined. 

Besides, the impact of external factors (weather conditions, noise, and airflow) on prediction 

accuracy should be considered. The extension of both univariant and multivariant data with noise-

canceling/avoiding techniques to precisely measure real-time prediction models with even better 

accuracy is also planned. Furthermore, future work will explore how the deeper layers of LSTM 

could affect the performance of the model concerning the tested multivariate time series data set. 

Finally, further evaluations with other deep-learning models will be performed to investigate the 

gates that have the most influential role. 
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Chapter 5  

CONTAINERIZED ARCHITECTURE PERFORMANCE 

ANALYSIS FOR IOT FRAMEWORK BASED ON FIRE 

PREVENTION 

 

Nowadays building infrastructures are pushed to become smarter for the future due to the 

environmental comforts of living. Enhanced safety, energy-saving, and comfort upgrades are 

taking advantage of the new technologies that are evolving. Normally most buildings are 

configured to respond to the safety concerns of the occupants. The advanced IoT techniques in a 

combination of Edge computing with lightweight virtualization technology is being used to 

improve users’ comfort in their home. It improves resource management, and service isolation 

without affecting heterogeneous hardware deployed. In this chapter, the containerized architecture 

framework for supporting multiple concurrent deployed IoT applications for the smart building is 

proposed. The developed prototype uses advanced sensor networks as well as containerized 

microservices, centrally featuring the DevOps paradigm. The proposed prototype is tested in 

different academic buildings for data acquisition for three months. Different deployment 

architectures are tested to ensure the best cases based on efficiency and resource utilization. The 

results shown that with DevOps paradigm, the increases of sensors node requests shall not affect 

the server resources.   

5.1 Chapter’s Article Details with Authors Contribution 

Hitimana, E.; Bajpai, G.; Musabe, R.; Sibomana, L.; Kayalvizhi, J. “Containerized 

Architecture Performance Analysis for IoT Framework Based on Enhanced Fire Prevention Case 

Study: Rwanda”. Sensors 2022, 22(17), 6462 https://doi.org/10.3390/s22176462.   

Personal Contribution: The idea of writing this feasibility study arose out of a meeting with 

Gaurav Bajpai, Louis S., and M. Richard. Formal analysis was done by B. Gaurav, I did 

methodology together with B. Gaurav; I implemented the algorithms for data analytics under 

supervision of Louis S. M. Richard brought the idea of sensor calibrations with B. Gaurav.  I wrote 

the manuscript under guide with B. Gaurav. B. Gaurav, S. Louis and M. Richard performed paper 

https://doi.org/10.3390/s22176462
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review. I produced all the figures and tables. All authors read and agreed to the published version 

of the manuscript. All together worked on review feedbacks and agreed for submission.  

5.2 Introduction 

The software development challenges arise due to the variety of IoT device-as-a-services, IoT 

infrastructure-as-a-service, and edge infrastructure-as-a-service [171]. In IoT, smart sensing and 

actuating objects are coupled with information communication technology. They are embedded in 

digital environments to produce a huge volume of data. The data needs to be extracted, processed, 

and analyzed efficiently to arrive at some meaningful insights to support IoT applications. 

The implementations are done using different platforms as services. The applicability of these 

platforms was challenged by their efficiency, performance, and variating scalabilities. This 

happens in case there is a system escalation, along with data analytics resource consumption. The 

stated issues mentioned above are characteristics of monolithic applications [172]. A monolithic 

application is defined as a single-tiered software application that integrates both users' interfaces 

along with data access code as a single program of the same platform.  

IoT systems provide important services, sometimes critical ones requiring an uninterrupted 

operation or high levels of availability. Although their complexity makes them difficult to integrate 

along with monitoring in-depth to prevent anomalies as well as failures [173]. DevOps 

methodology has shown its power by allowing system availability, scalability, and anomaly 

handling while the system is running [174]. 

DevOps is well established as an approach to ensure a rapid and efficient value-added delivery 

of the software product to the market.  It happens through a tight collaboration between the 

developer (Dev) with the team that operates the software system (Ops). The idea is to decrease the 

gap between product design with its operation through a continuous automation process. This is 

supported by different tools at various stages of the product life cycle [175 - 177]. 

DevOps and Agile are two pillars efficient in achieving business strategy.  It also checks the 

overlap of the traditional operational as well as a development team to create an environment that 

is continually improving operations. It is achieved through a cross-functional team of developers 

and operators [178]. 

The continuously rapid integration of new devices with feedback acquisition to instrument 

maintenance and updates leads to job accumulation. To meet customer satisfaction, it requires a 
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multidisciplinary collaboration between development and operations teams. The collaborative 

team has to test the platform in production, build new releases, as well as deploy them [179]. 

DevOps [180] is a solution to facilitate that collaboration [181] by accelerating along with 

improving the cycles of maintenance [182]. 

The motivation of this chapter was to contribute to the improvement of building safety 

prevention (specifically, from fire outbreaks) using IoT technologies. The main question was how 

to integrate various IoT sensor nodes with scalable characteristics to provide a sound IoT system 

that provided real-time communication to the stakeholders (fire brigades) in case of a fire outbreak. 

The idea arose due to various challenges, such as IoT applications’ scalability, updatability, 

integration, and maintainability that affect performance and efficiency. 

This chapter highlight the experiment conducted to design and develop an IoT containerized 

microservices architecture using docker technology. The architecture proposed the measurement 

of performance, efficiency, as well as escalation of the IoT framework. It allows the docker swarm 

to manage all available and running services based on the available resources. The IoT framework 

will be trimmed into different services such as device management services, data management 

services, user authentication management services, and application services.   

5.3 Related Works 

The three-layer classic IoT reference architecture was extended by applying context-aware, 

serverless, microservices-based cloud-centric techniques for IoT and people applications [183]. 

Here, the focus was on frameworks that offered a high separation of concern degrees by splitting 

the application layer into different sub layers based on their responsibilities. It also traced atomic 

components to serverless microservices to facilitate the design, development, and deployment of 

applications in the healthcare domain. 

5.3.1 Usage of DevOps Methodology 

The three-tiered DevOps model was used to build an information system capable of providing 

real-time analytics [184]. Management within a smart city project was proposed to support the 

heterogeneous environment. However, the data visualization was conducted on an existing open-
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source platform, namely KIBANA1 from Elastic-search. The integration of DevOps into the design 

of IoT frameworks presented an ongoing effort toward provision, with validation of solution 

security and privacy, along with the quality of complex software systems [175]. The solutions 

were built on top of an established ENACT2 IoT DevOps concept and framework. 

The development of a service model structure consisted of several functions within its 

services. The defined hardware compatibilities tested an automation system in a building for 

emergency evacuation services [185]. However, the concerns of continuous integration using 

DevOps techniques were not considered. The development of service contracts for IoT 

microservices from DevOps perspectives was considered to address the diversity of service 

contracts using common languages for IoT data and programming [186]. 

5.3.2 Application of Microservices 

Rapidly developing technologies enable ubiquitous connectivity. This has resulted in the 

continuous growth of connected devices. On the other hand, it has also revealed challenges related 

to the development and architecture of information systems. The wide variety of proposed 

solutions enabled by interacting with devices makes it practically impossible to accurately manage 

the predicted ratio of data traffic patterns. 

In the management of a growing amount of delivered services [187], it is essential to 

implement scalability mechanisms. Specific strategies were proposed herein to maintain system 

stability and scalability by ensuring the basic scaling mechanism (such as vertical and horizontal). 

Vertical scaling requires the addition of resources to a single processing node, resulting in more 

work handling with additional capacities. It is, however, limited by cost-effectiveness, physical 

constraints, and the availability of specialized hardware. Horizontal scaling requires a set of design 

practices and planned activities, leading to an inherent distribution within the system [188]. The 

horizontal scaling approach defines the unique ability as the keystone for large-scale architecture 

design. 

 

1 https://en.wikipedia.org/wiki/Kibana  

2 https://www.cyberwatching.eu/projects/1048/enact/news-events/enact-enabling-devops-realm-trustworthy-smart-

iot-systems  

https://en.wikipedia.org/wiki/Kibana
https://www.cyberwatching.eu/projects/1048/enact/news-events/enact-enabling-devops-realm-trustworthy-smart-iot-systems
https://www.cyberwatching.eu/projects/1048/enact/news-events/enact-enabling-devops-realm-trustworthy-smart-iot-systems
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The initial concepts for software developments used monolithic architecture [189]. The 

services were developed on a unique repository shared among multiple developers. In these 

concepts, developer teams had to guarantee that all other services would continue working as they 

did before. Another disadvantage was the presence of new updates, ready for deployment in the 

production environment. Updates require that all services be restarted, causing severe issues, from 

the users’ perspective. One final challenge is that each time one part/function fails, the entire set 

of services gets compromised. 

Due to the wide variety of scenarios created in IoT and their different challenges (such as the 

heterogeneity of IoT devices, communication, and platforms supporting large numbers of 

connected devices), the monolithic pattern is not recommended [190]. 

The microservices-based architecture proposed the distribution of the applications in a set of 

services in such a way that each was independent of the others. These new patterns have been used 

to solve specified issues with new features, such as scalability and reusability [191]. The use of an 

IoT agnostic architecture, highlighting the role of the IoT platform using a system with a broader 

ecosystem of interconnected tools, aiming at increasing scalability, stability, interoperability, and 

reusability. Herein, the solution used microservices architecture and serverless computing applied 

to smart solutions. 

Microservices, at a high level, can be considered a black box that has been divided into layers. 

Depending on the tasks to be performed, the layers can be reorganized. Microservices 

communication is possible through interfaces exposed by the Microservices themselves. Hence, 

each microservices offers an application programming interface (API) to facilitate different types 

of connections. 

Microservices are useful for the development of IoT-based platforms. They allow services-

oriented development, which is growing in popularity due to growing interest in parallel 

computation. The microservices architecture, designed and built using the Jolie programming 

language, was developed to work directly with a service-oriented paradigm [192]. Here, the 

prototype platform for supporting multiple concurrent applications for smart buildings was tested 

using an advanced sensor network, as was a distributed microservices architecture [191]. 
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5.3.3 Container Management 

Most of the capabilities of containers are first executed on constrained devices with limited 

and relatively inexpensive storage and computing resources, like Raspberry Pi [193]. They aim to 

provide the capability of transversal interoperability among different networks, integrating devices 

with limited capacity. Container-based services provisioning has demonstrated diverse benefits 

that allow applications to run on a diverse set of devices, with heterogeneity in terms of hardware, 

software, and network. To improve the performance of the containers in the described constrained 

devices within an environment, better solutions are needed to simplify and improve their 

management. 

At this layer of the architecture, it is necessary to ascertain the performance of container 

schedulers or brokers, along with allocation among resources. Multiple containers, running in a 

cluster, support management activities. A container scheduler in a cluster has multiple goals, such 

as ensuring the use of resources efficiently; user access is restricted based on work and location. 

Additionally, it ensures that applications are quickly scheduled to avoid massive waiting times. It 

provides a high degree of balance between resources. It also provides an error-handling mechanism 

that ensures the most convenient allocation, both timewise and power-wise [194]. The existence 

of diverse container schedulers for clusters supports the notion that there is no single solution to 

all problem paradigms. Among these schedulers, the following can be highlighted: Apollo 

Microsoft, Aurora Twitter, Borg Google, Fuxi Alibaba, Kubernetes Google, Omega Google, 

Swarm Docker, and YARN Apache, to name a few [195]. 

There are two key techniques used by containers to provide isolation of each container during 

execution environments. Those techniques are namespace and cGroup [196]. Namespace is used 

for isolation between execution environments, including process trees, networks, user IDs, and file 

systems of containers. cGroup allows for the management of resources, such as CPU, memory, 

network, and file I/O for containers. In the case of cGroup, resources can be controlled by assigning 

specific bounds to containers. It has also been shown that a specific number of resources for a 

container can be allocated to prevent resource contention between containers running concurrently. 

The implementation and administration of diverse container-based applications are rapidly 

developing nowadays. This development could facilitate physical or virtual host distribution, built 

on top of central components, such as containers’ schedulers in general, and Dockers containers’ 

schedulers. 
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5.3.4 Docker Swarm 

Among container schedulers, this research used docker swarm to address the problem of 

container management. Docker swarm is a container management solution under the development 

of docker organization providing a standard docker API. Its framework consists of two main 

components; (1) a node that acts in the role of administrator executes an image of swarm 

responsible for allocation of the containers on the remote machines (called agents, or nodes); (2) 

the nodes with a remote docker API capability are available to the administrator after the 

verification of its port correctness if it is open by the time the docker daemon starts [197]. 

Docker swarm has different major scheduling strategies that ensure the possibility of the 

scheduler selecting a node for executing a container. It includes strategy name or direct node 

selection, and selection of the node with the lower set of containers in execution spread. Regardless 

of the load of each container, or binpack, the selection of the most packaged node (lower available 

CPU/RAM) and the random selection of the node are also included. In the latter case, if the 

previous strategies select several nodes according to the previous criteria, the scheduler selects a 

target node among them randomly. 

The resource allocation strategy must be determined at the time of setup by the administrator, 

or the spread strategy will be used by default. However, the spread method is the most extended 

scheduling strategy in most applications on the docker swarm mode cluster. 

In this research, apart from microservices concepts which were used together, the architecture 

had additional containerization mechanisms built on top to ease scalability, flexibility, and 

transparency. This mechanism was achieved using visualization in a container-based approach, 

through docker. The proposed concept allowed for the robust development of a framework 

operating in a distributed way, with greater speed and increased independence over underlying 

operating systems. 

5.4  Materials and Methods 

This section details the materials and methods used in the implementation of the proposed 

architecture. The materials were classified into hardware and software components, data formats, 

and performance metrics. 
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5.4.1 Underlying Hardware Components 

This subsection details different hardware components used during the implementation of the 

proposed framework architecture. The choice of criteria for each component depended on its 

availability and openness. 

5.4.1.1 Embedded Board 

ARM embedded architecture uses lower-power characteristics [198]. The single board 

computer (SBC) family raspberry Pi (RPi) takes advantage of these characteristics. RPis are small 

SBCs with 4 advanced RISC machine (ARM) cortex-A53 1.2 GHz CPU and 1 GB RAM, with 

Wi-Fi integrated [199]. 

In this research, easily obtainable off-the-shelf hardware was used to facilitate reproducible 

results. The setup was composed of three RPi Alarm ARMv7 for Broadcom [200]. 

Table 5.1 describes the configurations of the experimental testbed. The desktop simulated the fog 

node while the RPis acted as the edge node and gateway. 

Table 5. 1: Configuration of the experimental testbed. 

Device Desktop Raspberry Pi 3 B+ 

CPU 4.5 GHz Intel Core TM (4 cores) Quad core Cortex-A72 (ARM v8), 1.5 GHz 

Memory 4 GB DDR3 1 GB LODDR4 RAM 

Storage 500 GB HDD 32 GB (microSD card) 

OS Linux x86_64 Raspbian GNU/Linux (Jessie) 

Installed 

Software 

Docker Swarm, NGINX, 

PostgreSQL, Redis, cAdivisor, 

Prometheus, Grafana 

Docker, python 

 

5.4.1.2 Edge Sensor Nodes 

In fire detection, prevention, and occupant detection use cases, this experiment used a couple 

of sensors to gather specific parameters. In a specific room, sensors were used to detect the 

presence of fire temperature, humidity, CO2, and smoke. Motion sensors were used in conjunction 

with obstacle sensors to detect the presence of human beings. Table 5.2 details the sensors used, 

and their operating ranges based on the limits of the value for sensitivity and distance they cover. 

Table 5. 2: Sensor’s operation ranges. 

Name Description Min Value Max_Value Min_Distance Max Distance 

DHT11 Temperature 0 ± 2 ℃ 50 ± 2 ℃ 1 m 10 m 

Humidity 20% ± 5%  80% ± 5%  
PIR Motion sensor 0 V [0] 3 V [1] 1 m 7 m 

IR Obstacle sensor 0 V [0] 5 V [1] 1 m 5 m 
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MQ-2 CO2 and Smoke 

sensor 

300 ppm 10,000 ppm 2 cm 4 m 

5.4.1.3 Network Connectivity and Protocols 

The main tasks of a node were split into sensing/actuation, computation, storage, and 

communication, among the other nodes [201]. The node architecture was a bundle of multiple 

sensors which gathered environmental parameters to be sent to the cloud. The controller was the 

part of the node that fetched data from the sensor, exchanged them with the communication device, 

and controlled the behavior of the actuators. The microcontroller added the ability to interact with 

it by programming it. It had memory, enabling it to control the behavior of the node [202]. 

The implementation used the RPi board, which allowed LAN internet connectivity. The 

communication used two protocols: MQTT and HTTP. MQTT operated through data messaging 

architecture that used the publish/subscribe paradigm to ensure that the data was sent smoothly if 

the sensor node was subscribed to the broker and the database. At the end-user data access, the 

web services used HTTP so that the user could access the information through a browser 

application. 

5.4.2 Underlying Software Components 

This section details the software components used in the implementation of the proposed 

framework, including the docker engine as services containers manager, server setup for web and 

database management, data formats, protocols for transmission, services patterns, and performance 

monitoring tools. 

5.4.2.1 Dockers 

Containerization is a technique used to abstract applications from the environments that they 

execute. Docker containers wrap up the software and its dependencies into a standardized unit for 

software development that includes everything it needs to run [203]. Containers are a lightweight 

alternative to virtual machines (VMs) for multi-tenancy within a single host. Here, computing 

devices were modeled as containers and managed using the docker automation framework. This 

was accomplished in two parts: firstly, for resource allocation, and secondly, for software 

configuration. 

The key advantages of using docker for distributed applications included lower CPU 

overhead, version control, portability, and network performance improvement [204]. Docker 

developed a distributed service platform by considering the fault tolerance of services [205, 206]. 
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Dockers-based gateways and architecture have flexibility with scalability through the 

microservices paradigm [192, 207]. 

This research took advantage of docker’s features. The idea was to combine docker container 

services and microservices strategies for modular, scalable edge computing frameworks for IoT 

smart buildings. 

5.4.2.2 Data Management and Data Format 

All sensor-generated data were periodically saved in the database, with data management 

conducted on the web server. The database module was implemented using PostgreSQL over the 

web server used as Nginx. Postgres was chosen as an object-relational database management 

system (RDBMS). It emphasized extensibility and standards compliance and could provide 

replication of the database for scalability and security. 

Nginx is an open-source reverse proxy server for HTTPS, with a load balancer. Nginx was 

chosen as the web server for its security, reliability, and load balancing when there was huge traffic 

with connected users. Its characteristics focused on high concurrency, high performance, and low 

memory usage. The data exchange from sensor nodes to the cloud was formatted to allow efficient 

data transmission with low bandwidth. The data was converted into JSON (JavaScript Object 

Notation). JSON has been adopted as a standard text-based format for representing structured data. 

5.4.2.3 Application Services: Microservices 

The proposed architecture in this research targeted the microservices architecture applied to 

the IoT framework. The architecture is made of different components including all real-time data 

acquisition and processing architectures in the IoT domain. It had three key components: (1) data 

sources, (2) data processing, and (3) end-user data access. 

5.4.2.4 Monitoring Parameters  

The performance of edge computing applications followed different runtime variations 

depending on the running conditions. Conditions could have included the number of arrival 

requests and the availability of virtual resources. Additionally, the network connection quality 

between different interoperating application components distributed over the communication 

network was an additional key to consider. 
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A mechanism to allow the resources to be intelligently provisioned with little or no effort by 

an application provider was required. The container manager was configured to ensure that the 

orchestration process of provisioning resources was done. The resources considered for 

provisioning in edge/cloud computing were the usage of CPU, memory, storage, and network. 

5.5 Proposed Architecture 

The proposed framework architecture consists of a set of services distributed across different 

computing sites. Each application is made of separate independent deployable 

components/containers with all possible functionalities hiding its implementation details. The 

provision of those separate modular services provides the characteristics of the services to be small, 

and loosely coupled. They improve both testability and management using containerization 

packages configured in each end device node. Those configurations provide minimum 

environmental capabilities for the application to run properly.  

The proposed solutions of microservices for smart buildings in general and fire detection with 

occupancy detection are detailed in Figure 5.1. 

 

Figure 5. 1: Proposed deployment architecture.  

 

The concept considered allowed independent mounting and unmounting of the new nodes. 

Every node was considered one service for data acquisition and transmission. It allowed any 

connected node to be updated and integrated with the management of the services manager played 

by docker swarm. The transmission protocol, data management, web services, and visualization 
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services were managed as microservices. This allowed services reusability without affecting the 

whole structure. 

Different layers of the proposed architecture are shown in Figure 5.2, describing each layer 

with its computational resources. 

 

Figure 5. 2: Architecture with containerization principles.  

 

The device layer known as the edge layer holds all capabilities of sensing and communicating 

with their surrounding environment. The sensor nodes are grouped to allow their connection and 

disconnection management. More details are explained below.  

5.5.1 Edge Layer 

The sensing layer describes different sensor nodes deployed in the testing environment. The 

sensor nodes include but are not limited to temperature, humidity, CO2, proximity sensor, and IR 

sensor. They are all deployed to a powered raspberry Pi board connected to a LAN network. Each 

Pi board is configured with a docker machine, and all sensor services are deployed on it in a 

container-based approach. 

5.5.2 Gateway Layer 

This layer is designed to manage the device groups deployed in different buildings to ensure 

the security and scalability of the framework. Once the new device is mounted, its corresponding 

gateway will update the container manager in the next layer (Fog layer) to update its discovery 

service, to allow other containers to be updated. The gateway layer ensures that all containers are 
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running efficiently and the decision that requires little computations are done at this level as this 

Pi board also has constrained resources. 

5.5.3 Fog Layer  

In a large-scale container deployment over numerous servers, tracking all the containers and 

managing their life cycles is a complex task. This layer is composed of a configured server with a 

machine learning Linux operating system (OS). On top of the OS, the docker swarm is installed. 

Its role is to ensure the proper administration of service lifecycles in massive deployments of 

docker containers. The layer allows data management as well. The security with redundancy 

paradigm, the database server as well as access are done at this layer to maintain the system. All 

deployed services in the docker environment are cooperating hands-in-hand with the docker hub 

to update new versions of container images used just in case. 

5.5.4 Cloud Layer 

The research is taking advantage of cloud services by allowing all the public management and 

access to the implemented microservices resources to be managed. Main message hub services are 

fully managed in the cloud to control data transmission through queuing discipline. The database 

servers are deployed to keep persistent data for further usage. Overall web services to allow data 

access and user permissions at different user services are managed at this layer. Finally, data 

analytics are performed in the cloud to use cloud infrastructures that are limited at the edge node.  

5.6 Performance Analysis and Monitoring Packages. 

There are four levels of monitoring (containers, virtual machines (VM), end-to-end link 

quality, and application) for self-adaptive applications to edge computing applications [208]. Due 

to the heterogeneity of the applications used in this implementation context, the need for 

performance measurement was critical. This research was implemented for container-based 

performance monitoring purposes. It assisted the process of pulling and migrating container 

images across computing nodes in fog or cloud in contrast to virtual machines [209]. 

Docker itself had a built-in mechanism to access and convert container metrics into a 

statistical format using docker stats methods. Those metrics included runtime metrics and resource 

usage for a given container. This research proposed to use external built-in components to retrieve 

detailed sets of metrics by accessing exposed remote API using GET methods. 
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In monitoring the system behaviors, the following packages were used: 

- Container advisor, also known as cAdvisor, is a provided open-source platform. It was 

used to track, measure, aggregate, process, and display performance monitoring data for 

the running containers. 

- Prometheus is a monitoring tool relying on an open-source scheme. On top of monitoring 

activity, Prometheus can also store persistence time-series-based data for further 

processing and retrieval using PromQL language. 

- Grafana is a web-based open-source user interface, used to visualize large-scale 

performance monitoring information. It can be configured to work with the Prometheus 

database to visualize the time series data of the metrics. 

5.7 Discussion of the Case Study - Rwanda 

Rwanda is an eastern African country with a fast-growing economy and its cities gradually 

expanding with city dwellers 881,445 in the largest cities and 8,169,341 in rural areas [111]. This 

demographic information leads to the fire risks increase. Due to the constructed public houses, 

with little firefighting equipment or with few people with experience in using them there is a high 

risk of fire outbreaks.  In the last 10 years, the number of fire outbreaks have increased with 327 

fires registered across the country since 2010 shown in Figure 5.3. The public buildings include 

shops and high learning institutions holding a huge cloud of people. The case study taken is from 

the University of Rwanda, college of science and technology, KALISIMBI Block where the 

research is conducted and deployed.   

A national inquiry set up to investigate the causes of the fire outbreaks found that 61% of the 

fire incidents were due to short circuits, while 22% were due to unknown causes, 9% were arson, 

4% caused by road incidents, 3% by hazardous domestic activities, and 1% by the chemical 

explosion as shown in Figure 5.3 [113].  
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Figure 5. 3: Fire outbreak causes. 

 

Due to the above-mentioned fire outbreaks cause, there is a need to address the issue by 

incorporating an IoT solution. Some applications of IoT focus on the smart healthcare domain 

[210], however, this research proposes the IoT frameworks applied in the smart building with the 

following capabilities: reusability, scalability, accessibility, interoperability, and updating.  

Referring to the sensor node deployment shown in Figure 5.4, temperature, humidity, and 

CO2 sensors were connected in the middle of the room to maximize capture. A proximity sensor 

was deployed at the entry point of the room. The reason for choosing this configuration was to be 

sure that any captured positive value would show the moving being. The last parameter of interest 

was the counting of entries using two communicating infrared sensors (IR). The presence of a 

moving object in the office would not necessarily mean that it was a human being. All those sensors 

in combination would help to improve the questions such as to recognize the presence of humans 

if there were a moving chair during an earthquake. 

61%
22%

9%
4% 3% 1%

Fire Outbreaks causes 

Short circuit Unknown causes

Arson Road incidents

Hazardous domestic activities Chemical explosion
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Figure 5. 4: Sensor deployment architecture in UR, Kalisimbi Block offices.  

 

The management of the architecture used a distributed set of identical IoT devices deployed 

in different locations. Each device was configured to be part of the same group. 

Every time a new device was turned on or connected, there were different steps to follow: 

- A new IoT device, such as a sensor or sensor node, is connected to the manager. 

- The connected device/sensor is identified with its unique identification. 

- The manager assigns the device to the device group, meaning the floor coverage of the 

building. 

- The latest device group configurations are pulled. 

- The manager checks for any updates from the broker (manager) map table to update the 

connected groups. 

Any time the admin deployed a new device or changed existing device configurations; the 

following steps were to be followed: 

- Push a new container version, with its corresponding tags, into the configured docker 

registry. 

- Update the control API. 

- Update the backend database with the new configuration. 

- Update all connected IoT devices in their respective groups. 

For occupant presence counting, Algorithm 1 was used to synchronize two communicating 

IR sensors (one counting incoming users, the other one decrementing outgoing users). Its 
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deployment, shown in Figure 5.5, positioned it at any known entry points of the building. The 

reason for this was to facilitate the knowledge of the aggregated number of occupants in a specific 

building, in case of an incident. 

The configuration and cooperation of two IR sensors are programmed by following algorithm: 

 

5.7.1 Deployment Architecture of the Internet of Things Sensor Nodes 

Figure 5.5 depicts the deployment design architecture of the proposed building monitoring 

IoT system. The system components are shown concerning the Edge/Gateway/Fog/Cloud 

architecture. 

 

Figure 5. 5: Deployment design of building monitoring IoT system. 
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The system consists of multiple end nodes deployed in different rooms location to monitor 

selected environmental parameters including temperature, humidity, CO2, motion, and occupants 

along with respective sensor embedded devices. The end nodes are connected to the manager 

(centralized controller) to ensure connectivity with deactivation in case it is not functioning well.  

 The controller was configured as a Linux computer with all management capabilities. An 

orchestrator was installed there to manage all microservices, including the services to connect, 

update, and disconnect any newly connected sensor node. The evaluation of running, pending 

swarm of services, was monitored through the configured services docker swarm visualizer. The 

end nodes sent the data to the cloud database using publish/subscribe services. However, the 

management of sensor nodes’ gateways was managed by the manager through REST services. The 

data analytics were done in the cloud to aggregate the data and make predictions. 

5.7.2 Representation of the Internet of Things Domain Model 

This section details the architecture of the proposed connected modules from the device end 

to the human services visualization. 

Figure 5.6 represents the identification of the proposed IoT scenario. The overall figure shows 

that the user needed to interact with a physical entity in the physical world. To allow/control the 

interaction of humans with the rest of the system, there was an entity called an active artifact that 

was running software. In the context of this research, an active digital artifact role was played by 

the Docker manager to harmonize the sensor nodes’ operation with their respective containers. A 

physical entity represents a discrete identifiable entity in the physical environment: building, 

rooms, as well as any actuation. A virtual entity represents the physical entity in the digital world; 

in other words, it could be represented as the logical interface to allow physical object interaction. 

The device provided a medium for interaction between physical entities and virtual entities. 

It could be attached to the physical entities or placed closer to the physical entities. Resources were 

software components, either on-device or network resources. Services provided an interface for 

integrating with the physical entity. It accessed the resources hosted on the device (or the network 

resources) to obtain information about the physical entity or perform the actuation process upon 

it. 
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Figure 5. 6: Proposed UML representation of the IoT domain model. 

 

Figure 5.7 shows the process of mounting a new sensor node to the existing system. The 

configuration of a new sensor node consisted of only a few steps. The first step was the process of 

mounting the new device with its respective driver. The second was to allow the preparation of 

device updates on the list of available services. The third was to be able to pull the update from 

the container manager. The last step was to be able to interact by pushing data to the respective 

entities. 

 

Figure 5. 7: Sequence diagram activity at the sensor node perspective.  
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Due to the publish and subscribe services offered by the MQTT protocol for real-time 

information sharing between connected devices with the central controllers, the sensor node was 

able to connect with predefined rules to meet the required configuration. The broker deployed in 

fog edge with docker swarm was able to work in cooperation to ensure that there was no 

interference. The docker swarm could also make sure that every device with its resources was 

containerized. Every container was assigned its unique identification to allow the restriction of 

available resources. 

Figure 5.8 shows the system views from the end-user perspective. The user interacted with 

the system by accessing its services through the web application. In the monitoring process, the 

end-users, such as the fire brigade, called emergency response controller (ERC) in this context, 

must be authenticated by the system. 

 

Figure 5. 8: Sequence diagram for end-user perspective.  

 

For the client application (services) to be able to access the data generated by sensors, the 

services must be subscribed to the broker to allow smooth message queueing and notification 

sharing using the MQTT protocol. The broker used in the research implementation was EMQ. In 

the data management process, all generated data from the sensor nodes were saved to another 

service database subscriber known as the PostgreSQL server. Data could be retrieved from the 

database server in a different format based on the user context. In this situation, as there was a 
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need to collect data for research purposes, there was no recommended user interface serving this 

context. The data were kept for further use and retrieved in JSON format for preprocessing.  

For performance monitoring, a combination of different monitoring tools was used—

cAdvisor, Prometheus and Grafana. Figure 4.9 shows only Prometheus to simplify the view. All 

services used in this research (subscription/publish, web application, web server, database server, 

monitoring servers) were built as microservices under the docker container. This configuration 

eased dependencies on management and ensured the correct configuration. The services, known 

as microservices, were wrapped into an efficient orchestration module known as docker swarm. 

This facilitated the process of activation and deactivation any time there were any malfunctioning 

services, including device services. 

Configuration of the services used in this research was done in layering structures. Prometheus 

was configured to ensure all the metrics from the cAdvisor were ingested and grabbed. To confirm 

the time interval of sharing the data, the scrape interval was set, including the endpoint where the 

cAdvisor was executing. It was forced to expose the data at port 8080. All defined services were 

wrapped within docker containers to embed all required dependencies. The configurations in the 

docker-compose file specified which containers were part of the installation and which ports were 

exposed by each container service. The configuration file focused on data ingestion from cAdvisor, 

Prometheus, and Grafana for simplicity. 

One key point to mention regarding the configuration: by configuring the specific container 

image, the dependency was able to ensure the direction the data took from container service one 

to container service two, and so on. There was also another configured time-series database 

(TSDB) to capture metrics parameters in real-time. In this research context, the configured storage 

was known as the Redis database. 

5.8 Results  

This section describes the result outcomes of the implementation. It details the deployment 

place along with the setup of the testbed including the services usage visualization. 

5.8.1 Deployment Location Selection  

This research is detailing its application in the fire brigade domain. The site has been selected 

referring to many fire outbreak cases remarked in the student kitchen in 2018. KALISIMBI Block 
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site is selected as it is where all attention can be cared about since all laboratory types of equipment 

for chemistry, physics, electronics, and computer labs. Any time, chemical components can bust 

which can affect the student’s life.  The deployment for testing is configured on the third floor, in 

one selected room to help prevent and forecast incidences. 

5.8.2 Hardware Set up 

The real implementation of the proposed IoT architecture system uses detailed hardware 

components. The testbed is configured with all selected sensors based on the case study. They are 

all mounted in a raspberry Pi microcontroller board running docker services. The reason for 

deploying all sensor nodes services as microservices in the docker environment was to allow easy 

scalability with lightweight performance management capability. 

The system is powered by a power source and connected to the LAN network of the campus 

to ensure that it can sync services with docker hub. All data were sent by subscribed sensor nodes 

through the pipelined microservices up to the hosted database in the UR campus data center. Each 

RPi sensor was categorized into groups to manage its resources and connection capabilities. The 

computer was used in the testbed where the docker manager was configured to facilitate 

microservices management and scalability, as referred to in Figures 5.9 and 5.10.  

 

Figure 5. 9: Detailed mounted sensor node with all related components. 
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Figure 5. 10: Real-mounted sensor nodes with all related components in the building.  

5.8.3 User Application  

The user was able to access the platform services through the developed web application under 

JavaScript, HTML5, Cascading Style Sheets (CSS), and ReactJS technologies. More clearly, the 

ReactJS framework was used to develop the web application following the responsive paradigm. 

For monitoring the statuses of the containers through the container manager, docker swarm 

visualization tools were used, as shown in Figure 5.11. 
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Figure 5. 11: (a) Visualization of container clusters with one non-working container service with the 

attached RPi worker. (b) Visualization after system container stabilization.  

 

In a test experiment, the initial condition of the visualizer service was executed by the 

computer system. The docker swarm was configured on the board first. However, due to the limited 

capability of the storage, the laptop was used as a docker swarm manager. The RPi board was 

configured as the worker. It was given the IP address to be able to run independently. 

In summary, the system consisted of one swarm manager (laptop), and one node worker for 

testing purposes. All the container services were running in the swarm manager, while the sensor 

node services were running on the worker side. The swarm manager ran all services including 

worker services. The reason for this configuration is that it would be able to update the newly 

connected worker and show the status of non-performing services, as shown in Figure 5.11(a). 

After the system is stabilized, Figure 5.11(b) details all available services in the performing state. 

Figure 5.12 shows the behavior of the docker swarm manager during the process of 

orchestration at the scale-up process. 
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Figure 5. 12: Docker swarm with duplicated container services at the scale up purpose.  

 

The other testing process was to measure the system availability level based on the scalability 

capability of the system by trying to scale up and scale down all the deployed container services 

running in the docker swarm manager. The performed operation was designed to test the capability 

of the system availability when it came to serving an instant number of incoming requests that may 

affect the system overload. 

The scaling test was designed to observe how the system would behave in cases where there 

were hundreds of thousands of connected workers (sensor nodes) interacting with the services. 

The other concern was to see how the platform behaved when many end-users requested the 

services (building control units). 

5.8.4 Performance Analysis: Reliability and Scalability 

This section covers the performance evaluation of the proposed framework by following the 

approach and metrics. The evaluation strategy used is to make a function to generate a huge amount 

of data ingesting into the system to observe its behavior. The data generator function's purpose is 

to simulate IoT devices as publishers. The ingested data allows us to see how the containers will 

be orchestrated under the governance of the docker swarm manager to compete on the available 

resources.  

The goal of this experiment was to assess the proposed IoT framework from two different 

points of view: 
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- Reliability: the reliability of the system was measured by utilizing all the available 

resources to ensure that the system was running at full capacity. Those resources included 

CPU and active memory usage, with how much data were processed in a specific period. 

CPU usage metrics indicated average OS core utilization for all available CPU physical 

and virtual cores of the running system. Active memory showed the number of bytes stored 

in memory during the experiment at the time of the test. 

- Scalability: the measure of the prediction for extending the system to support hundreds of 

thousands of IoT devices publishing data with minimum system overhead to help time-

critical applications. The measurement of these characteristics as indicated by the system 

throughput and response time metrics, showing how the system scalability was maintained. 

The excellent performance was shown by the high throughput rate, as in principle, it should 

have been increased linearly as the number of devices or requests increased. The calculation of the 

throughput was given by the number of messages received and processed by the IoT system in one 

second, the lower the response time, the faster the response and processing of the system. 

5.8.5 Evaluation Approach and Tools 

The experiment to assess the performance of the proposed framework was measured into two 

categories: one from the normal connected IoT devices viewpoint. The other one is from the 

simulated requests to capture the system behaviors.  The normally connected sensor node is set up 

to acquire basic data for measurements. Later, this basic data was simulated for huge data for 

scaling the experiment. The testing was done to ensure the experimental testbed is feasible. The 

simulated experiment is done to test the performance while system scaling is conducted. 

During the testing phase, the function of sending requests has been executed to simulate 

virtual IoT devices published in the specified time interval. The simulated IoT devices send 

requests or messages with an increment of 103(1000, 100,000, 1,000,000) to the IoT platform. In 

this experiment, the platform executes under the MQTT publishing operation with Quality of 

Service (QoS) level 0 – the client simply publishes the message, and there is no acknowledgment 

by the broker. The reason for choosing level 0 is to avoid the system overhead created by 

acknowledgment messages. The data used for the system ingestion has been simulated and 

represents an observation of a unique and random phenomenon.  The estimated average size of the 
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data generated is 240 bytes. It implies that this amount of data is ingested to the platform's backend 

services from the sensor nodes, and container controller. 

The experiment aiming to collect CPU, throughputs, and memory metrics usages is conducted 

by using cAdvisor as container resources usage analysis platform and Prometheus in combination 

with Grafana for monitoring the proposed platform as shown in Table 5.3.  

Table 5. 3: Specifications of environments used for performance analysis. 

Specifications Test Runner Deployment Server 

CPU 4.5GHz Intel Core TM (4 cores) 4.5GHz Intel Core TM (4 cores) 

Memory 8GB DDR3 8GB DDR3 

Storage 500GB HDD 500GB HDD 

OS Linux x86_64 Ubuntu 20.04 LTS 

Installed 

Software 

Docker swarm, MQTT 

Microservices, NGINX, 

PostgreSQL, Redis, cAdvisor, 

Prometheus, Grafana 

Docker swarm, MQTT, 

Microservices, NGINX, PostgreSQL, 

Redis, cAdvisor, Prometheus, 

Grafana 

5.8.6 Experiment Results 

This section details the performance analysis conducted given different parameters. The key 

concerns are about the reliability and scalability of the system based on the changing requests.  

5.8.6.1 Performance in Terms of System Reliability and Scalability 

Figure 5.13 shows different metrics captured for performance evaluation in case the real IoT 

sensor node device is sending data. In the section on CPU usage, the average performance results 

show that the maximum usage is 2.25GHz while the minimum usage is 0.25GHz, this is considered 

a benchmark to measure if any increase in the load can affect the CPU usage.  

The evaluation shows that due to the use of microservices, there is no single core overload, 

the graph shows that all works are distributed among every available 4 cores used in this testing 

with an average of around (0.4) 40%. The engagement of all cores implies an increase in system 

throughput.  
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Figure 5. 13: Resource usages such as CPU, memory, and throughput with normal sensor node set up.  

 

On the graph of throughput, the dominant operation is the reception as the data are being sent 

from the sensor node to the platform. The observed maximum value of the reception is 46,000 

bytes per second. It shows a minimum of around zero at some specific periods. The reason for 

some points with zero throughputs may depend on the sensor node device set to send data at an 

interval of 5 seconds. The maximum memory usage in this configuration is around 4,600 

Megabytes while the minimum one is around 4,200 Megabytes. This implies the average usage of 

4,400 Megabytes of memory. 

Figures 5.14 and 5.15 depict the observations of the system behavior after applying the 

generated IoT sensor requests. In predicting the platform scalability, 10,000 IoT sensor requests 

were generated. In these graphs, there was a considerable increase in CPU usage with an average 

of (0.75) 75%. The memory usage maximum was around 4800 megabytes while the minimum 

used was around 4400 megabytes. This implied an average of 4600 megabytes of memory usage. 

In this experiment, the throughput graph showed a maximum of around 50,000 bytes/second with 

a minimum of around zero, generating an average of 25,000 bytes/second. 
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Figure 5. 14: CPU resources with 10,000 generated sensor requests.  

 

 

Figure 5. 15: Resource usage for memory and throughput with 10,000 generated sensor requests. 

 

Figures 5.16 and 5.17 show considerable increases, especially in CPU core usage, with the 

generation of 1,000,000 requests. The average usage of all CPU cores was around (0.8) 80%. The 

maximum memory of 5000 megabytes and the minimum of 4500 megabytes of RAM was 

consumed. The average memory usage was around 4750 megabytes. The maximum throughput 

measured was equal to 60,000 bytes per second, with an average of 30,000 bytes per second. 
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Figure 5. 16: CPU resource with 1,000,000 generated sensor requests.  

 

 

Figure 5. 17: Resource usage for memory and throughput, with 1,000,000 generated sensor requests. 
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5.8.6.2 Performance Measurement in Terms of Resources Usages at the Scale-up.   

The second experiment is conducted by increasing the number of nodes to track how the 

system behaves in case it is scaled up. This experiment is conducted by setting the number of nodes 

into 3, and the observations are measured using the same performance tools discussed (Prometheus 

and Grafana). In this experimental setup, the assumption is to scale up the containers to observe 

the system behaviors. The experiment is detailed with two entries: scale the application in terms 

of container services, and by generating different requests to observe the system. In this 

experiment, the observations are sticking to CPU, Memory, and Traffic metrics behaviors.   

Figure 5.18 visualizes the memory and CPU usages in the scaled 3 nodes, using 1000 

generated requests. The graph of memory usage showed that the increases in requests could 

increase the amount of consumed memory, but for the time being, there was no increase. The CPU 

usage graph showed that, while at the time, there was a small increase in usage, this increase may 

have depended on the internal cooperation of all container services involved in the data processing. 

 

Figure 5. 18: Performance of the platform after scaling up with the requests of 1000—memory and CPU 

usage.  

 

The performance metrics were concerned with the transmission cost of the network as shown 

in Figure 5.19. The main point of tracking those parameters was to observe how the internal 

containers were costly while exchanging message requests. In network transmission, the busy 

container was cAdvisor, as it was concerned with the huge number of requests being generated. 
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Figure 5. 19: Performance of the platform after scaling up with requests to 1000 network data 

transmissions.  

 

Figure 5.20 shows the visualization of the system after increasing the number of requests up 

to 1,000,000. The graph shows that CPU and memory did not change significantly, but the trend 

increased compared to Figure 5.18. 

 

Figure 5. 20: Performance of the platform after scaling up with 1,000,000 requests: Memory and CPU 

usage.  

 

Figure 5.21 shows the increase in performance for the network transmission, as this 

experiment did not discuss testing the user access of the requests at the user end side. 

 

Figure 5. 21: Performance of the platform after scaling up the requests to 1,000,000 network data 

transmissions.  
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Figures 5.20 and 5.21 demonstrated the overall behavior of the platform using 3 nodes. Figure 

5.22 shows the increase of the CPU usage as the number of requests increased. 

 

Figure 5. 22: Performance of the scaled system by 3 nodes: - CPU usages. 

 

Figure 5.22 shows the CPU usage performance, while Figure 5.23 visualizes the performance 

of the system in terms of memory usage and network transmission. It is observed that the memory 

does not increase in consideration of the increase of the requests as seen in the observations 

detailed in the above figures. The network transmission (Tx) at the receiver side (Rx) does not 

increase much as the experiment performed is for generating requests to be sent to the platform. 

The side of generating requests trying to access the generated data was out of scope in this research. 

 

Figure 5. 23: Performance of the scaled system by 3 nodes: - Memory and Transmissions (Rx, and Tx).  
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The performance was measured experimentally on 3 nodes by varying different requests 0, 

100, 10.000, 100.000, and 1.000,000 respectively. Using Grafana and Prometheus, the system 

resources considered are CPU utilization, memory usage, as well as data transmission (receiving 

and transmitting bytes). The results showed that due to the containers, the CPU used did not cost 

high by increasing the number of requests. For memory resources, the increases do not cost any 

attention. The transmission increases considerably to the bytes received starting from 10.000 

requests. The network transmission at the transfer side shows tremendous changes but it is seen 

that at hundred requests the graph starts to go down up to ten thousand, but then it increases.  

The implementation of a comprehensive solution for the whole IoT lifecycle is presented in 

this research. The lifecycle presented fits into four phases: data capture, communication, analysis, 

and implementation. A generic framework architecture based on the above layers is defined in the 

DevOps paradigm. The architecture complies with the main system requirements of all proposed 

IoT solutions. 

The proposed IoT solutions are discussed in the building fire prevention sector, to improve 

building comfort and security. Different challenges have been discussed concerning the scalability, 

updating, and performance of IoT devices with low computing capability and power sources. The 

IoT devices are currently installed in buildings accessing the building’s electrical power resources.  

 The proposed framework for data transmission and management, the nonfunctional 

requirement was considered to address all critical cases to be solved by IoT solutions. It also 

showed that some computation was possible at the edge side, minimizing the decision time delay. 

Data transmissions were considered by ensuring data transfer in real-time using MQTT-based 

protocols, along with data packaged in JSON format—which has been considered lightweight—

to ensure low network bandwidth consumption. For services, scalability, and reusability, the 

container-based and microservices solution was proposed, using docker. It satisfied the horizontal 

scalability of the framework. The sensor nodes, considered docker workers for updating and easy 

connectivity, were under the control of the docker swarm manager. Data sent from sensor nodes 

were managed by the Nginx web server, which also acted as a load balancer in case of the huge 

amount of user requests coming from the front-end. 

The IoT framework presented in this research was validated and used in a smart building 

scenario to contribute to fire prevention situations. The system was deployed in the UR–

KALISIMBI block site for three months to experiment with the challenges of the data capture 
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process. The performance metrics were extracted to visualize if they were suitable for adoption by 

the whole University. 

Finally, in terms of future work, authors are interested in implementing the front-end to 

perform the user test and conducting standards adoption to improve IoT platform interoperability. 

Further, integrating the alerting functions to notify the concerned ERC responsible for building 

control. Addressing the use of solar panels to address the independence of the sensor node in case 

there is a power shortage will be considered. Another possible extension of the framework is to 

add features supporting IoT device mobility. 
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Chapter 6  

CONCLUSIONS AND RECOMMENDATIONS 

6.1 Conclusions 

This thesis presented the method leading to the development of the carried research on the 

analysis and performance of IoT framework for fire incidence applications. The integration and 

mathematical modeling approaches were proposed as solutions to the direction of fire outbreak 

and occupant detection, counting and prediction. This work demonstrated that continuous 

integration could go a long way toward improving room occupant detection, counting and 

prediction. In this research, IoT-based room occupant detection, counting and prediction for fire 

outbreaks stakeholders’ notification through a centralized containerized platform were 

recommended. A spruce fire detection build based on the designed strategies of IoT methodologies 

for data acquisition was presented. An IoT-based framework with data analysis using deep learning 

methods for occupancy prediction were presented and tested. The containerized approaches to 

improve the proposed architecture are implemented with performance analysis measures to track 

the accuracy of the framework.  

IoT and machine learning have been applied to the fire outbreaks situation to improve the 

current situation. In this thesis, different indoor parameters to prove the occupant’s existence using 

edge, mist, fog and cloud layer architecture and DevOps were used to achieve a specific purpose. 

The DevOps methodology for continuous integration of edge sensor nodes is to allow multiple 

integrations for system scale. The results demonstrate that the containerized and performance 

measures process is a simple but powerful tool. 

In future work, there is a need to look for energy harvesting techniques for the connected 

devices as they may rely on separate power sources to avoid the cause of fire in a building.  
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6.2 Recommendations 

There is no data available for researchers to be used for prediction or forecasting the indoor 

fire risk from concerned units. For the sake of research facilitation in Rwanda and Eastern Africa 

in general, there must be a public dataset for research purposes. Researchers should explore more 

machine learning models to find out which ones can provide improved prediction accuracy for the 

fire prediction.  

During the development of the data acquisition prototype, it had observed that the available 

devices (sensors, and actuators) are not accurate and require much calibration, which sometimes 

does not comply with the needed data accuracy. It is recommended for researchers and industry to 

avail accurate devices to support the community for emergency solutions. The Eastern African 

researchers and Rwandans, in general, are recommended to conduct research to provide tangible 

solutions.  The continent and the region, in general, is looking the smart solutions for early 

warnings and prevention mechanisms to support the community in a disaster such as fire, 

landslides, and flood. 
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APPENDIX 

Figure 5.11: (a) Visualization of container clusters with one non-working container service with the attached RPi worker. (b) 

Visualization after system container stabilization. 
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Figure 5.12: Docker Swarm with duplicated container services at the scale up purpose 

 


